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Executive Summary
Part 1: The business model of a file hosting service provider


In assessing whether the business model of a so-called file sharing service or file
hosting service should be deemed entitled to the protection of the legal
system as a general matter, consideration must be given both to the
requirements of EU and constitutional law and also to the basic national
statutory rules, with particular regard to the court rulings in respect of these.
One should consider here, in particular, the freedom to conduct a business under
Art. 16 of the EU Charter, Council Directive 2000/31/EC (Directive on certain
legal aspects of information society services, the so-called "E-Commerce
Directive"), the constitutional considerations under Art. 12, 14 of the German
Basic Law, and, at the level of national statutes, the provisions of secs. 7 ff.
Telemedia Act [German acronym: TMG].



The German Federal Court of Justice [German acronym: BGH] and the German
appellate courts have already expressly commented on the entitlement of a file
hosting service's business model to the protections of the legal system. In those
cases, it was found that the business model in question is one of which the legal
system approves as a fundamental matter. There is, as the courts have stated,
a great need both in technical and in commercial respects for the activities and
legal opportunities to use services such as this. The range of services offered by a
file hosting service provider may be legally utilised in a whole host of ways, such
as where they are used as virtual "backup" storage space or for means of flexible
data exchange by private individuals and in the commercial sphere.



The central point of departure for any assessment of the activities of a file
hosting service is the presumption arising from the objective evaluation of a
free state under the rule of law that, as a fundamental matter, a business model
of this kind (initially without regard to its specific form in the individual case)
will be deemed a legal service. Virtual storage space or so-called "webspace“ is
a neutral and multifunctional resource. Thus, the mere provision of neutral
product of this kind cannot per se have the effect of creating liability on the
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part of the provider, even if a sub-section of users intends to use it in a manner
that is in breach of the law.


Another result can only apply where, in the individual case, the concrete
design of the business model aids and abets violations by users of the service
to a substantial degree (entailing a so-called significant increase of the risk).
The specific case here:
o In the case of Uploaded, the provision of anonymity to customers, the
provision of premium accounts, automatic generation of publicly
accessible links and the payment of compensation for downloads to
uploaders were examined as potential bases for such a significant
increase of the risk.
This analysis resulted in the following conclusions:
o The provision of anonymity does not have the effect of increasing the
risk in this specific case. The operator of a file hosting service
experiences conflicting objectives which are typical in the context of
the internet. First of all, the operator is required pursuant to the policies
underlying secs. 13 (6) TMG, 3a BDSG, to afford use of its services on an
anonymous basis wherever possible, but at the same time, it is thought
that the service will merit less protection if it fails to utilise the ability to
determine the identity of users. However, it is neither customary nor
appropriate for service providers to collect extensive personal data or
carry out identity checks.
o Similarly, the provision of so-called premium accounts is not an
objectionable business concept. Consequently, no significant increase
in the risk for the service can be found in respect of this. Although the
additional functionalities which come with such accounts are attractive
(including to users intending to use them illegally) and, in addition, the file
hosting service makes money when it sells such accounts, this does
nothing to change the fact that the commercial interests of the service
provider represent a legitimate legal position (Art. 12 of the Basic Law)
II

and the model is per se an absolutely typical market manifestation. In
addition, Uploaded's usage restrictions in connection with its free
accounts make those accounts unattractive to potential violators who
wish to gain access to illegal content as cheaply as possible.
o The automatic generation of publicly accessible links likewise does
not have the effect of increasing risk. The central issue here is who
makes the files publicly available, and when, within the meaning of sec.
19a UrhG. It should be noted that Uploaded itself does not upload any
files. Rather, it is always the user who controls to what extent a link is
forwarded or disclosed to third parties. In terms of relevant points on the
timeline, the upload and associated generation of the link, any possible
notification of the link to third parties and the placing of links in a link list
might be considered. However, real-world experience is an argument in
favour of the notion that the mere technical possibility of a download
cannot satisfy the requirements of sec. 19a UrhG, and that the generated
link has to have been provided or disclosed, at least in latent form, to
third parties without restrictions. In any event, both the disclosure of
the link to one or more third parties (in the case of content uploaded by a
user himself) and the placing of such a link on a relevant collection of
links lie in the user's sole discretion and sphere of responsibility.
o Similarly, the fact that Uploaded’s rewards model is gauged to the
number of downloads does not give rise to a significant increase in
the risk for the service. In the Internet sector, a financing system that
pays financial rewards for providing content is both common practice
and a business model which is legally permissible in principle. One
may not necessarily conclude that a work is illicit due to a high degree of
popularity or high number of downloads. Rather, the starting principle
should be one premised on a host of legally proper types of use, as is the
case, for example, in respect of data exchange within companies with high
staff numbers or when (emerging) artists distribute their own works.
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Part 2: Liability scenarios in respect of file hosting services


In terms of the liability of a file hosting service, one has to consider liability as a
perpetrator or participant. The principles of interferer liability [Störerhaftung]
are likewise applicable to a file hosting service.

Liability of a file hosting provider as a perpetrator or participant



In terms of perpetrator or participant liability, we have examined the liability of
file hosting service providers as sole perpetrators, accomplices or accessories.
The latter status may arise either by a positive act or by omission.

In this specific case:
o As a file hosting provider, Uploaded does not satisfy the elements of
'making works aviailable to the public’ pursuant to sec. 19a UrhG as a sole
perpetrator by merely providing its platform. The only positive actions
taken by Uploaded are the provision of the platform. Uploaded's mere
provision of the platform cannot be characterised as an action constituting
'public provision of access'. Even if one applied the strictest conceivable
legal view (which has become obsolete in the interim) such as the view
espoused by the OLG Hamburg in 2008 that 'making works available to
the public' takes place already at the time of generating a public link, this
will have no impact on the fact that Uploaded does not complete the act of
‘making works available to the public’ under sec. 19a UrhG. If one focuses
on the point in time at which public access is provided, this is an action
taken by the uploader, whereas generation of the link constitutes a mere
technical, neutral act of assistance.

o Uploaded is likewise not liable as an accomplice. The mere provision of
the platform and Uploaded's compensation system do not represent such
a major 'plus' at the preparatory stage that this would suffice to establish
commission of an offence as an accomplice. In addition, there is no joint
plan of the offence on the part of Uploaded with its users. In particular, by
merely providing its platform, including rewards programme (partner
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programme), Uploaded is not impliedly stating that it wishes to be an
accomplice to concrete offences.

o Also any accessory status on the part of Uploaded by positive act can
be ruled out. Although an act of assistance by neutral action is indeed
provided, there is nevertheless a lack of the requisite dual intent of an
accessory. Without knowledge of the concrete, imminent primary actus
reus, no such accessory intent may be found.

o As a general matter, Uploaded will not bear liability as an accessory by
omission for copyright infringements of its users under sec. 19a UrhG.
Only where Uploaded persistently failed, for a longer period of time, to
respond to well-founded requests of a rightholder for deletion would
Uploaded be characterised both in objective and in subjective respects as
an accessory by omission.

o Uploaded is entitled to claim the exemption to liability under sec. 10
TMG, as a result of which Uploaded will only be liable (both in damages
and under criminal law) where it has positive knowledge of the concrete,
relevant content. In particular, in light of Recital 42 of the E-Commerce
Directive, a teleological reduction of sec. 10, 1st sentence, TMG can be
ruled out.

Liability of a file hosting provider as an interferer



In terms of interferer liability, we have examined whether there is any general
and/or enhanced duty of verification and monitoring.



An intermediary may potentially be liable as an interferer where the service
in some way deliberately and causally participates in bringing about or
maintaining an illegal impairment of copyright by furnishing storage space on its
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online platform, where in factual and legal respects it was possible and
reasonable to expect the provider to prevent a concrete violation.



Because interferer liability should not be unduly extended to third parties, court
jurisprudence has established a prerequisite to liability, holding that the provider
must have breached duties of verification and checking. The determination of
how far the duty goes requires a comprehensive weighing of interests in a
typical individual case, taking account of the role and remit of the affected
party. This weighing of interests serves as a reasonableness test as to the scope
of any potential control measures, but it cannot be allowed to extend so far that it
calls into question the file hosting service's entire business model.



Liability of a file hosting service provider as an interferer will not fail from the
outset in terms of the reasonableness of asserting a claim against that file
hosting service because the file hosting service imposes a duty of cooperation on
the part of the rightholder by providing a deletion interface through which the
rightholder can eliminate the violation himself by his own action.



A proactive duty of verification and monitoring which would require a file
hosting service to actively ensure, without any evidence at all, that no copyright
infringements occur on its platform is incompatible with sec. 7 (2) sentence 1
TMG, and thus statutorily impermissible; this would amount to limitless
expansion of absolute liability. A duty of verification will, as a rule, only arise at
such time as the indirect infringer learns of the violation.



As a basic principle, a file hosting service is subject to a general duty of
verification requiring it to immediately delete the specific, referenced file and
further comparable files upon learning of the violation. Pursuant to court
jurisprudence, this may be done by the use of a word filter (even if such filters
are not one hundred per cent reliable) and by reviewing a single-digit range of
link collections.
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However, a file hosting service will be subject to an enhanced duty of
verification and monitoring if, as a result of its business model, it aids and
abets copyright infringements to a substantial degree. Even if the business
model of a file hosting service is not structured from the outset to facilitate
violations, it is reasonable to expect a service provider to undertake
comprehensive, regular checks of link collections in such cases. In such a case, a
file hosting service provider will have a general duty to observe the market (in
the sense of a context-specific duty of monitoring in such a case) as soon as it has
learned of a concrete infringement.



The general duty to monitor the market which is required in respect of
enhanced duties of verification and monitoring has met with criticism in legal
literature, because it brings with it the risk of a limitless expansion of absolute
liability.



A file hosting service provider will find itself caught in a dilemma between data
protection and copyright law: If it complies with the data protection law
requirements of the legislature and facilitates fully anonymous use of its services
within the meaning of the Data Protection Act, it will run the risk of encountering
difficulties or indeed finding it impossible to satisfy the duties of verification
imposed on it. As a result, compliance with legal rules of data protection law
entails disadvantages to the service provider in terms of the requirements
imposed under its copyright duties of verification.



The question of whether the exemptions on liability under the Telemedia Act
will continue to be disregarded in court jurisprudence in respect of injunctive
claims continues to be an open question, due to the differing views within the
various panels of the German Federal Court of Justice. At present, there is no
clear answer to this question. There are more recent appellate decisions that
merit support, which hold that an exclusion of the liability exemption cannot
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apply without restrictions, and that exceptions should be made depending on the
type of the service and the intensity of the violation.

Part 3: Examination as to whether duties of verification apply, and how they
may be technically discharged


The aim of this 3rd part is to analyse the extent to which Uploaded may discharge
the requirements which have already been ascertained in the abstract in section
2, in terms of the duties of verification and monitoring arising out of interferer
liability.
o In terms of reactive elimination, a provider is required to provide a
suitable means of submitting a "takedown" request. Upon receipt of a
takedown request, the provider must immediately review the request and,
if appropriate, immediately delete the reported content. It is possible for a
manual review of the application to be undertaken. Uploaded offers the
option of reporting infringements by e-mail or in a targeted way by means
of a "takedown notice" form. In addition, rightholders are afforded the
option of registering and thus directly carrying out the deletion of illegal
content.
o In order to prevent future infringements, keyword filters may be used.
With keyword filters, the names of uploaded files are compared with the
names of reported works. However, a filter system of this kind must be
designed in a proportionate way. It must permit detection of potential
infringements without causing adverse impacts on honest users. In terms
of the specific design of such filters, operators must ensure both that the
rights of copyright holders are effectively ensured whilst at the same time
protecting the data sovereignty of the users. The filter used by Uploaded
compares the file name with a database prior to every download. This is
done by means of wildcards which also cover divergent spellings. Where
the review registers a hit, the download is interrupted, the hash value of
the file is entered into the database and the file is then deleted. The
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precise design of such filter systems will depend on the individual case,
and they have not yet been the subject of court adjudication.
o The use of so-called hash value filters likewise represents a generally
suitable means of satisfying general duties of verification. A 'hash value'
is a digital fingerprint of a file. By means of a variance coefficient function,
an algorithm calculates a hash value from a file. The result is always the
same for files which are identical. The SHA1-algorithm used by Uploaded
generates a precise identification number for Uploaded files and then
compares them with known values for illegal files. Where this database
check yields a hit, the file is deleted and the user is penalised. The
advantage of this kind of filtering relative to keyword filters lies in the
accuracy with which it identifies hits. The hash value of a file is more
difficult to modify than, for example, the file name. However, it should be
noted that even this filtering process is not completely reliable. A different
file format or truncation of a file by only a single second will yield a
significantly different hash value.
o Court decisions demand that operators of file hosting services extend their
searches for illegal content to include external link lists. Uploaded
examines more than 800 external link lists specifically for references to
illegal content on its own servers, and thus satisfies these requirements.
o A further option, which is in some sense a hybrid for preventing
infringements by users both proactively and reactively, is to impose
sanctions on users. One might think here of a graduated system
envisaging penalties which are appropriate to the infringement by the
user. Uploaded accordingly penalises users who conspicuously commit
violations of its General Terms and Conditions.
o A comparison of Uploaded with its competitor Dropbox reveals that
there are no significant differences discernible. Both of them offer their
users online storage space and are based on a simple, cost-effective and
anonymous use of their service. In both cases, forwarding of files depends
IX

solely on the intent of the user and is not controlled by Uploaded or
Dropbox.
o Uploaded thus has no enhanced duties of verification. Neither its
commercial nor its technical set-up gives rise to any significant increase of
risk, nor does the possibility of anonymous use of its service pose any such
increased risk. The option of exceeding the storage volume likewise is not
a basis for any increase of risk.
o Uploaded satisfies the requirements developed by court jurisprudence
regarding the discharge of enhanced duties of verification and
monitoring. Uploaded both automatically and manually reviews more
than 800 relevant link lists for evidence of illegal content on its own
servers. This exceeds the requirements established by the BGH. In
addition to this, the specifically developed ATF-tool facilitates searches
for content via generally accessible search engines. The filter systems
deployed also enable Uploaded to identify and delete similar works, based
on their wildcard structure.
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Section 1: The business model of a file hosting service – entitled to legal protection in principle?

Section 1: The business model of a file hosting service – entitled to
legal protection in principle?

I. Definitions
In order to analyse the entitlement to legal protection of a file hosting business model in
general, and, specifically, that of the "Uploaded.net“ service at issue here (hereinafter:
Uploaded), at the outset we must clarify and briefly outline the main concepts and the
major players involved in connection with a service of this kind.
1. File hosting services and their place within the categories of online providers
a) Definitions

File hosting services are also referred to as cloud storage services, file hosters,
cyberlockers or One-Click Hosters. They refer to Internet service providers who
furnish storage space on the Internet either for a fee or free-of-charge. What is
characteristic for service providers of this kind is that their registration process is
simple and uncomplicated ("one click"). After a file is uploaded to the server of a file
hosting service, the system generates an individual link to the relevant file which the
user can (if he wishes) forward to an unlimited number of recipients.1 Recipients can
then directly access the corresponding content via their web browsers by clicking on the
link sent to them.
So-called peer-to-peer networks (P2P) should be distinguished from the file hosting
services just referenced above in the narrower sense of that term. In the case of P2P
networks, content is made available on a host of computers (via a so-called decentral
data distribution system2). The individual computer systems are directly connected
together by means of special software, creating a network in this way. 3 Each
participating computer is simultaneously a "server" and a "client", because a computer
in this kind of network would ordinarily provide both its own files and utilise files from
other computers4. By contrast, in the case of "one-click" file hosting services, the
uploaded content is stored centrally on the servers of the file hosting service.

See also Roggenkamp/Stadler, in: jurisPK-Internetrecht, 4th Edition, 2014, c. 10 marginal no. 648.
Kropp, Die Haftung von Host- und Access-Providern bei Urheberrechtsverletzungen, Frankfurt a.M. 2012,
p. 73 with further references.
3 Hollenders, Mittelbare Verantwortlichkeit von Intermediären im Netz, Münster 2011, p. 42.
4 Kropp, Die Haftung von Host- und Access-Providern bei Urheberrechtsverletzungen, Frankfurt a.M. 2012,
p. 73 with further references.
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I. Definitions
b) Classification by categories or providers

Internet service providers are natural persons or legal entities offering electronic media
of their own or of third parties for use by others, or serving as intermediaries that offer
access to such use, as per the legal definition contained in sec. 2 (1) of the German
Telemedia Act [German acronym: TMG]. The colloquial term for this is "provider",
although the statute itself does not use this term at any point. Traditionally, providers
are broken down into three major categories: access providers, content providers, and
hosting providers. This classification is relevant in particular in terms of the
responsibility and liability on the part of Internet service providers.5 Secs. 7 ff. TMG
provide different levels of exemptions to the respective provider types. This situation is
further complicated as a result of the basic distinctions made by the legislature when it
enacted the Telemedia Services Act [German acronym: TDG]6 in 1997, because technical
developments have proceeded apace, and there has been an associated tendency to
blend multiple services within a single package.7 Thus, the situation may easily arise that
a single provider may be classed as belonging to several of these categories, which were
created more than 18 years ago.
Access providers refer to service providers who provide access to users for the use of
third-party information. Commonly, this refers to provision of technical access to the
Internet by the establishment of a direct link between the user and the actual service
provider.8 Thus, file hosting services are obviously not covered by this definition.
Content providers offer their own information content for the use of others. The
question of what "their own information content” means exactly does, at times, pose
difficulties of interpretation. Content created by the service provider itself should always
be classified as 'Own content' within the meaning of the legal norm, whereas
information created by a third party must first be adopted and appropriated by the
service provider.9 In that context, one must note that the question of appropriation is
not necessarily connected to the question of who makes the content available to the
public (sec. 19a German Copyright Act [German acronym: UrhG]).10 Rather, this question
must be assessed in the individual case, taking account of the overall circumstances of
the specific case, and the legal test to be applied is the 'objective viewpoint of a

see Section 2 - Liability scenarios involving file hosting service provider.
Predecessor of the TMG, G. v. 22.07.1997, BGBl. I, p. 1870. The ss. 7 et seqq. TMG have derived of ss. 8 et
seqq. TDG old version.
7 See also Ufer, Die Haftung der Internet Provider nach dem Telemediengesetz, Hamburg 2007, p. 30;
Kropp, Die Haftung von Host- und Access-Providern bei Urheberrechtsverletzungen, Frankfurt a.M. 2012,
p. 68.
8 Hollenders, Mittelbare Verantwortlichkeit von Intermediären im Netz, Baden-Baden 2012, p. 111 with
further references.
9 BGH, Urt. v. 12.11.2009 – I ZR 166/07, MMR 2010, 556 – marions-kochbuch.de.
10 see Section 1, III, 3, c – Automatic generation of links accessible by the public.
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knowledgeable, average user receiving the information'.11 Ordinarily, a file hosting
service provider neither makes its own content available12 nor does it appropriate the
content stored by its clients. The mere fact that third-party information is stored on
Uploaded's servers does not mean that Uploaded is appropriating the content uploaded
to its servers by users. 13 In addition, Uploaded does not perform any selection or review
of any of the files stored by the users such that this might be a basis for a finding of
'appropriation' by the file hosting service.14 In the absence of conscious selection or
release of the content uploaded by users (and thus in the absence of any concomitant
incorporation into the file hosting server's own website content), there is thus no
substantive linkage or relationship between the file hosting service provider and
content uploaded by its clients.15 Uploaded's General Terms and Conditions of Business
(GTCs) expressly state that the service shall not be deemed to appropriate the files
uploaded by its users and that such files constitute third-party information; this also
applies with respect to files linking to third-party websites via hyperlinks.16 In particular,
pursuant to Uploaded's GTCs, no transfer of any licence or rights of use to Uploaded is
deemed to occur with respect to the content uploaded to the service.17 In addition,
Uploaded neither sets links of any kind to the content uploaded by its users nor does it
frame that content in the context of any frameset, such that Uploaded cannot be
classified as a content provider.
The term host providers refers to service providers who furnish their clients with
internet-linked storage space (so-called web space). 18 Users are provided with storage
capacity on the service provider's servers. Internet users usually use this storage space
for storing websites or, for instance, music and audio files.19 The host provider thus
furnishes the offerers of such information a platform together with storage capacity,
such that the host provider has an Internet presence of its own, as a provider of thirdparty content.20 Because file hosting or cloud hosting services merely furnish users with
Altenhain, in: MüKo-StGB, 2010, preliminary note on ss. 7 et seqq. TMG marginal no. 20.
Reber, in: BeckOK UrhR, 6th Edition (Status as of 01 July 2014), s. 97 UrhG marginal no. 63.
13 Altenhain, in: MüKo-StGB, 2010, preliminary note zu den ss. 7 et seqq. TMG marginal no. 21.
14 See also BGH, Urt. v. 12.07.2012 – I ZR 18/11, ZUM 2013, 288 – Alone in the Dark.
15 Schmoll, Die deliktische Haftung der Internet-Service-Provider, Frankfurt a.M. 2001, p. 35 et seq. with
further references.
16 See Uploaded.net, Terms of Service, No. 3.1 und 3.2, on http://uploaded.net/legal#p3 (last access: 17
December 2014).
17 See Uploaded.net, Terms of Service, No. 1.4, on http://uploaded.net/legal#p3 (last access: 17 December
2014). Uploaded does not claim to be owner of the intellectual property rights regarding the content
provided by the users. At no point the terms and conditions contain information about a transfer of the
rights of use.
18 Ballhausen/Roggenkamp, in: Kilian/Heussen, Computerrecht, 32 nd Supplement 2013, 1st Paragraph
Section 2 provider contracts, marginal no. 20.
19 Schmoll, Die deliktische Haftung der Internet-Service-Provider, Frankfurt a.M. 2001, p. 34 with further
references; Ballhausen/Roggenkamp, in: Kilian/Heussen, Computerrecht, 32nd Supplement 2013, 1st
Paragraph Section 2 provider contracts, marginal no. 21.
20 Schmoll, Die deliktische Haftung der Internet-Service-Provider, Frankfurt a.M. 2001, p. 34.
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I. Definitions

technical infrastructure by means of which the users are able to upload content to a socalled "virtual storage space", there are no doubts that this content belongs to third
parties.21 Thus, a file hosting service such as Uploaded should be characterised as a host
provider.22
2. The main players/services in connection with a file hosting service

In the context of a file hosting service, the main players are the so-called uploaders and
downloaders. Mention will also be made at this point of link collections.
a) Uploaders

Clients who accept the services of a file hosting service as outlined above and upload
content to those services are referred to as "uploaders".23 As typical examples of such
clients, one might imagine those uploading duplicate copies (so-called "backups") of
their own film/media libraries or uploading music pieces of an emerging music band's
own recordings. What this shows is that one cannot proceed directly to a legal analysis
(or indeed an analysis under criminal law) of the act of uploading creative works,
whether created by the person in question or not. Use of such works may be for personal
purposes and/or commercial purposes.
b) Downloaders

In the context of "one-click" file hosting services, "downloaders" refer to users who
utilise the service by downloading a file located on the file hosting service server onto
their own computers. The data transfer from the server to the client is thus referred to
as a "download".24 Downloaders may include both the uploader himself and third parties.
Data transfer is initiated by launching a hyperlink. The link is initially known only to the
uploader of the file; it is generated either automatically as a result of the upload or at the
initiative of the uploader. Further dissemination of the link thus lies solely in the
personal control and responsibility of the party who uploaded the content. Where a file
hosting service is used as a means of creating backups, the uploader and downloader are
one and the same person.
c) Link lists

In connection with file hosting services, websites which (usually in the context of fora)
contain compilations of hyperlinks that can be used to access downloadable content are
Reber, in: BeckOK UrhR, 6th Edition (Status as of 1 July 2014), s. 97 UrhG marginal no. 63.
See Section 2, III – Liability privilege under s. 10 TMG. ultimately Hollenders, Mittelbare
Verantwortlichkeit von Intermediären im Netz, Baden-Baden 2012, p. 122 et seq.: "Im Fall der zentralen
Speicherung von Inhalten ist der Betreiber nichts anderes als ein Host Provider“.
23 Alternativly called „Ersteller“, see Hollenders, Mittelbare Verantwortlichkeit von Intermediären im Netz,
Baden-Baden 2012, p. 33.
24 Kropp, Die Haftung von Host- und Access-Providern bei Urheberrechtsverletzungen, Frankfurt a.M.
2012, p. 73.
21
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classically referred to as 'link lists'. These are usually lists offering topical Internet
resources, which specify the name, a description of the content, the URL and a possible
evaluation of the website.25 Frequently, such link lists are used to illicitly provide access
to copyrighted material for download by third parties. Ordinarily, the hyperlinks in
question are links pointing to content uploaded to file hosting services. However, the
uploader is not necessarily the same person as the person who sets the associated links
to the link list, although this will presumably most often be the case.

II. Business model of a file hosting service as such entitled to protection,
specifically analysed under jurisdiction to-date
In our investigation of whether the business model of a file hosting service as such is
entitled to legal protection, we will first analyse the requirements under EU law, German
constitutional law and national statutory requirements, and, secondly, we shall delve
into the case decisions published to-date in this area.
1. EU law

At the level of EU law, consideration should be given to both primary and secondary
legislation.
a) Primary legislation

A file hosting service enjoys the protections of the freedom to conduct a business (Art.
16 EU Charter [EUChar]). To-date, the ECJ has not issued a decision directly connected
with the business model of a file hosting service. However, according to the consistent
jurisprudence of the ECJ, Art. 16 EuChar encompasses all of the aspects of the freedom to
pursue economic activities.26
In addition, although the provision of storage space on the Internet may be deemed one
manifestation of the freedom to provide services (Art. 56 TFEU), in the form of freedom
to provide correspondence services27, Uploaded's presence in the country of the
recipient of the services (in this case Germany) is not merely temporary, such that Art.
56 TFEU is inapposite.28 The right of establishment (Art. 49 TFEU) likewise does not

Online-Platform University of Potsdam, keyword "Online-Glossar“, accessible under www.unipotsdam.de/db/wiki/elearning/index.php/Online-Glossar (last access: 03 December 2014).
26 Ruffert, in: Calliess/Ruffert, EUV/AEUV, 4th Edition, 2011, Art. 16 GrC marginal no. 1 with further
references; similar to Jarass, Charta der Grundrechte der EU, 2nd Edition, 2013, Art. 16 GrC marginal no. 8.
27 Randelzhofer/Forsthoff, in: Grabitz/Hilf/Nettesheim, Das Recht der Europäischen Union, 53 rd
Supplement 2014, Art. 57 marginal no. 18; Scherb, in: Bergmann, Handlexikon der Europäischen Union, 4th
Edition, 2012, keyword "Dienstleistungsfreiheit“ Section II.
28 Scherb, in: Bergmann, Handlexikon der Europäischen Union, 4 th Edition, 2012, keyword
"Dienstleistungsfreiheit“ Section II.
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apply, inasmuch as the company does not have any fixed establishment within
Germany.29
b) Secondary legislation

Secondary legislation covering the specific activities of a provider is found primarily in
Council Directive 2000/31/EC (Directive on certain legal aspects of information
society services, in particular electronic commerce, in the internal market "Directive on
electronic commerce", or "ECOMD"). Arts. 12 ff. provide rules on the liability of socalled 'mere conduits'. Art. 14 deals with services by information societies consisting of
storing information entered by users, i.e. with hosting. The concept of "hosting" within
the meaning of Art. 14 (1) should be construed broadly and covers a whole range of
potential activities.30 Because, as already set out, the operator of a file hosting service
constitutes a hosting provider exclusively, it is also covered by the substantive scope of
this provision. Art. 14, just as the entire Chapter IV of the Directive, represents a scheme
of exemption from liability for providers in dealing with third parties' information. 31
This limitation on liability (in certain defined circumstances) already suggests that all of
the various forms of hosting constitute an activity of which EU law generally approves. A
different view should only be taken where the service provider takes on an "active role"
in which the service provider has knowledge of the data or control over them.32 This
also corresponds with the stated purpose of the Directive, which is to create legal
certainty for service providers on the Internet.33 And, in particular, all of this must also
be seen in the light of the significance of online services for the EU's internal market,
which is not merely commercial.34 Rather, the Internet (thus also including service
providers such as Uploaded in the present case) affords individuals a way of exercising
their personal rights, such as the right to freedom of expression and freedom of
information.35
2. Constitutional law

Constitutional concerns may play a role. These are, first of all, constitutional concerns
from the perspective of a file hosting service provider and, secondly, constitutional
considerations raising issues about those legal rights of the public at large that are
protected by constitutional law.
Bröhmer, in: Calliess/Ruffert, EUV/AEUV, 4th Edition, 2011, Art. 49 marginal no. 12 with further
references.
30 Marly, in: Grabitz/Hilf, Das Recht der Europäischen Union, 40 thEdition, 2009, RL 2000/31/EG, Art. 14
marginal no. 8.
31 Marly, in: Grabitz/Hilf, Das Recht der Europäischen Union, 40 th Edition, 2009, RL 2000/31/EG, Art. 14
marginal no. 8.
32 Czychowski/Nordemann, GRUR-Beilage 2014, 3, 5.
33 see KOM (2011) 206 endg., p. 15.
34 KOM (2011) 942 endg., p. 3.
35 KOM (2011) 942 endg., p. 4; Nolte/Wimmers, GRUR-Beilage 2014, 58.
29
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a) The situation of a file hosting provider

Relevant issues at the level of German constitutional law include occupational and
professional freedom (Art. 12 (1) German Basic Law [German acronym: GG]), property
rights (Art. 14 (1) GG) and the rule of law (Art. 20 (3) in conjunction with Art. 1 (3) GG).
aa) Professional and occupational freedom, Art. 12 (1) GG

Occupational and professional freedom are generally regarded as a unitary, fundamental
right of citizens to freely select and pursue occupations/professions and to determine
their place of work and place of education.36 Above all, Art. 12 (1) GG establishes the
positive freedom of individuals to choose and exercise a particular profession.37 The
provision of webspace constitutes an economic activity aimed at creating and preserving
a livelihood over the longer term, and it is, moreover, not prohibited per se.38 The
activities of a file hosting service provider are covered by this definition.
The German Supreme Court [German acronym: BGH] has indeed already expressly
found that the business model of a file hosting service provider (in that concrete case:
RapidShare AG) was entitled to legal protection. In that context, the German BGH found
that the business model was one of which the German legal system approved.39
There is a substantial need for legal opportunities to use file hosting services, both in a
technological and in a commercial sense.40 A file hosting service not only furnishes
virtual storage space for users to back up their own files, but rather it also enables users
to flexibly exchange data via the file host, both in the personal and in the commercial
sphere.41 Thus, the abstract business model of a file hosting service provider can be used
in a host of legal ways, and a file hosting service’ business model does not rely on the
custom of users who exclusively (or even only predominantly) intend to use the service
in breach of copyright law.
As a basic rule, one should presume that a neutral product or service, such as a file
hosting service, is legal and approved by the (constitutional) legal system.42 In addition,
in light of the protections emanating from Art. 12 GG, there is initially a presumption
that the use of such a service is predominantly legal. It is likewise not permissible to
Ruffert, in: BeckOK GG, 23rd Edition (Status as of 01 December 2014), Art. 12 marginal no. 40, 18.
Scholz, in: Maunz/Dürig, GG, 72nd Supplement 2014, Art. 12 marginal no. 7.
38 See Ruffert, in: BeckOK GG, 23rd Edition (Status as of 01 December 2014), Art. 12 marginal no. 40 et seqq.
with further references.
39 BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 784, 784 f. marginal no. 27 – Alone in the Dark; BGH,
Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3247 marginal no. 34 – File-Hosting-Dienst.
40 BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185, 186 – Alone in the Dark; BGH, Urt. v. 15.08.2013 –
I ZR 80/12, NJW 2013, 3245, 3247 marginal no. 34 – File-Hosting-Dienst.
41 BGH, Urt. v. 12.7.2012 – I ZR 18/11, MMR 2013, 185, 186 – Alone in the Dark; BGH, Urt. v. 15.08.2013 – I
ZR 80/12, ZUM 2013, 874, 876.
42 OLG Düsseldorf, Urt. v. 27.04.2010 – I-20 U 166/09, ZUM 2010, 600, 601; OLG Düsseldorf, Urt. v.
06.07.2010 – I-20 U 8/10, ZUM-RD 2010, 599, 601; OLG Hamburg, Urt. v. 14.03.2012 – 5 U 87/09, GRURRR 2012, 335; Rössel, ITRB 2008, 6, 7; von Frentz/Masch, ZUM 2007, 930, 931; Klinger, jurisPR-ITR 3/2008,
Anm. 4; Breyer, MMR 2009, 14.
36
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infer that the majority of the users of the service are making illegal use of it merely from
the fact that the business model of a file hosting service provider poses the abstract,
inherent risk of being abused to infringe copyright.43
The personal scope of protection of professional and occupational freedom is likewise at
issue here, inasmuch as this freedom applies to legal entities under private law (as in
this case to a German stock company) in the same way as it does to natural persons, (Art.
19 (3) GG).44 In the case of foreign business entities, in view of the latter constitutional
provision, the additional fundamental question arises whether such entities may also
invoke the fundamental rights established under the German Basic Law and thus also
invoke a right of professional and occupational freedom. 45 As a result of prohibitions on
discrimination under EU law, business entities registered in other EU Member States
may not be treated differently than domestic legal entities. The question of whether
business entities registered in countries outside the European Union may avail
themselves of these basic rights is more difficult to resolve. Although the view prevailing
to-date46 is that they do not, another view that is gaining traction rightly starts with the
place of registration theory under Art. 19 (3) GG.47 Instead (as, for example, in the case
of Google Inc., whose headquarters are located in California), the criterion developed by
the German BGH, focusing on 'the objective, substantial domestic nexus', should also be
applied to file hosting service providers registered in non-EU countries.48 One cannot
differentiate in such cases solely by the place at which the headquarters of the
commercial entity in question are located, if the service as such can be accessed on a
global basis via the Internet, but the right has been infringed by a user within Germany.
In that context, there would then be no substantive justification for allowing the
infringer to claim the protection of German constitutional law in principal, but only
allowing the file hosting service provider to claim such protection if its headquarters are
located within Germany or in an EU Member State. Thus, if one interprets the German
Basic Law in a fashion that leaves the door open to future developments, domestic
fundamental rights such as the freedom of professions and occupations must also apply
in such constellations to file hosting service providers who have their headquarters in
non-EU countries.

OLG Düsseldorf, Urt. v. 27.04.2010 – I-20 U 166/09, ZUM 2010, 600, 601; OLG Düsseldorf, Urt. v.
06.07.2010 – I-20 U 8/10, ZUM-RD 2010, 599, 601; OLG Hamburg, Urt. v. 14.03.2012 – 5 U 87/09, GRURRR 2012, 335; Rössel, ITRB 2008, 6, 7; von Frentz/Masch, ZUM 2007, 930, 931; Klinger, jurisPR-ITR 3/2008,
Anm. 4; Breyer, MMR 2009, 14.
44 Ruffert, in: BeckOK GG, 23rd Edition (Status as of 01 December 2014), Art. 12 marginal no. 38.
45 See e.g. Papier, in: Maunz/Dürig, GG, 72nd Supplement 2014, Art. 14 marginal no. 217.
46 Like Scholz, in: Maunz/Dürig, GG, 72nd Supplement 2014, Art. 12 marginal no. 107.
47 Like Milstein/Lippold, NVwZ 2013, 182, 186 f.
48 Like Milstein/Lippold, NVwZ 2013, 182, 187 with reference to BGH, Urt. v. 02.03.2010 – VI ZR 23/09,
NJW 2010, 1752, 1754 marginal no. 20.
43
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However, even in the event that one took issue with this view of the entitlement of foreign
business entities to claim the protection of constitutional rights (in Internet-related contexts), the
constitutional values at issue are nevertheless still transferable to such constellations. What is decisive
here is not the purely doctrinal question of whether a foreign legal entity is entitled to the protection of
German constitutional law as such. Rather, the objective values derived from the German Constitution in
respect of the activities of a file hosting service are decisive. In addition, the constitutional rights of clients
must also be taken into account in this overall analysis, namely: If one did not deem it permissible to
afford foreign file hosting service providers the protections of professional and occupational freedom and
if one thus permitted more extensive interference with their entrepreneurial activities as a consequence,
this would likewise place a greater burden on clients, because they would then be forced to select a
service provider registered within Germany. However, that outcome would not be compatible with
consumer freedom. Thus, we conclude that, if one analyses the legal positions holistically, file hosting
services registered in a non-EU country will enjoy equivalent protections.

Consequently, under German constitutional law a file hosting service may not be
subjected to any unjustified interference with its freedom of profession and occupation.
'Interference' is generally understood to mean any State action which substantially
burdens or entirely prevents the individual from taking acts falling within the zone of
protection of a constitutional right.49 Interference would be deemed to occur, in any
event, where the requirements in respect of the duty of verification in terms of
interferer liability [Störerhaftung] were increased to such an extent that, de facto, a file
hosting service provider would no longer be able to profitably pursue its business model.
bb) Further, relevant constitutional considerations

The right of property under Art. 14 (1) GG may also be relevant here. Pursuant to the
jurisprudence of the German Supreme Constitutional Court [German acronym: BverfG],
mere expectations of profits, opportunities or potential for gainful activities are not
encompassed by the substantive zone of protection of Art. 14 (1) GG .50 However, the
constitutional guarantee of property protection may take on significance where the right
of a file hosting service provider to operate its established day-to-day business is
affected.51No other rule can apply in respect of a foreign legal entity's entitlement to
exercise constitutional rights; the remarks made in respect of Art. 12 (1) GG are also
applicable to this guarantee of property protection.
In addition, the rule of law principle (Art. 20 (3) in conjunction with Art. 1 (3) GG)
plays a role in terms of the constitutional considerations applicable to a file hosting
service. Major expressions of the rule of law principle are, first of all, the principle of
separation of powers (Art. 20 (2), 2nd sentence, GG) and, secondly, the principle of legal
certainty and the protection of citizens' entitlement to rely on constitutional protections.
BVerfG, Beschl. v. 26.06.2002 – 1 BvR 670/91, BVerfGE 105, 279 marginal no. 77 et seqq.
BVerfG, Urt. v. 11.05.2006 – 5 C 10/05, NVwZ 2006, 1184, 1190 f.
51 For this see also Axer, in: BeckOK GG, 23 rd Edition (Status as of 01 December 2014), Art. 14 marginal no.
51 et seqq., to its relation to the occupational freedom see Papier, in: Maunz/Dürig, GG, 72nd Supplement
2014, Art. 14 marginal no. 222.
49
50
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b) Situation with respect to the public

The freedom of information under Art. 5 (1), 1st sentence, alternative 3, GG will also
apply to members of the public wishing to access content stored by file hosting service
providers, at least to the extent the content in question has been made available to the
public at large. File hosting services also play a major role in transmitting content which
enable members of the public to form opinions and remain informed. As examples of
this, one could list revelatory documents published by so-called "whistle-blowers",
documents that were disclosed under the Freedom of Information Act or personal
documents recording historical events. 52 Although the proportion of such files relative
to the total of uploaded data content is unknown, the availability of such files is
nevertheless indispensable in a liberal democracy, and this includes making them
available via the providers of virtual storage space.53
3. Law at the level of simple statutes

To-date, statutory law does not contain any special rules dealing directly with file
hosting service providers. However, secs. 7 ff. TMG are, in particular, relevant. These
provisions relate to the liability of service providers on the Internet, and, in particular,
their liability for damages.54

III. Entitlement of Uploaded’s specific business model to legal protection
In order to be able to analyse what legal protections Uploaded's specific business model
is entitled to claim, for clarification purposes we will initially proceed with a brief
depiction of other services/business models. Moving on from the general principle that
such services are legal, we will then subsequently address potential aspects of
Uploaded's business model that may indicate any significant increase in risk.
1. Depiction of other services/business models

Over the years, numerous new services and business models have been developed on
the Internet. File hosting services are only one sub-category of many. We will thus
initially provide a brief description of the other main services/business models,
specifically opinion fora, social media platforms, auction platforms, music services,
streaming platforms and search engines.

Breyer, MMR 2009, 14.
MMR 2009, 14.
54 See in detail Section 2, III – Liability privilege under s. 10 TMG.
52

53 Breyer,
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a) Opinion fora

Opinion fora are Internet platforms affording their users the opportunity to publicly
exchange news and opinions on specific topics. 55 Communication proceeds in lines of
discussion, so-called "threads", in which users are able to upload their individual
contributions, so-called "postings".56 As a basic proposition, the operator of a forum is
thus merely making a discussion platform available to third parties. As long as that
operator is not offering any content of its own or not appropriating the content
furnished by others, it should be classified within the category of hosting providers. 57
b) Social media platforms

Social media/social networking platform providers enable their users to use relevant
software to create a "profile" in which they can input information about themselves. 58
The platform is intended to be a network linking users, and, in addition, often affords
them opportunities for the exchange of opinions and information.59
c) Auction platforms

There are many different concrete manifestations of the Internet auction business model.
One point all auctions conducted on the Internet have in common is that they are
intended to promote the sale of goods or services via the medium of the Internet.60 We
distinguish here between offerers of goods and services who use their own websites to
auction off their goods and those who utilise so-called Internet auction platforms.61 The
providers of such auction platforms offer third parties the opportunity to take part in
Internet auctions on their websites.62 Because the operator of the platform does not
itself usually participate in the auctions, an Internet auction house is deemed to
constitute a user-generated content platform.63
d) Music services and streaming platforms

A further category of Internet services are so-called streaming media providers. In
general, video and music platforms facilitate communication and participation in
information in the most myriad ways.64 Users of such platforms provide their videos for
access to the Internet public or only to a limited group of third parties.65 Audio and video
Hollenders, Mittelbare Verantwortlichkeit von Intermediären im Netz, Baden-Baden 2012, p. 36.
Roggenkamp/Stadler, in: jurisPK-Internetrecht, 4th Edition, 2014, c. 10, marginal no. 502.
57 Roggenkamp/Stadler, in: jurisPK-Internetrecht, 4th Edition, 2014, c. 10, marginal no. 504 f.
58 Hollenders, Mittelbare Verantwortlichkeit von Intermediären im Netz, Baden-Baden 2012, p. 37.
59 Hollenders, Mittelbare Verantwortlichkeit von Intermediären im Netz, Baden-Baden 2012, p. 37.
60 Huppertz, MMR 2000, 65, 66; Mießner, Providerhaftung, Störerhaftung und Internetauktion, Frankfurt
a.M. 2008, p. 105.
61 Mießner, Providerhaftung, Störerhaftung und Internetauktion, Frankfurt a.M. 2008, p. 105.
62 Hollenders, Mittelbare Verantwortlichkeit von Intermediären im Netz, Baden-Baden 2012, p. 37.
63 Hollenders, Mittelbare Verantwortlichkeit von Intermediären im Netz, Baden-Baden 2012, p. 37.
64 Hollenders, Mittelbare Verantwortlichkeit von Intermediären im Netz, Münster 2011, p. 37.
65 Hollenders, Mittelbare Verantwortlichkeit von Intermediären im Netz, Münster 2011, p. 37.
55
56
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content in these platforms is often transmitted by means of so-called streaming media
technologies.66
e) Search engines

Search engines are programmes that use large-scale databases consisting of Internet
addresses to facilitate systematic searches for information. 67 They enable users to
access particular websites on the Internet in a targeted way.68
2. The basic rule of the presumption of legality: Webspace as a neutral resource

The starting point for the remarks which follow here is the basic presumption which
exists in any liberal democracy, that the business model of a file hosting service
(irrespective of its specific design in the individual case) constitutes a legal service. As a
general proposition, and independent of any and all legal evaluations, it may be
presumed that webspace as such constitutes a neutral and multi-functional
resource.69 It follows from this point that Uploaded, per se, is subject to no liability at all
where the legislature has not made a decision to the contrary in the context of a formal
parliamentary act.
An exception from the general presumption of legality will only apply where the specific
design of a file hosting service provider's business model represents a significant
increase in risk in terms of potential breaches of the rights of users. A mere general risk
that some users will use the service for illegal purposes will by no means suffice in this
respect. A prerequisite to any liability whatsoever will thus be that the business model
presents a significant departure towards other areas which are similarly risk-intense.
3. Potential aspects in Uploaded's business model posing a significantly increased risk:
"Abetting to a substantial degree" within the meaning of the jurisprudence of the German
BGH?

In this section, we will analyse potential aspects of Uploaded's business model to
determine whether they pose a significantly increased risk. According to the German
BGH, the legal trigger for liability is where a service’s activities constitute so-called
"abetting to a substantial degree".70 Abetting of this kind might, for example, result from
the fact that the file hosting service provider actively advertises its services for
copyright infringements.71 The same result would apply in a case in which actual
cooperation took place between the file hosting service and the operators of link lists,
Sieber, in: Hoeren/Sieber/Holznagel, Multimedia-Recht, 39th Supplement 2014, marginal no. 134.
See Duden Online, Stichwort "Suchmaschine“, accessible under
www.duden.de/rechtschreibung/Suchmaschine (last access: 03 December 2014).
68 See Thum/Hermes, in: Wandtke/Bullinger, UrhR, 4th Edition, 2014, s. 87a UrhG marginal no. 96 with
further references.
69 Similiar Hilgert/Greth, Urheberrechtsverletzungen im Internet, marginal no. 716, 733.
70 BGH, Urt. v. 15.08.2013 – I ZR 80/12, ZUM 2013, 874 Ls. 2 – File-Hosting-Dienst.
71
see Brüggemann, Der Drittauskunftsanspruch gegen Internetprovider, Baden-Baden 2012, p. 82 fn. 336.
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entailing financial benefits to both parties. However, neither of these factors applies to
Uploaded. Rather, Uploaded's GTCs contain an express prohibition on storing or making
publicly available files that are incompatible with applicable law. 72 By accepting
Uploaded's GTCs, the user also warrants that the files uploaded by him do not infringe
copyright.73
However, potential factors entailing a significantly increased risk might result from the
anonymity afforded to clients, the provision of premium accounts, the automatic
generation of publicly accessible links and/or from paying rewards to uploaders for
downloads, which will be examined below in greater detail. However, in this context we
will not yet be delving into the specific technical infrastructure of the service.74
a) Service offers anonymity

The offer of anonymity might be regarded as posing an increased risk, since this will
make it easier for illegal users of the file hosting service to pursue infringing activities.
However, it should be noted that documents may be (and in fact are highly likely to be)
uploaded to Uploaded containing such things as commercial secrets or other sensitive
data which need to be protected against access by third parties, and are thus covered by
data protection law.
Under sec. 13 (6) TMG, the provider of a telemedia service is required to enable users to
use its service anonymously or under a pseudonym to the extent technically feasible and
commercially reasonable. This represents an embodiment of the principle of data
avoidance and data frugality under sec. 3a of the German Federal Data Protection Act
[German acronym: BDSG].75 This, in turn, represents an emanation of the right of
individuals to exercise self-determination in respect of their information, Art. 2 (1) in
conjunction with Art. 1 (1) GG.76 The provider of a file hosting service is caught in this
context in an Internet-typical conflict of objectives. On the one hand, the Internet
service provider is required to afford users (or uploaders) the ability to use their
services anonymously, if possible, based on considerations of data protection and civil
law. However, on the other hand, the provider is supposed to be subject to increased
duties of care precisely in such cases – i.e. where the file hosting service permits a user

Uploaded.net, Terms of Service, No. 3.5.1, accessible under http://uploaded.net/legal#p3 (last access:
15 December 2014).
73 Uploaded.net, Terms of Service, Punkt 3.5.3, accessible under http://uploaded.net/legal#p3 (last access:
15 December 2014).
74 For a detailed description of this see Section 3.
75 Spindler/Nink, in: Spindler/Schuster, Recht der elektronischen Medien, 2 nd Edition, 2011, s. 13 TMG
marginal no. 10.
76 Spindler/Nink, in: Spindler/Schuster, Recht der elektronischen Medien, 2 nd Edition, 2011, s. 13 TMG
marginal no. 10.
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to anonymously upload content and fails to make use of the ability it has to determine
the identity of the users for prosecution and law enforcement purposes.77
If, in this situation, one allowed data protection to take a back seat to the goal of
ensuring effective enforceability of any claims by rightholders, this would mean that the
file hosting service provider would require users to undergo a secure process of proving
their identities (such as the PostIdent procedure) in order to open a customer account,
similar to the requirements set out in the Money Laundering Act, see secs. 3, 4 German
Money Laundering Act [German acronym: GwG]. As a consequence, Uploaded's business
model could no longer continue to exist as presently configured, which would lead to a
migration of customers to providers registered in countries that were deemed safe from
potential enforcement.
Abandoning anonymity would represent an unreasonable burden on the providers of
file hosting services and, in addition, would be in diametrical conflict with applicable law.
The German legislature intentionally opted in sec. 13 (6) TMG to have a general rule of
anonymity for Internet services. The provider of a file hosting service conforms with this
obligation, and structures its civil-law obligations to users in line with this legislative
guideline. If the creator of the norm were to depart from this basic principle and create
an exception for particular situations (which, as a basic matter, would also be
permissible) 78, then this would have to be done in the form of a formal parliamentary
act. Both the wording and the underlying sense of sec. 13 (6) TMG are thus arguments
against any increased risk on the part of the service provider as a result of the service
provider's facilitation of anonymous use of the service by its customers.79 Even if one
were to regard the rule as pure "boilerplate data protection law", the provisions of
which are obsolescent in a technical and legal sense,80 this does nothing to change the
basic general policies which apply to the statutory norm as the embodiment of the
general principle of data avoidance under sec. 3a BDSG81.82
In summary, the conclusion to be drawn is thus that it is not reasonable to require
service providers to comprehensively collect personal data and/or perform any identity
checks during the process of registering users, and thus anonymity cannot be regarded
as a factor posing any increased risk.

BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3248 marginal no. 40 – File-Hosting-Dienst;
Reber, in: BeckOK UrhR, 6th Edition (Status as of 01 July 2014), s. 97 UrhG marginal no. 65.
78 EuGH, Urt. v. 12.07.2011 – C-324/09, MMR 2011, 596, 605.
79 Schröder, MMR 2012, 393, 403.
80 See Schmitz, in: Hoeren/Sieber/Holznagel, Multimedia-Recht, 39th Supplement 2014, Section 16.2
marginal no. 161 et seqq.
81 Schmitz, in: Hoeren/Sieber/Holznagel, Multimedia-Recht, 39th Supplement 2014, Section 16.2 marginal
no. 160.
82 Schröder, MMR 2012, 393, 403.
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b) Provision of premium accounts

Furthermore, the offer to provide/the provision of so-called premium accounts is
sometimes regarded as further evidence that a provider is promoting infringement of
copyright. In the case of RapidShare, the German BGH found that a relevant increased
risk was present.83 In that case, the premium accounts were fee-based user accounts
with extended service options such as, for example, increased download speeds and
larger storage space (so-called Premium Accounts).
The use of such functionalities (in particular the increased download speeds) was, in
particular, useful where the files in question involved large volumes of data. This, as the
court noted, is often the case in respect of films or series which are uploaded or made
available in breach of copyright. For this reason, as the BGH noted, premium accounts
are attractive particularly to users who wish to gain access in a cheap, uncomplicated
and quick way to content which is otherwise only available for a fee.84 Consequently, the
service provider derives substantial commercial benefit by offering premium accounts,
because these are attractive to dishonest users, based on their extended service
options.85
However, it is questionable whether this trade-off between premium accounts and illicit
use arising from the nature of the matter can be imputed to the provider of file hosting
space in the sense of 'abetting'. At any rate, the provision of premium accounts for a fee,
by which users can gain access to extended/improved functionalities of a service, is not
an objectionable business concept. Rather, the offering of premium accounts represents
an economic manifestation that is absolutely typical for the market. A high number of
services on the Internet, in the greatest variety of forms, are financed by fee-based
alternatives to free basic accounts. Of course such premium or fee-based accounts would
then have to offer a perceptible advantage to the user, since a user will otherwise not
pursue an upgrade. This benefit may consist, for example, of providing additional
functionalities or a greater comfort levels. Uploaded's premium accounts do exactly this.
An Internet service provider, i.e. a file hosting service, is a commercial enterprise and as
such is generally in business to make money, and in that context it enjoys the
protections of freedom to conduct a business as guaranteed by the German
Constitution’s Art. 12 GG. In contrast with other cloud services that only offer virtual
storage space for a fee,86 Uploaded also offers an additional option of free use. However,
the latter is limited only to a one-month term and has a substantive limitation on storage

BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3248 marginal no. 38 – File-Hosting-Dienst.
BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3248 marginal no. 38 et seq. – File-HostingDienst.
85 BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3248 marginal no. 37 et seqq. – File-HostingDienst.
86 BGH, Urt. v. 15.08.2013 - I ZR 80/12, NJW 2013, 3245, 3248 marginal no. 37 – File-Hosting-Dienst.
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space set at a data volume of two GBs.87 Thus, as a general proposition, virtual storage
space at Uploaded is provided for a fee. As one may see from the product overview, 88 use
of the free service is associated with numerous restrictions. These include inter alia
waiting times prior to the commencement of a download, reduced download speeds and
download restrictions permitting only one file to be downloaded within any 180-minute
period. It should furthermore be noted that other cloud services such as Dropbox89 also
provide a free use option which in certain circumstances is likewise not subject to any
time limits.
A further point to be noted in this context, representing an argument against any
significantly increased risk due to Uploaded's provision of premium accounts, is the fact
that potential customers intending to illegally use a file hosting facility are highly likely
to make use of a free product, precisely in order to avoid a fee-paying service. It is
precisely the above-referenced usage restrictions in connection with the free service
that would scare off potential infringers wishing to contravene copyright on a large scale.
It should be assumed that a substantial number of the above-referenced infringers
would shift to third-party providers imposing no or fewer restrictions on use, instead of
using the services of Uploaded, which are less attractive in this respect due to their
usage restrictions.
c) Automatic generation of links accessible by the public

Potentially, the automatic generation of links accessible by the public, as is the case with
Uploaded, could give rise to increased risk. In contrast with other cloud providers such
as Dropbox90, the link permitting access to the uploaded file is generated by Uploaded
immediately at the time of uploading, without any action by the uploader. The user is
not required to take any additional action in this respect. The question of whether this
entails any increased risk by Uploaded will first of all depend, in the case of copyrightprotected works, on the question of who is making works publicly available within the
meaning of sec. 19a UrhG.
The element of ‘providing access to the public' within the meaning of sec. 19a UrhG
requires only that a third party is given access to a protected work which is in the sphere
of access of the party making it available.91 It is of no consequence in this regard
whether the user has come to possess the work in that context.92

See the product overview at http://uploaded.net/products (last access: 09 January 2015).
See the product overview at http://uploaded.net/products (last access: 09 Januray 2015).
89 See "Dropbox Basic“ subscription under https://www.dropbox.com/plans (last access: 09 January
2015).
90 See www.dropbox.com (last access: 15 December 2014).
91 Götting, in: BeckOK UrhG, 6 th Edition (Status as of 01 October 2014), s. 19a marginal no. 3.
92 Heckmann, in: Heckmann, jurisPK-Internetrecht, 4th Edition, 2014, c. 3.2. marginal no. 21.
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In any event, it should be noted that Uploaded does not itself upload any files. Rather,
uploads still always occur through the involvement of Uploaded’s users, by whom any
disclosure or "publication" of links in a link list has to be made. It is questionable
whether the potential downloadability of a link will already suffice for purposes of sec.
19a UrhG, or whether a further act of making it identifiable is required to exercise the
right of exploitation. In this context, there are various points in time to be considered.
Thus, the law might focus on the fact that the user already performs the act of ‘making
works available to the public’ under sec. 19a UrhG by uploading a file which infringes
copyright, together with an automatically accessible, public download link. On the other
hand, the act of ‘making works available to the public’ might only take place at such time
as a third party is notified of the accessibility of the file, after it has been rendered
technically accessible, or only at such time as the link is published in a link list.
Pursuant to a fundamental decision by the German BGH from the year 2003, the setting
of a link will not be deemed to constitute as ‘making works available to the public’ under
sec. 19a UrhG if reference is made to a work merely in a way which makes it easier for
users to gain access to a public source which has already been created.93 The link is
nothing more than a reference to another source of information; rather, the party setting
the link is indeed not holding any illicit content on his own computer at the ready for
downloading by others, but rather is merely giving notice of third-party content which
has already been published.94
This, in turn, cannot be said if the uploader himself places a link to his copyrightprotected content which he himself has uploaded on a link list.95 However, the user may
potentially be deemed to provide public access to a work already at such time as he
uploads it and the service automatically generates the link to it that is accessible by the
public.96 An argument in favour of this view is that at this point in time, there is at least
the technical possibility that a third party might access it. In the interim, this
jurisprudence has been explicitly abandoned, at least by the OLG Hamburg, by reference
to changes in user habits on the Internet in today’s cloud computing era.97 Nowadays,

BGH, Urt. v. 17. 7. 2003 - I ZR 259/00 - Paperboy; Götting, in: BeckOK UrhG, 6th Edition (Status as of 01
October 2014), s. 19a marginal no. 5.
94 Hilgert/Greth, Urheberrechtsverletzungen im Internet, marginal no. 735.
95 This might be assessed regarding external content that has already been made publically available. See
for an overview oft he legal dispute in detail Hendel, ZUM 2014, 102, 106 with further references; see for
further information Götting, in: BeckOK UrhR, 6th Edition (Status as of 01 October 2014), s. 19a marginal
no. 5.
96 See OLG Hamburg, Urt. v. 02.07.2008 – 5 U 73/07, ZUM-RD 2008, 527; OLG Hamburg, Beschl. v.
08.02.2010 – 5 W 5/10, MMR 2010, 418; KG Berlin, Beschl. v. 28.04.2010 – 24 W 40/10, ZUM-RD 2010,
595., possibly in the same direction also OLG Karlsruhe, Urt. v. 12.09.2012 – 6 U 58/11, juris marginal no.
22; OLG Karlsruhe, Urt. v. 03.12.2012 – 6 U 92/11, juris marginal no. 29.
97 OLG Hamburg, Urt. v. 14.03.2012 – 5 U 87/09, MMR 2012, 393 marginal no. 91 et seq., 94., further
information in Götting, in: BecOK UrhR, 6th Edition (Status as of 01 October 2014), s. 19a UrhG marginal no.
6.
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decentralised storage on the Internet, on servers of third-party business entities (rather
than only locally on one's personal PC), is performed not only for backups but also
media files.98
In addition, there are more convincing arguments for the proposition that a work should
only be deemed to have been rendered publicly accessible at such time as the generated
link is provided (i.e. disclosed) without restriction to a third party, at least in latent
respects. As far as we are able to see, this view is also taken in court decisions as the
prevailing approach;99 however, the majority of courts will find there to have been a
public provision of access where the uploader places a link on a link list which points to
its own content.100 Users at Uploaded only are provided with a link generated with a
random sequence of characters such as http://ul.to/f/rya4l4, which is known only to the
uploader himself and which no one could find or access without knowledge of the link.
The designation given in the link in no way allows any inference to be made regarding
the content of the link. It is, of course, a matter falling solely within the user's
responsibility whether he forwards the link onward, and to whom.101 Thus, based on
general life experience, the purely technical possibility of gaining access will presumably
not suffice for purposes of the legal threshold required for ‘making works available to
the public’ within the meaning of sec. 19a UrhG. In light of the configuration of the link it
likewise seems rather implausible that a third party might guess the link before it has
ever been sent or published on the Internet by the uploader. The setting of a link will, in
any event, necessarily be deemed ‘making works available to the public’ where it is
entirely impossible for the public to access the protected work, or where it is only
possible to do so with considerable extra effort (without the use of the usual search
engines).102
However, it should be noted that the German BGH has not yet expressed an
unambiguous view of this matter:103
"The files are uploaded by users to the defendant's server and only made accessible
to third parties by users disclosing the download link which the defendant has
communicated to them. “

98

OLG Hamburg, Urt. v. 14.03.2012 – 5 U 87/09, MMR 2012, 393 marginal no . 93.
Like OLG Düsseldorf, Urt. v. 27.04.2010 – I-20 U 166/09, MMR 2010, 483, 485, that requires the
accessability of the data to third parties. Also explicitly refering to the disclosure of the link to third parties
see OLG Köln, Urt. v. 21.09.2007 – 6 U 86/07, ZUM 2007, 927, 928.
100 Like OLG Hamburg, Urt. v. 14.03.2012 – 5 U 87/09, MMR 2012, 393, 394. In the same direction also
OLG Düsseldorf, Urt. v. 06.07.2010 – I-20 U 8/10, MMR 2010, 702, that simply speaks of „disclosure“.
101 See OLG Düsseldorf, Urt. v. 27.04.2010 – I-20 U 166/09, MMR 2010, 483, 485.
102
Hilgert/Greth, Urheberrechtsverletzungen im Internet, 2014, marginal no. 736; Hendel, ZUM 2014, 102,
105.
103 BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 marginal no. 21 – Alone in the Dark.
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Although one could draw the inverse inference from this fact that the German BGH does
not find any (public provision of) access until such time as the link is communicated, 104
the BGH has to-date always put this question to one side, due to its lack of relevance. 105
In any event, it should be noted that (in the opinion of majority of the appellate courts)
one should in certain cases only regard the communication of a publicly accessible link
to third parties as ‘making works available to the public’. In cases in which the uploader
and the setter of the link are one and the same person, the answer to this question
would be an unambiguous yes, at least where the corresponding link is placed by the
uploader into a link list. Thus, there should likewise be no concern of a specific increased
risk by Uploaded's automatic generation of links accessible by the public.
d) Compensation to uploaders for downloads

A further point which might be an argument in favour of significant increased risk is the
compensation paid to uploaders for downloads. As a fundamental point, a financing
system of this kind should be regarded as legitimate, inasmuch as it is a widespread and
commonplace practice in the Internet sector to financially reward uploaders for making
content available. Other web services such as streaming platforms also provide
incentives to their users to upload content which will hopefully prove interesting. For
example, YouTube, one of the largest video-streaming services in the world, gives
popular channels the option of joining a so-called partner programme.106 Under that
programme, one can do such things as activate a scheme of so-called video monetisation,
by which various ads can be displayed with the videos.107 However, the owner of the
channel is required to satisfy certain criteria such as compliance with the YouTube's
Terms of Use (including its copyright policies).108 Uploaded's GTCs contains provisions
similar to this.109 In particular, users are not entitled to store files on the service of
Uploaded or to make them publicly available there if they are incompatible with
applicable law.110 Users also warrant that the files uploaded by them do not infringe
copyright.111
A compensation model of this kind may serve as an incentive in certain circumstances
for the potential uploader to provide content to the public which is as attractive as
Bäcker, ZUM 2013, 292, 294.
See Bäcker, ZUM 2013, 292, 294.
106 See YouTube-support, Was ist das YouTube-Partnerprogramm?, on
https://support.google.com/youtube/answer/72851?hl=de (last access: 09 December 2014).
107 YouTube-support, YouTube-Anzeigeformate, on
https://support.google.com/youtube/answer/2467968 (last access: 09 December 2014).
108 YouTube-suppport, Kriterien für die YouTube-Partnerschaft, on
https://support.google.com/youtube/answer/82839?hl=de (last access: 09 December 2014).
109 See uploaded.net, Terms of Service, on http://uploaded.net/legal (last access: 15 December 2014).
110 Uploaded.net, Terms of Service, No. 3.5.1, on http://uploaded.net/legal#p3 (last access: 15 December
2014).
111 Uploaded.net, Terms of Service, No. 3.5.3, on http://uploaded.net/legal#p3 (last access: 15 December
2014).
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possible. Nevertheless, it is questionable whether content will only be deemed highly
attractive if the file is one which has been made publicly available in breach of copyright.
In this respect, the German BGH proceeds on the assumption that a high number of
downloads will be achievable precisely by uploading illegal content, because, availability
of such content free-of-charge is, as a rule, highly attractive to users.112 This finding may
hold true in several factual constellations, but by no means should be assumed to be the
rule. One cannot and indeed should not necessarily infer illegality of the Internet
publication of a work due to its high popularity or high number of downloads. As already
noted, a whole host of legally proper utilisation options is conceivable in the file hosting
sector. Files which have been made available to the public in this way may likewise
generate a high level of popularity and high numbers of downloads.113 Larger companies
and, indeed (emerging) artists themselves, not only use streaming platforms, they may
also, for example, use file hosting services to provide access to and thus advertise their
works.114
e) Preliminary interim conclusions

As stated, there is thus no specific risk presented by Uploaded's business model as
specifically designed. There is neither any significant increased risk posed, relative to
the general risk of misuse by users acting illegally, due to Uploaded's provision of
anonymity, by its provision of the facility of premium accounts, by its automatic
generation of links, nor by its provision of compensation for downloads. However, it
should also be noted that, even if one did see an indication of a specific risk posed by
individual points in Uploaded's business model, they would still need to be assessed
only in the context of an overall evaluation of the specific service and should not, in and
of themselves, necessarily lead to a specific risk being found. Pursuant to the
jurisprudence of the German BGH, a substantial degree of abetting is required.115

BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3248 marginal no. 38 – File-Hosting-Dienst.
See also Hoeren, NJW 2013, 3245, 3250.
114 Hoeren, NJW 2013, 3245, 3250.
115 BGH, Urt. v. 15.08.2013 – I ZR 80/12, ZUM 2013, 874 Ls. 2 – File-Hosting-Dienst.
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Part 2: Liability scenarios involving file hosting service providers
Liability of a file hosting service provider as a perpetrator, participant or
interferer [Störer]

Liability on the part of Uploaded for infringements of copyright might initially arise from
the perspective of viewing Uploaded as a perpetrator or participant.

I. Liability of file hosting service provider as a perpetrator
Based on its commercial activities and/or its business model, Uploaded might bear
perpetrator liability. For purposes of liability as a perpetrator, one should have regard to
the criminal principles of perpetration of crime mutatis mutandis.116 Liability as a
perpetrator is conceivable in the role of sole perpetrator, accomplice or indirect
perpetrator.
Accordingly, the question for consideration here is whether Uploaded should be
characterised as a sole perpetrator, accomplice or indirect perpetrator.
1. Sole perpetrator
a) Sole perpetrator by positive act

First of all, one should consider liability of the file hosting service provider as a sole
perpetrator by its own positive act.
aa) Definition

Pursuant to sec. 25 (1), alternative 1 of the German Criminal Code, a sole perpetrator is
the party who himself commits the actus reus. Accordingly, a sole perpetrator is the
party who completes all of the elements of a crime personally and thus commits an act
which fully satisfies the relevant prerequisites set out under criminal law.117 In this
context, the sole perpetrator should be distinguished from the pure participant. There is
a lack of agreement regarding what criteria should be applied here. 118 One cannot
discern any absolutely clear line of reasoning in the jurisprudence that would establish
characteristics by which perpetration of a criminal act and participation in the criminal
act might be distinguished.

BGH, Urt. v. 16.05.2013 – I ZR 216/11, GRUR 2013, 1229, 1231 – Kinderhochstühle im Internet II; BGH,
Urt. v. 22.07.2010 – I ZR 139/08, GRUR 2011, 152 – Kinderhochstühle im Internet; BGH, Urt. v. 12.05.2010
– I ZR 121/08, GRUR 2010, 633 – Sommer unseres Lebens.
117 Lackner, in: Lackner/Kühl, StGB, 28th Editon, 2014, s. 25 marginal no. 1; Heine/Weißer, in:
Schönke/Schröder, StGB, 29th Edition, 2014, s. 25 marginal no. 2.
118 See Rengier, Strafrecht AT, 6 th Edition, 2014, s. 41 marginal no. 3 et seqq. with further references.
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Initially, German jurisprudence specifically followed the so-called dolus theory119 or
theory of interests120. Pursuant to that theory, the perpetrator had to intend the act as
his own act (so-called animus auctoris), whereas an accomplice had to have desired the
act as an act of another (so-called animus socii).121 In the interim, however, German case
decisions have seen a gradual and increasing expansion of a normative combination
doctrine, which has entailed at least a partial adoption of the doctrine of authority of
action [Tatherrschaftslehre]122 espoused by legal scholars.123 Under that doctrine, an
evaluative view is taken of the entirety of the circumstances in determining whether a
party is deemed a perpetrator.124 Determinative factors here are the degree of a party's
own interest in the successful outcome of the criminal act, the extent of his participation
in the act, the authority exercised by the party over the act or at least the intention to
exercise such authority.125
bb) The special case of collateral perpetrators

It should be noted that the characteristic of sole perpetrator status may also exist in the
special form of collateral perpetrator status. One defines collateral perpetrator status as
violation of the same legal interest by multiple parties involving no (other) relationship
of mutual participation with one another.126 Thus, in this constellation there are two
perpetrators but the acts of each are not mutually imputed to the other. In the case of
each of the two, only those contributions each has made to the offence himself will be
assessed under criminal law.127
cc) Distinguishing between positive acts and omissions

As a basic principle, a distinction must be made between positive acts and omissions
within the meaning of sec. 13 German Criminal Code in the context of perpetrator status.
The theory of primary focus developed by the German BGH (which also has many
devotees amongst legal scholars) is determinative for purposes of this distinction.128
According to this theory, in order to distinguish between positive acts and omissions one
RG, Urt. v. 05.10.1906 – V 483/06, RGSt 39, 193; RG, Urt. v. 12.05.1880 – 1056/80, RGSt 2, 160.
RG, Urt. v. 17.01.1881 – 3435/80, RGSt 3, 273.
121 RG, Urt. v. 05.10.1906 – V 483/06, RGSt 39, 193; RG, Urt. v. 12.05.1880 – 1056/80, RGSt 2, 160.
122 Joecks, in: MüKo-StGB, 2nd Edition, 2011, s. 25 marginal no. 35; Schild, in:
Kindhäuser/Neumann/Paeffgen, StGB, 4th Edition, 2013, s. 25 marginal no. 23 et seqq. with further
references. According to this, perpetration in german law is to be defined as „das vom Vorsatz umfasste InHänden-Halten des tatbestandsmäßigen Geschehensablaufs“meaning that the perpetrator must
intentionally be “pulling the strings” of the course of events under the legal prerequisites.
123 See for further information Kudlich, in: BeckOK StGB, 25th Edition (Status as of 10 November 2014), s.
25 marginal no. 15 et seqq.
124 Like BGH, Urt. v. 04.03.1981 – 2 StR 734/80, NJW 1983, 462; BGH, Urt. v. 25.03.1981 – 2 StR 130/81,
StV 1981, 275.
125 BGH, Urt. v. 04.03.1981 – 2 StR 734/80, NJW 1983, 46.
126 Schild, in: Kindhäuser/Neumann/Paeffgen, StGB, 4th Edition, 2013, s. 25 marginal no. 147.
127 Kudlich, in: BeckOK StGB, 25 th Edition (Status as of 10 November 2014), s. 25 marginal no. 60.
128 BGH, Urt. v. 17.02.1954 – GSSt 3/53, BGHSt 6, 46, 59; BGH, Urt. v. 05.03.2008 – 2 StR 626/07, NJW 2008,
2199; Groß/Pfohl, NStZ 1992, 119, 120; Kühne, NJW 1991, 3020.
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should focus primarily on where culpability for the offence can be imputed.129 Thus, the
court is called upon to examine the question of where the main focus of the criminally
relevant conduct lies, taking a normative view of the criminal act and considering the
social meaning of the act.
dd) Action by file hosting service provider as a sole perpetrator, through a positive act

In the specific case, the law might characterise Uploaded, as a file hosting service
provider, as a sole perpetrator by positive act because it has provided the platform.
In order for this to be the case, the file hosting provider (Uploaded) would have to be
deemed a perpetrator and not a mere participant. If one follows the normative
combination doctrine preferred in Germany,130 one would thus undertake an evaluative
examination of the overall circumstances, i.e. of the degree of Uploaded's own interest in
the successful outcome of the offence, the extent of its participation in the offence, its
authority over the criminal act or at least its intention to exercise such authority.
Accordingly, what is decisive is whether a file hosting service provider, in light of the
overall circumstances of the individual case, should be deemed a perpetrator of the acts
of copyright infringement.
In its "Alone in the Dark“131 decision, which deals expressly with a file hosting provider,
the German BGH ruled that liability of a file hoster as a perpetrator can be ruled out
already due to the fact that the file hoster does not itself make the files publicly
accessible. Instead, this is done by its users. In addition, the court noted, the file hoster
had no prior knowledge of the content of the files.132 The German BGH went on to note
that the mere provision of the platform does not constitute completion of the elements
of ‘making works available to the public’ under sec. 19a UrhG constituting an offence as a
perpetrator:133
"The files containing the protected game are made publicly accessible by users of
the file hosting service of the defendant by disclosing the access link on the Internet,
constituting an infringement of existing copyright (sec. 15 (2) (2), sec. 19a UrhG),
without the defendant having prior knowledge of the content of such files. Under
such circumstances, the defendant cannot be deemed to commit any copyright
infringement as a perpetrator. By making its service available to users and enabling
them to render copyright-protected works accessible to the public in a manner
which breaches copyright the defendant itself does not satisfy the elements of a
BGH, Urt. v. 17.02.1954 – GSSt 3/53, BGHSt 6, 46, 59.
See for further information Kudlich, in: BeckOK StGB, 25th Edition (Status as of 10.11.2014), s. 25
marginal no. 15 et seqq.
131 BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
132 BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
133 BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark; Volkmann, K&R 2013, 257,
258.
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copyright infringement. In particular, the defendant is not itself providing public
access to the files, nor is it duplicating them“.134
In terms of classifying a file hoster as a perpetrator, the "file hosting service" decision of
the German BGH, which likewise rules out liability on the part of the file hosting service
as a perpetrator, points in the same direction.135
One also sees a line of cases in the appellate jurisprudence of the German Regional
Courts of Appeal declining to find that file hosting service providers bear liability as
sole perpetrators.136 Thus, by judgment of 21.09.2007137, the Higher Regional Court of
Appeal of Cologne found it determinative that the decision to provide public access to a
file as such was taken by the user and not the operator of the platform. Thus, the
appellate jurisprudence regarding file hosting services would suggest that, as a rule,
one may rule out the possibility that a file hosting service will be deemed to commit an
offence as a sole perpetrator.138
In addition, one may also refer to trade mark decisions to which the German BGH
refers, for example, in Alone in the Dark.139
Thus, in its decision of 19.04.2007 (Internet Auction II)140, the German BGH found no
perpetrator liability on the part of Internet auction platforms, because they did not
themselves satisfy the elements of a trade mark infringement. The justification given for
this was that the platform itself neither offers the goods for sale nor does it place them
on to the market. This jurisprudence was confirmed in the German BGH's ruling on the
"Perfume stick" case of 10.05.2012.141
These trade mark decisions all relate to Internet auction platforms which are classifiable
as hosting providers.142 Thus, file hosting providers should likewise be classified as
hosting providers, just as Internet auction platforms are,143 and thus the case decisions
on hosting providers are, on their merits, transferable to the situation of a file hosting
service provider.

BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245 – File-Hosting-Dienst.
136 OLG Köln, Urt. v. 21.09.2007 – 6 U 86/07, MMR 2007, 786 et seqq.; OLG Düsseldorf v. 21.12.2010 – I-20
U 59/10, ZUM 2011, 252 et seqq.; LG Frankfurt, Beschl. v. 14.05.2012 – 5/28 Qs 15/12, ZUM 2012, 715,
716.
137 OLG Köln, Urt. v. 21.09.2007 – 6 U 86/07, MMR 2007, 786 et seqq.
138 OLG Düsseldorf, Urt. v. 27.04.2010 – I-20 U 166/09, MMR 2010, 483.
139 See BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
140 BGH, Urt. v. 19.04.2007 – I ZR 35/04, MMR 2007, 507 – Internetversteigerung II.
141 BGH, Beschl. v. 10.05.2012 – I ZR 57/09, MMR 2012, 815 – Stiftparfüm.
142 BGH, Beschl. v. 10.05.2012 – I ZR 57/09, MMR 2012, 815 – Stiftparfüm.
143 See at Section 1, I, 1 – File hosting services and their place within the categories of online providers.
134
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Uploaded does not upload the files itself, nor does Uploaded itself provide public access
to the files under sec. 19a UrhG.144 In these cases, there is always still a user of Uploaded
involved who undertakes these actions.145
Uploaded's positive acts end with its furnishing of the platform. The mere provision of
the platform cannot be characterised as an act constituting for ‘making works available
to the public’.146
This was seen differently by the OLG Hamburg with respect to Usenet server
operators.147 However, the business model of Usenet is not comparable to that of
Uploaded. Rather, Usenet does not constitute a file hosting service, but rather a kind of
file sharing platform operating via a host of decentralised servers.148
The mere fact that the generated links are, as a rule, "public" as a result of default
settings (what is meant here by public is that the generated link is communicated only to
the user and thus could only theoretically be accessed by third parties) and that the user
first has to switch this default setting to "private" does nothing to change the fact that
perpetrator liability may be ruled out here. Even if one based one's analysis on the
strictest conceivable view expressed in (previous) jurisprudence such as that of the OLG
Hamburg from the year 2008 (a view which has in the interim become obsolete) that the
provision of public access takes place already at such time as a public link is generated,
149

this will have no impact on the fact that the act of ‘making works available to the

public’ under sec. 19a UrhG is not an act undertaken by Uploaded. If one deems this
point in time the time of provision of public access, then it is the uploader himself who
undertakes the act, whereas the generation of the link constitutes a mere technical,
neutral aid.
Thus, there is no issue here of any sole perpetrator status already for the reason that
there has been no completion of the elements of ‘making works available to the public’
under sec. 19a UrhG by Uploaded in a manner which would justify a finding of sole
perpetrator status.
Further on the requiries of “providing access to the public” within the meaning of sec. 19a UrhG see
Section 1, III, 3, c – Automatic generation of links accessible by the public.
145 Regarding the question on when access has been provided to the public within the meaning of sec. 19a
UrhG above Section 1, III, 3, c – Automatic generation of links accessible by the public.
146 See OLG Hamburg, Urt. v. 30.09.2009 – 5 U 111/08, MMR 2010, 51, 52; OLG Düsseldorf v. 21.12.2010 –
I-20 U 59/10, ZUM 2011, 252, 253.
147 OLG Hamburg, Urt. v. 28.01.2009 – 5 U 255/07, ZUM-RD 2009, 439.
148 See Heckmann, in: Heckmann, jurisPK-Internetrecht, 4th Edition, 2014, c. 3.2. marginal no. 21.
149 See OLG Hamburg, Urt. v. 02.07.2008 – 5 U 73/07, ZUM-RD 2008, 527; this opinion was explicitly
abandoned by OLG Hamburg Urt. v. 14.03.2012 – 5 U 87/09, MMR 2012, 393 marginal no. 91 et seq., 94.
Supporting to the opinion of affirming public asseccibility already at the time of the upload and the
creation of the public link see KG Berlin, Beschl. v. 28.04.2010 – 24 W 40/10, ZUM-RD 2010, 595; OLG
Hamburg, Beschl. v. 08.02.2010 – 5 W 5/10, MMR 2010, 418. Also possilby in the same direction OLG
Karlsruhe, Urt. v. 12.09.2012 – 6 U 58/11, juris marginal no. 22; OLG Karlsruhe, Urt. v. 03.12.2012 – 6 U
92/11, juris marginal no. 29.
144
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ee) File hosting service providers as collateral perpetrators

There is likewise no issue of any liability of Uploaded as a collateral perpetrator. This
would require Uploaded to have committed an independent act of infringement, but this
precisely has not occurred, as already described.
ff) Conclusion

Uploaded, as a file hosting service provider, does not satisfy the elements of ‘making
works available to the public’ under sec. 19a UrhG in the status of sole perpetrator by
merely furnishing its platform.
b) Sole perpetrator by omission

However, Uploaded might be classified as a sole perpetrator by omission within the
meaning of sec. 13 of the German Criminal Code. One might regard the failure to carry
out duties of verification (proactively or ex post) as the determinative act here.
aa) Definition

Status as sole perpetrator by omission (in addition to the prerequisites for sole
perpetrator status as such) requires that the perpetrator fails to take an act which would
have been necessary to avoid a successful outcome of the offence. Furthermore, the
perpetrator, additionally, has the status of a guarantor pursuant to sec. 13 German
Criminal Code. One may have the status of a guarantor both based on one’s role as a
protector-guarantor

[Beschützergarantenstellung]

or

as

a

monitor-guarantor

[Überwachergarantenstellung].150
bb) Applicability to a file hosting service provider

The failure to carry out proactive duties of verification – such as the failure to check
the content uploaded by users – could entail liability for omission.
However, this contribution towards the offence does not, first of all, result in the
completion of the elements of ‘making works available to the public’, for which reason
we must, in turn, rule out the possibility of liability as a sole perpetrator. Secondly,
proactive duties of verification would already be incompatible with sec. 7 (2), 1st
sentence, TMG and the E-Commerce Directive underlying it (Council Directive
2000/31/EC).151 For this reason, a breach of proactive duties of verification (which are
not legally permissible) cannot give rise to any liability by omission in the sense of
perpetrator status.
Likewise, a focus on omission of ex post duties of control cannot be allowed to
obscure the fact that sole perpetrator status requires more than merely "some kind of"
150
151

Stree/Bosch, in: Schönke/Schröder, StGB, 29th Edition, 2014, s. 13 marginal no. 9.
See BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
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secondary contribution towards commission of the offence. The failure to perform ex
post duties of control should not be equated with ‘making works available to the public’
under sec. 19a UrhG, which is an act performed precisely by Uploaded's users, but not by
Uploaded itself.
However, an analysis based on the BGH decision "Media liable to corrupt youth on Ebay"
could yield a different result, where it finds liability as a perpetrator in cases involving
infringement of competition law rules.152 The prerequisite for this is that by acting in the
course of business a serious risk is created that third parties will violate the competition
law-protected interests of market participants. However, the mere creation of the
serious risk does not suffice on its own. The operator of the platform will only be
deemed a perpetrator where that operator breaches its duty to limit the risk to the
extent possible and reasonable. However, this specific aspect of the BGH decision
focuses on violation of the catch-all rule of competition law under sec. 3 of the German
Unfair Competition Act [German acronym: UWG]. Here, again, it is not an easy matter to
transfer this situation to the case of a file hosting service provider. The portion of the
decision under discussion should be classified a decision relating specifically to
competition law, involving principles which are not transferable to the general
principles of perpetrator status and participation within the meaning of secs. 25 ff. of the
German Criminal Code.153 By contrast, other portions of the judgment154 which rely on
the "Internet Auction I" and "Internet Auction II" decisions155, could be carried over to
the present case, because they are not purely in the nature of competition law decisions.
The German BGH also makes reference to these passages in its "Alone in the
Dark“ decision156 in respect of liability as a participant. These remarks support the finding
supra that liability as a sole perpetrator as a result of a positive act should be ruled out.157
Inasmuch as the "Media liable to corrupt youth on Ebay" decision cannot be taken as a
basis for liability as a perpetrator by omission, we may likewise rule out sole
perpetrator status by omission on the part of Uploaded.

2. Accomplice status

Uploaded might bear liability as an accomplice within the meaning of sec. 25 (2) German
Criminal Code.
BGH, Urt. v. 12.07.2007 – I ZR 18/04, MMR 2007, 634 – Jugendgefährdende Medien bei eBay.
Kropp, Die Haftung von Host- und Access-Providern bei Urheberrechtsverletzungen, Frankfurt a.M.
2012, p. 28 et seq. bewertet die Entscheidung auch dahingehend, dass sie spezifisch für das
Wettbewerbsrecht gilt.
154 BGH, Urt. v. 12.07.2007 – I ZR 18/04, MMR 2007, 634 –Jugendgefährdende Medien bei eBay.
155 BGH, Urt. v. 11.03.2004 – I ZR 304/01, NJW 2004, 3102 – Internetversteigerung I; BGH, Urt. v.
19.04.2007 – I ZR 35/04, MMR 2007, 507 – Internetversteigerung II.
156 See BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
157 See BGH, Urt. v. 12.07.2007 – I ZR 18/04, MMR 2007, 634 – Jugendgefährdende Medien bei eBay.
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a) Accomplice by positive act

By making its platform available to users, Uploaded might be classifiable as an
accomplice by positive act within the meaning of sec. 25 (2) German Criminal Code.
aa) Definition

Commission of offences as an accomplice requires "conscious and intended
collaboration of multiple parties“158. This conscious and intended collaboration of
multiple parties requires both a joint commission of an offence and a joint plan for the
offence.159 The joint plan for the offence or joint decision to commit the offence means
an express or even tacit agreement to jointly pursue a criminal aim.160 Under German
court jurisprudence, what is required is that "each participant intends his own act to be
supplemented by the action of another and indeed intends that act to be imputed to him, in
terms of joint formation of intent by at least tacit agreement, such that all of them are thus
acting in conscious and intended collaboration“161.
It is questionable whether an act of contribution towards an offence at the preparatory
stage will already be potentially deemed sufficient for joint execution of an offence.
Pursuant to settled jurisprudence162 and the prevailing view of scholars163, an act of
contribution towards an offence at the preparatory stage should in fact suffice where the
party acting plays a major role. Thus, what is required here is a major contributory
act.164The legal literature formulates this major contributory act as a "plus" at the stage
of preparation of the offence, which is capable of offsetting the "minus" in executing the
offence.165
bb) Applicability to a file hosting service provider

As a result of providing the platform and the system of compensation for downloads,
Uploaded might be characterised as an accomplice within the meaning of sec. 25 (2)
German Criminal Code.
Inasmuch as Uploaded does not itself (as described supra) perform the ‘making works
available to the public’ pursuant to sec. 19a UrhG, but rather the users of Uploaded,
perpetrator status on the part of Uploaded will only be an issue where the contributory
act of users is imputed to Uploaded. Imputation under principles of accomplice liability

Lackner, in: Lackner/Kühl, StGB, 28th Edition, 2014, s. 25 marginal no. 9; see also: BGH, Urt. v.
11.03.2009 – I ZR 114/06, MMR 2009, 391 – Halzband.
159 See Rengier, Strafrecht AT, 6 th Edition, 2014, s. 44 marginal no. 2.
160 See Kudlich, in: BeckOK StGB, Status as of 10.11.2014, s. 25 marginal no. 48 with further references
161 BGH, Beschl. v. 19.02.1997 – 3 StR 21/97, NStZ 1997, 336.
162 See BGH, Urt. v. 29.11.2007 – 4 StR 425/07, NStZ 2008, 273.
163 Joecks, in: MüKo-StGB, Band 1, 2nd Edition, 2011, s. 25 marginal no. 194, 199 m.w.Nw.
164 See BGH, Urt. v. 29.11.2007 – 4 StR 425/07, NStZ 2008, 273.
165 See Joecks, in: MüKo-StGB, Part 1, 2nd Edition, 2011, s. 25 marginal no. 198; Kudlich, in: BeckOK StGB,
25th Edition (Status as of 10.11.2014), s. 25 marginal no. 16.
158
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in this way can only be an issue where Uploaded's contribution towards the offence in
advance of the actual commission of the act represents such a major 'plus' that it is able
to offset the 'minus' in the execution of the offence.
Mere provision of the platform (which is a commonplace and permitted business
model166) will not suffice as a 'plus' in planning the offence. This is also the prevailing
view in court decisions. First of all, the decisions cited above in the discussion of sole
perpetrator status can be taken as guidance, all of which have declined to find any
"perpetrator status" as such, and thus consequently also decline to find any status as an
accomplice.167 Furthermore, several of the decisions also focused directly on status as an
accomplice (for example the OLG Hamburg, in its judgment of 30.09.2009) and declined
to find such status in the case.168
The analysis of the grant of compensation for downloads, as envisaged by Uploaded's
concrete business model, is more difficult. 169 Under that system, Uploaded pays the
uploader a country-specific amount of compensation for each individual download,
depending on the size of the file uploaded.
However, even this incentive to use the platform, by way of a compensation system in
combination with the provision of the platform as such, is unable to outweigh the sole
execution of the offence by the uploader.
This is presumably also the view of the BGH in its File Hosting Service decision, in which
the BGH follows the reasoning of the appellate court on this point and declines to find
commission of an offence as a perpetrator, although the file hoster at issue in that case
(Rapidshare) had likewise implemented a points system in favour of users, which
depended on the number of downloads.170
In the specific case where a hosting provider appropriates content as its own and thus
promotes the ‘making works available to the public’ under sec. 19a UrhG by going on to
furnish pages on which the links can be set, the OLG Hamburg did find that the provider
had committed the copyright infringement as an accomplice.171 However, that case
should be distinguished from that of Uploaded first of all by the fact that Uploaded does
not adopt or appropriate the uploaded files as its own, and indeed there are no
indications that it does so, and secondly, by the fact that Uploaded does not furnish any
pages of links. Another judgment of the OLG Hamburg ruling out any liability as a
See Section 1, II, 2, a – The situation of a file hosting provider; Section 1, III, 2 – The basic rule of the
presumption of legality: Webspace as a neutral resource.
167 See BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark; OLG Köln, Urt.
v. 21.09.2007 – 6 U 86/07, MMR 2007, 786 et seqq.; OLG Düsseldorf v. 21.12.2010 – I-20 U 59/10, ZUM
2011, 252 et seqq.; LG Frankfurt, Beschl. v. 14.05.2012 – 5/28 Qs 15/12, ZUM 2012, 715, 716.
168 OLG Hamburg, Urt. v. 30.09.2009 – 5 U 111/08, MMR 2010, 51.
169 See http://uploaded.net/products (last access: 12 January 2015).
170 BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245 – File-Hosting-Dienst.
171 OLG Hamburg, Urt. v. 10.12.2008 – 5 U 224/06, BeckRS 2009, 13688.
166
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perpetrator for a hosting provider likewise follows that line of reasoning.172 The
reasoning given for this is inter alia that the hosting provider does not adopt or
appropriate the files as its own.
Thus, the mere provision of the platform and the system of compensation does not
represent such a major 'plus' at the preparatory stage that it would suffice to make out
commission of an offence as an accomplice.
Likewise, the argument that a hosting provider is exploiting the legal lacuna of the
"hosting provider privilege" in sec. 10 TMG173does not suffice to establish liability
permitting imputation of the offence as an accomplice. The argument against the
existence of a legal lacuna is already that sec. 10 TMG covers hosting providers and the
statute was cast in this form on an express EU law basis.174
The factor of the hosting provider's avoidance of any active use of its own, i.e. the fact
that Uploaded has structured its business model such that the service does not itself
carry out the act of ‘making works available to the public’ which is relevant in terms of
copyright law under sec. 19a UrhG, cannot be taken as a basis for liability as an
accomplice. Uploaded's business model is not structured with the aim of avoiding an act
of use, but rather with the aim of merely furnishing storage space including a
commission-based compensation model. As previously emphasised, the business model
in this case is not apt to represent such a major 'plus' in the preparation of the offence
that it might outweigh the 'minus' at the stage of commission of the offence. Mere
avoidance of an act of use is not an adequate contributory act. Thus, this factor cannot be
deemed to establish any liability as an accomplice.
In addition, one should also note that commission of an offence in the role of an
accomplice requires a subjective element, already at the level of the objective elements
of the offence; a common plan of the offence between the co-perpetrators. Although the
law does not impose particularly strict requirements with respect to such a plan,175 it
nevertheless requires at least tacit agreement between the actors.
One cannot discern any common plan to commit an offence as between Uploaded and its
users. By no means is any such plan present in express form. By Uploaded's mere
provision of its platform including its rewards programme (partner programme) it
likewise is not tacitly stating a desire to be an accomplice to concrete offences.

OLG Hamburg, Urt. v. 29.09.2010 – 5 U 9/09, MMR 2011, 49.
For detailed information to s. 10 TMG see Section 2, III – Liability privilege under s. 10 TMG.
174 See Section 1, II, 1 – Union law.
175 See Joecks, in: MüKo-StGB, Part 1, 2nd Edition, 2011, s. 25 marginal no. 231.
172
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This result is also supported by two more recent decisions with respect to file hosting
services, which decline to find any accomplice liability.176 Those decision also decline, in
light of a lack of knowledge on the part of the file hosting service provider of the
uploaded files, that there is any conscious and intended collaboration with the user
making out the elements of sec. 19a UrhG.
b) Accomplice by omission

By Uploaded's failure to discharge ex post duties of verification, it might render itself
an accomplice by omission.
aa) Definition

The question of whether it is possible for a party to be an accomplice by failure to act
with respect to an offence which requires active commission is one of the most
controversial questions in the general criminal law of Germany.177 German court
jurisprudence assumes as a basic matter that accomplice liability by omission with
respect to an offence requiring an active act of commission is possible.178 Pursuant to
the subjective theory expressed in court jurisprudence, the prerequisite to this is that
the party failing to act must have its own interest in the offence. 179A primary criterion of
this may be the authority over the criminal act.180
bb) Applicability to a file hosting service provider

The objective elements of accomplice liability by omission are not satisfied in this case,
because the status of accomplice is already lacking here. Here, too, the "mere" failure to
discharge subsequent duties of verification cannot outweigh the uploader’s sole
execution of the offence of ‘making works available to the public’ under sec. 19a UrhG.
Uploaded does not intend the offence as its own act and, due to a lack of authority over
the criminal act, it has no proprietary interest in the offence. This result is also further
supported by a more recent decision of the OLG Hamburg from 2013, which also focuses
on the notion that the "mere" breach of ex post duties of verification will not yet justify a
conclusion that the perpetrator intends the actus reus as its own.181
In addition, one will likewise not be able to find a common plan of the offence in this
situation, because Uploaded has likewise not devised any common plan of the offence
with the violators in this situation.

See OLG Hamburg, Urt. v. 13.05.2013 – 5 W 41/13, MMR 2013, 533; LG Frankfurt a. M., Urt. v.
05.02.2014 – 2-06 O 319/13 et al.., juris.
177 See Rengier, Strafrecht AT, 6 th Edition, 2014, s. 51 marginal no. 15 with further references.
178 BGH, Urt. v. 06.07.1990 –2 StR 549/89, NJW 1990, 2560.
179 See BGH, Urt. v. 25.09.1991 – 3 StR 95/91, NStZ 1992, 31.
180 See BGH, Urt. v. 12.02.2009 – 4 StR 488/08, NStZ 2009, 321.
181 See OLG Hamburg, Urt. v. 13.05.2013 – 5 W 41/13, MMR 2013, 533.
176
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3. Indirect perpetrator

Uploaded could be an indirect perpetrator within the meaning of sec. 25 (1), 2nd
alternative, German Criminal Code.
a) Definition

The status as indirect perpetrator is characterised by the fact that the backing party
commits the offence as an indirect perpetrator "through" (see sec. 25 (1), 2nd
alternative, German Criminal Code) the frontman, in other words by an intermediary.
The prerequisite to imputing direct commission of the offence to the backing party
within the meaning of sec. 25 (1), 2nd alternative, German Criminal Code is generally
that the frontman is subject to a defect, and the backing party takes on a controlling role
in the commission of the offence.182 Exceptions to the requirement of a defect in the case
of the frontman will only be made for the category of the "perpetrator behind the
perpetrator", which only arises in a narrowly circumscribed group of exceptions.183 The
defect of the frontman may manifest itself in various ways.184 A typical case of indirect
perpetrator status is one in which the frontman acts without completing the elements of
an offence, whilst the backing party is pulling the strings and controlling events.185
b) Applicability to a file hosting service provider

Indirect perpetrator status on the part of a file hosting service provider will already fail
due to the fact that the nature of the directly acting user will, as a rule, not be that of a
'tool', in other words the user will not be taking actions that are not deemed fully to
satisfy the elements of the criminal offence. In addition, it will not be possible to charge a
file hosting service provider with 'pulling the strings'. Rather, one would need to classify
the file hosting provider as the tool of the users.
4. Conclusion: No liability as a perpetrator

Uploaded does not bear liability either as a sole perpetrator, an accomplice or as an
indirect perpetrator for ‘making works available to the public’ under sec. 19a UrhG.
Rather, the acts which are relevant from the perspective of copyright law are committed
by the user of the service provided by Uploaded.
There is thus no issue of any perpetrator liability on the part of Uploaded.

See Heine/Weißer, in: Schönke/Schröder, StGB, 29th Edition, 2014, s. 25 marginal no. 9; Kudlich, in:
BeckOK StGB, 24th Edition (Status as of 01.07.2014), s. 25 marginal no. 20.
183 See Rengier, Strafrecht AT, 6 th Edition, 2014, s. 43 marginal no. 38 et seqq.; relevant case groups are in
particular the exploit of mistakes or the “Organisationsherrschaft”.
184 See in detail: Schild, in: Kindhäuser/Neumann/Paeffgen, 4th Edition, 2013, s. 25 marginal no. 76.
185 See Heine/Weißer, in: Schönke/Schröder, StGB, 29th Edition, 2014, s. 25 marginal no. 10 et seqq.;
Kudlich, in: BeckOK StGB, 25th Edition (Status as of 10.11.2014), s. 25 marginal no. 20.
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II. Liability of a file hosting service provider as a participant
In the absence of perpetrator status on the part of Uploaded, it might be possible for
Uploaded to be deemed a participant in the users' infringement acts.
1. Objective elements of participation
a) Instigator by positive act
aa) Definition

An instigator within the meaning of sec. 26 of the German Criminal Code is a party
causing another to commit an intentional illegal act. 'Causing' in this context is evoking
or bringing about a decision to commit an actus reus.186 With respect to the means of
instigation, there may be both express and tacit means of influencing intent in the mind
of another.187 In legal literature, a requirement is expressed for a communicative act,
which distinguishes this from merely causing a decision to commit a criminal offence. 188
More recent court jurisprudence likewise deems a communicative act to be required. 189
That communicative act is premised on the exercise of influence over the intention of
another by way of open intellectual contact.190
bb) Applicability to a file hosting service provider

Uploaded is not performing any communicative act to bring about a decision to commit
an offence, in other words intent, with respect to the uploaders' infringement of
copyright. The only act definitively carried out by Uploaded is to provide the platform
and the partner programme as a manifestation of that platform. This does not constitute
any communicative act. The open intellectual contact required is lacking. In addition,
according to Schild, the mere creation of a situation which incentivises a criminal act
does not suffice for causation under sec. 26 German Criminal Code. 191
In addition to this, the necessary dual instigation intent would likewise be lacking, at
least with respect to the intentional illegal primary act. Such intent must be established
in terms of its main features, and in particular the target of the act, but it does not
necessarily already have to be described in final detail.192

See Lackner, in: Lackner/Kühl, StGB, 28th Edition, 2014, s. 26 marginal no. 2 with further references
See BGH, Urt. v. 08.01.1985 – 1 StR 686/84, NJW 1985, 924.
188 See Joecks, in: MüKo-StGB, Part 1, 2nd Edition, 2011, s. 26 marginal no. 15.
189 Joecks, in: MüKo-StGB, Band 1, 2nd Edition, 2011, s. 26 marginal no. 17; BGH, Urt. v. 05.08.2008 – 3 StR
224/08, NStZ 2009, 393; BGH, Urt. v. 17.08.2000 – 4 StR 233/00, NStZ 2001, 41.
190 See Kudlich, in: BeckOK StGB, 24th Edition (Status as of 01.07.2014), s. 26 marginal no. 13.
191 Schild, in: Kindhäuser/Neumann/Paeffgen, StGB, 4th Edition, 2013, s. 26 marginal no. 7.
192 See BGH, Urt. v. 03.12.1996 – 5 StR 67/96, NJW 1997, 1317; Lackner, in: Lackner/Kühl, StGB, 28 th
Edition, 2014, s. 26 marginal no. 5.
186
187

33

II. Liability of a file hosting service provider as a participant

Thus, merely causing another to commit "some act or other" will not, as a rule, suffice. 193
What is required here is a notion of the substantial dimensions of the primary act.194
Intent with respect to the primary act in the context of instigation is more narrowly
defined than intent in the context of aiding and abetting.195
At the time of merely furnishing its platform (which, pursuant to the view expressed
here, will not be deemed an act of instigation), Uploaded has no knowledge of the
content of the files and thus no intent with respect to ‘making works available to the
public’ to copyright-protected works under sec. 19a UrhG by parties not entitled to do so.
In addition, it should also be mentioned already at this point that the assumption is (as
expressed by the Berlin Court of Appeal) that sec. 10 TMG196 should also be applied in
respect of intent as a participant and thus only positive knowledge would suffice. 197 This
means that we should rule out status as an instigator on the part of Uploaded, not
merely due to the lack of causation, but also due to the lack of intent.
b) Instigator by omission

Uploaded might be characterised as an instigator by omission, in that it has failed to
discharge subsequent duties of verification.
aa) Definition

Instigation may be committed not merely by positive act, but also by an omission within
the meaning of sec. 13 of the German Criminal Code. For instigation by omission, it is
necessary that the instigator has not, by his failure to take an act, prevented the
perpetrator from forming a decision to commit a criminal act. In this context, as well, the
prevailing opinion is that the law requires a communicative element, in other words
intellectual contact.198
bb) Applicability to a file hosting service provider

Assuming that Uploaded failed to discharge ex post duties of verification, it would not
have prevented the perpetrator from taking a decision to commit the actus reus.
However, what is missing here is the communicative element, as required in prevailing
opinion. Uploaded does not have any contact with the potential infringers, for which
reason there can be no issue of instigator status as a result of omission.

See Lackner, in: Lackner/Kühl, StGB, 28th Edition, 2014, s. 26 marginal no. 5.
See Lackner, in: Lackner/Kühl, StGB, 28th Edition 2014, s. 26 marginal no. 5 m.w.Nw.
195 See BGH, Beschl. v. 07.11.2001 – 1 StR 455/01, NStZ 2002, 145; for further information: BGH, Urt. v.
18.04.1996 – 1 StR 14/96, NJW 1996, 2517.
196 Weiterführend zu s. 10 TMG see Section 2, III – Liability privilege under s. 10 TMG.
197 KG Berlin, Beschl. v. 25.08.2014 – 4 Ws 71/14 – 141 AR 363/14, K&R 2014, 819.
198 See Rengier, Strafrecht AT, 6 th Edition, 2014, s. 51 marginal no. 28 f.
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c) Accessory by positive act
aa) Definition

An accessory within the meaning of sec. 27 of the German Criminal Code is a person who
intentionally supports an illegal act intentionally committed by a third party. One can
also aid and abet another to instigate to a criminal act or to promote a criminal act by a
further accessory.199 Aiding and abetting as mere support is the weakest form of
participating in a criminal offence.
In terms of aiding and abetting under sec. 27 of the German Criminal Code, as a basic
matter, one may consider any contribution towards a criminal act which facilitates,
makes easier, secures or increases the successful outcome of the infringing primary act
as concretely manifested and which cannot be characterised either as perpetrator status
or as instigator status.200
One must distinguish between physical and psychological aiding and abetting in the
form of technical "advice" in which the accessory furnishes the perpetrator with the
necessary knowledge and information or encourages him in his decision to commit the
act.201 Mere toleration of a criminal offence will, however, not suffice as psychological
aiding and abetting, even if the perpetrator takes notice of it.202
bb) Applicability to a file hosting service provider

One might characterise Uploaded as an accessory by positive act as a result of its
provision of its platform, including its partner programme.
Since aiding and abetting within the meaning of sec. 27 of the German Criminal Code
constitutes any and all promotion or support of the intentional illegal primary act, the
mere provision of the platform including the partner programme could be construed as
promotion of ‘making works available to the public’ pursuant to sec. 19a UrhG by
Uploaded's users. The question of whether this constitutes a neutral act and whether a
neutral act can, in its outcome, give rise to liability as an accessory will be discussed in
connection with the subjective elements of accessory liability.203
This result is likewise reached by the German BGH in its "Alone in the Dark“204 and "File
Hosting Service“205 decisions. Both of those decision regard the positive act of providing

See Lackner, in Lackner/Kühl, StGB, 28th Edition, 2014, s. 27 marginal no. 1.
Lackner, in: Lackner/Kühl, StGB, 28th Edition, 2014, s. 27 marginal no. 2.
201 Kudlich, in: BeckOK StGB, 25th Edition (Status as of 10.11.2014), s. 27 marginal no. 9; Osnabrügge, Die
Beihilfe und ihr Erfolg, 2002, p. 161 et seqq.
202 Lackner, in: Lackner/Kühl, StGB, 28th Edition, 2014, s. 27 marginal no. 4; Joecks, in MüKo StGB, Band 1,
2nd Edition, 2011, s. 27 marginal no. 14.
203 See Section 2, II, 2 – Subjective elements of participation.
204 BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
205 BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245 – File-Hosting-Dienst.
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the platform 206 with or without207 a partner programme as objectively establishing
accessory status.208
"Liability of the defendant as an accessory to the copyright infringements
committed by third parties by means of the defendant's service is likewise ruled out.
It will not suffice for purposes of the requisite intent as an accessory if the defendant
merely expects occasional infringements by users of its service. Rather, what would
be required would be knowledge of the defendant of concrete, imminent primary
offences“.209
"The appellate court correctly assumed that liability as a perpetrator or participant
does, as a general matter take precedence over interferer liability [Störerhaftung].
In the case before the court, it is not possible to exclude from the outset the
possibility that the defendant might have been involved as an accessory to the
copyright infringements committed by its users. However, liability as a participant
requires knowledge of a concrete, imminent primary act. The findings made in the
case before the court do not permit this court to assume that the defendant had any
such knowledge.“210
Furthermore, the appellate court jurisprudence assumes, at least indirectly, objective
accessory status, even if though the court always declines to find the necessary
accessory intent in respect of a positive act.211
One also sees a trend in the further court jurisprudence on intellectual property
violations (or with respect to auction platforms that are also categorised as hosting
providers) that courts will not rule out objective accessory status from the outset, but
rather only rule it out at the level of intent.212
In particular, it should still be noted at this point that two recent decisions would tend
not to see the main focus of incriminating action in the positive act at all, but rather in

See BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245 – File-Hosting-Dienst.
See BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
208 See also: Volkmann, K&R 2013, 257, 258, who holds the view that the liability as an accessory would
fail due to the lack of intention and therefore implies that the objetive status as an accessory comes into
question.
209 BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
210 BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245 – File-Hosting-Dienst.
211 See OLG Köln, Urt. v. 21.09.2007 – 6 U 86/07, MMR 2007, 786 et seqq.; OLG Düsseldorf, Urt. v.
27.04.2010 – I-20 U 166/09, MMR 2010, 483; OLG Düsseldorf, Urt. v. 21.12.2010 – I-20 U 59/10, ZUM
2011, 252 et seqq.; OLG Hamburg, Urt. v. 02.07.2008 – 5 U 73/07, juris; OLG Hamburg, Urt. v. 30.09.2009 –
5 U 111/08, MMR 2010, 51 et seqq.; LG Düsseldorf, Urt. v. 06.07.2010 – I-20 U 8/10, MMR 2010, 702 et
seqq.
212 See BGH, Urt. v. 19.04.2007 – I ZR 35/04, MMR 2007, 507 – Internetversteigerung II; BGH, Urt. v.
11.03.2009 – I ZR 114/06, MMR 2009, 391 – Halzband.
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their failure to discharge ex post duties of verification.213 However, this only applies in
cases of a failure to discharge ex post duties of verification.
d) Accessory by omission

Uploaded might be classified as an accessory by omission, by having failed to perform ex
post duties of verification.
aa) Definition

Just as the problematic issue of accomplice liability by omission, accessory liability by
omission within the meaning of sec. 13 German Criminal Code is one of the most
controversial issues in general German criminal law.214 Pursuant to the view discussed
supra, in terms of distinguishing accessory liability from accomplice liability and aiding
and abetting, one should look at general criteria. According to the general criteria, the
intent of the party failing to act should be the focus. Thus, as a basic matter, aiding and
abetting may be at issue to the extent that the party failing to act does not manifest any
intent to act as a perpetrator.215 Aiding and abetting further requires the party failing to
act to have the status of a guarantor, in other words to have a legal duty to make it more
difficult for the offence to be committed. To classify a potential party as an accessory by
omission, there is, in addition, a requirement of "quasi-causality" of that person's
omission in the sense that, had the person intervened in line with his duty, this would
have prevented the completion of the offence or at least rendered it substantially more
difficult, or would have lessened the harm to the legal interests which occurred.216
bb) Uploaded as an accessory by omission

Since accomplice liability by omission may be ruled out inter alia due to the lack of
intent to perpetrate, as a general matter, the issue of accessory liability due to omission
should be considered.
The decisions of the Frankfurt am Main District Court from 2014217 and the decision of
the OLG Hamburg from 2013218 both deal with the question of whether file hosting
service providers may be characterised as accessories by omission.
Pursuant to the prerequisites established in this respect, the status of an accessory
requires, in objective respects, that the accessory has failed to perform ex post duties of
verification and control, in particular failure to delete despite knowledge, and it must
See OLG Hamburg, Urt. v. 13.05.2013 – 5 W 41/13, MMR 2013, 533; LG Frankfurt a. M., Urt. v.
05.02.2014 – 2-06 O 319/13 u.a., juris.
214 See Rengier, Strafrecht AT, 6 th Edition, 2014, s. 51 marginal no. 15 et seqq. with further references
215 Heine/Weißer, in: Schönke/Schröder, StGB, 29th Edition, 2014, s. 27 marginal no. 19; Kudlich, in BeckOK
StGB, 24th Edition (Status as of 01.07.2014), s. 27 marginal no. 3a; Lackner, in Lackner/Kühl, StGB, 28th
Edition, 2014, s. 27 marginal no. 5.
216 Heine/Weißer, in: Schönke/Schröder, StGB, 29th Edition, 2014, s. 27 marginal no. 19.
217 LG Frankfurt a. M., Urt. v. 05.02.2014 – 2-06 O 319/13 u.a., juris.
218 OLG Hamburg, Urt. v. 13.05.2013 – 5 W 41/13, MMR 2013, 533.
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have the status of guarantor. It must also be reasonable and possible for the party to
take action.219
Uploaded's status as a guarantor may arise from the fact that, as a platform operator, it
has control over a source of risk and thus is required to take care to ensure that no risks
to third parties arise from that source.220 In any event, there is a legal duty to act with
respect to known infringements which are still subsisting.221
It would furthermore be possible and reasonable to expect Uploaded to delete an
infringement which has specifically come to its knowledge.222
The primary prerequisite to 'omission of ex post duties of verification and control',
specifically, the duty to delete a file to which public access has been provided, is an
action that Uploaded could perform.
Thus, as a general proposition, Uploaded's status as an accessory by omission should be
given consideration in objective respects.
However, it should be noted that this accessory status will only be an issue if Uploaded
were to fail to carry out its ex post duties of verification and control.
e) Conclusions with respect to objective elements: Accessory liability by omission

Depending on which view is preferred, Uploaded will satisfy the objective elements of
aiding and abetting as an accessory by positive act or accessory liability by omission.
2. Subjective elements of participation

Liability as a participant will, as a basic matter, require the participant to manifest socalled dual participatory intent. The intent of the participant must relate, firstly, to the
act in which he is participating – active instigation or of aiding and abetting – and,
secondly, to the intentional, illegal primary act.
Although sec. 97 (2) UrhG does not establish an absolute requirement of intent, but
rather also would deem negligence sufficient, for participant liability, intent is
required.223 In addition, it should be noted that the act of copyright infringement by the
perpetrator must be intentional, see sec. 27 German Criminal Code.

See OLG Hamburg, Urt. v. 13.05.2013 – 5 W 41/13, MMR 2013, 533; LG Frankfurt a. M., Urt. v.
05.02.2014 – 2-06 O 319/13 u.a., juris.
220 Uploaded is in germany law „Überwachergarant“ – see further for the position as “surveillance
guarantor”: Stree/Bosch, in: Schönke/Schröder, StGB, 29th Edition, 2014, s. 13 marginal no. 11 et seqq.
221 See OLG Hamburg, Urt. v. 13.05.2013 – 5 W 41/13, MMR 2013, 533.
222 See OLG Hamburg, Urt. v. 13.05.2013 – 5 W 41/13, MMR 2013, 533.
223 See Dreier, in: Dreier/Schulze, UrhG, 4th Edition, 2013, s. 97 marginal no. 23; BGH, Urt. v. 11.03.2004 – I
ZR 304/01, NJW 2004, 3102 – Internetversteigerung I; BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013,
185 – Alone in the Dark; BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245 – File-Hosting-Dienst.
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a) Accessory intent – Definition

In terms of the subjective elements, so-called dual accessory intent is required. Thus, the
participant must both manifest intent with respect to the act of aiding and abetting and
with respect to the primary act as specifically committed.224 That intent must also relate
to the deliberate and illegal actions of the main perpetrator.
However, the requirements with respect to the accessory as to intent regarding the
primary offence are not as high as in the case of the instigator.225 In particular, the
accessory is not required to be aware of any of the details of the actus reus, but rather it
will suffice if the accessory has a general notion of the dimensions of the wrong.226 The
accessory is likewise not required to have any particular expectation regarding the actus
reus.227 Thus, it will even suffice where the accessory provides the means for committing
the offence as long as he is aware of the "outlines” of the actus reus.228 However, court
jurisprudence (in particular in connection with copyright matters) does require the
participant to have knowledge of the specific, imminent primary actus reus.229 Thus,
criminal law jurisprudence does differ from copyright jurisprudence inasmuch as
copyright jurisprudence does not require any knowledge of the specific, imminent
primary act but rather deems it sufficient if the participant has knowledge of the main
circumstances..230 In its trade mark decision "Internet Auction II"231, the German BGH
also focuses on knowledge with respect to the concrete, imminent primary acts. Those
decisions were taken up and used as a basis, for example, in the "Alone in the Dark“ 232
and "File Hosting Service“233 decisions.
The notion underlying sec. 10 TMG is presumably also the requirement of knowledge of
specific, imminent primary acts, although the BGH does not directly refer to sec. 10 TMG:
"However, liability as a participant requires that there be knowledge of a concrete,
imminent primary act.“ 234
By contrast, the Berlin appellate court does refer expressly to sec. 10 TMG and indeed
finds it applicable to liability as a participant.235
Heine/Weißer, in: Schönke/Schröder, StGB, 29th Edition, 2014, s. 27 marginal no. 28.
BGH, Urt. v. 18.04.1996 – 1 StR 14/96, NStZ 1997, 272.
226 Joecks, in: MüKo-StGB, Band 1, 2nd Edition, 2011, s. 27 marginal no. 91.
227 BGH, Beschl. v. 08.11.2011 – 3 StR 310/11, NStZ 2012, 264 et seqq.; BGH, Beschl. v. 20.01.2011 – 3 StR
420/10, NStZ 2011, 399 et seqq.
228 BGH, Urt. v. 05.05.2011 – 3 StR 445/10, BeckRS 2011, 16367.
229 BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark; BGH, Urt. v. 15.08.2013 – I
ZR 80/12, NJW 2013, 3245 – File-Hosting-Dienst.
230 See hierzu: LG Frankfurt a. M., Urt. 05.02.2014 – 2-06 O 319/13, juris, which explicitely refers to this
differing jurisdiction.
231 BGH, Urt. v. 19.04.2007 – I ZR 35/04, MMR 2007, 507 – Internetversteigerung II.
232 BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
233 BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245 – File-Hosting-Dienst.
234 BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245 – File-Hosting-Dienst; see also BGH, Urt. v.
12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
224
225

39

II. Liability of a file hosting service provider as a participant

In the section below, we will adopt this narrower view of copyright jurisprudence for
purposes of our analysis, because this jurisprudence is of decisive relevance to potential
copyright infringements of file hosting service providers.
b) Accessory as a liability by positive acts

Based on the classification of the provision of a platform and the rewards-based partner
programme as a neutral act, the difficult question which arises is whether Uploaded will
be deemed to have accessory intent. As already set out supra, such intent must refer
both to the act of aiding and abetting as such and to the intentional, illegal primary actus
reus.
The issue of intent with respect to the intentional illegal primary actus reus poses
particular difficulties in the case of so-called neutral aiding and abetting.
In respect of the issue of accessory liability for neutral acts, the BGH will apply a case-bycase assessment.236 In essence, the BGH takes subjective criteria such as the intent to
support or encourage as its primary point of orientation.237
In cases of actions in cases involving acts which are typical to a particular profession or
occupation, in the view of the BGH what matters most is whether the actions of the
perpetrator is exclusively aimed at completing the elements of an offence, and this was
known to the neutral actor.238
One finds that various approaches are taken in scholarly literature on the issue of
neutral aiding and abetting. There are several scholars who decline already from the
outset to recognise any such theory as neutral aiding and abetting, whereas other
scholars would only interpret restrictive features into the doctrine at the level of its
objective elements.239
Uploaded has no knowledge of the contents of the files that are uploaded to its platform.
In addition, online placement of the content is done automatically, without Uploaded
performing any pre-publication checks.
In addition to this, at the time of providing its platform, Uploaded has no knowledge of
the actions and/or aims pursued by the uploaders.
Based on these circumstances, the BGH has also concluded in its decisions to-date on file
hosting service providers that there is at least a lack of accessory intent.240 Each of these
decisions focus on the fact that, for accessory intent, the file hosting service provider
KG Berlin, Beschl. v. 25.08.2014 – 4 Ws 71/14 – 141 AR 363/14, K&R 2014, 819.
BGH, Urt. v. 01.08.2000 – 5 StR 624/99, NJW 2000, 3010.
237 See Heine/Weißer, in: Schönke/Schröder, StGB, 29th Edition, 2014, s. 27 marginal no. 10.
238 See BGH, Beschl. v. 20.09.1999 – 5 StR 729/98, NStZ 2000, 34.
239 See weiterführend: Heine/Weißer, in: Schönke/Schröder, StGB, 29th Edition, 2014, s. 27 marginal no. 12.
240 BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark; BGH, Urt. v. 15.08.2013 – I
ZR 80/12, NJW 2013, 3245 – File-Hosting-Dienst.
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would have to have knowledge of the concrete, imminent primary actus reus.241 By
contrast, the court has found that mere anticipation of occasional commission of
infringements by users of the services will not suffice.242
It should be noted here that the "File Hosting Service" decision of the BGH also took
account of the fact that a commission-based partner programme was added to the mere
provision of the platform. 243 However, the BGH found even this insufficient as a basis for
accessory liability.244 In the appellate jurisprudence on file hosting service providers, the
courts have likewise predominantly declined to find the requisite accessory intent to be
present.245
Furthermore, court decisions on Internet auction platforms focus on the fact that where
files are automatically placed online without knowledge of their content, no accessory
liability is possible.246
The line of cases on accessory intent described here with respect to aiding and abetting
by provision of a platform with247and/or without248 a reward programme makes clear
that the requisite accessory intent regarding the intentional, illegal infringement of the
protected rights of others (‘making works available to the public’ under sec. 19a UrhG)
cannot be found here.

Excursus:
If, contrary to the view expressed here, 249one wished to characterise the mere provision
of the platform including the rewards programme as something other than a merely
neutral act, then even in that constellation the subjective elements of aiding and abetting
(sec. 27 German Criminal Code) would be lacking. Pursuant to the requirements
regarding accessory intent we have set out supra, the subjective elements would require
the aider and abetter to have knowledge of the concrete, imminent primary acts.250
Uploaded has no knowledge whatsoever of the content of the files uploaded to its

BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245 – File-Hosting-Dienst; BGH, Urt. v. 12.07.2012 – I
ZR 18/11, MMR 2013, 185 – Alone in the Dark; BGH, Urt. v. 19.04.2007 – I ZR 35/04, MMR 2007, 507 –
Internetversteigerung II; BGH, Urt. v. 12.07.2007 – I ZR 18/04, MMR 2007, 634 – Jugendgefährdende
Medien bei eBay.
242 BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
243 See BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245 – File-Hosting-Dienst.
244 BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245 – File-Hosting-Dienst.
245 OLG Köln, Urt. v. 21.09.2007 – 6 U 86/07, MMR 2007, 786 et seqq.; OLG Düsseldorf v. 21.12.2010 – I-20
U 59/10, ZUM 2011, 252 et seqq.; OLG Hamburg, Urt. v. 30.09.2009 – 5 U 111/08, MMR 2010, 51 et seqq.;
OLG Düsseldorf, Urt. v. 06.07.2010 – I-20 U 8/10, MMR 2010, 702 et seqq.
246 See BGH, Urt. v. 19.04.2007 – I ZR 35/04, MMR 2007, 507 – Internetversteigerung II.
247 Like BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245 – File-Hosting-Dienst.
248 Like BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
249 See for the “neutral act” Section 1, III, 3, e – Priliminary interim conlusion.
250 To the requirements of accessory intent see Section 2 II, 2, a – Accessory intent– Definition.
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platform. In addition, the files are automatically placed online, without Uploaded having
performed any advance checks on them.251
c) Intent with respect to accessory by omission

The requisite intent of an accessory by omission will likewise require dual accessory
intent. In particular, difficulty is presented by the requirement of intent as to the
intentional illegal primary actus reus or, in this specific case, with respect to the act of
copyright infringement of ‘making works available to the public’ under sec. 19a UrhG.
Pursuant to the decisions of the OLG Hamburg and the Frankfurt District Court, intent of
this kind may be found present where the platform operator fails to discharge its ex post
duties of verification and control, in particular its duty to delete.252 However, just any
failure to immediately delete or block data will not suffice in this respect.253 Rather,
what is required is that the platform operator persistently fails to discharge its duty of
verification and control and, in particular, its duty to delete.254 Contingent intent with
respect to copyright infringement may be established by showing that from the time of
gaining knowledge of the infringement, the platform operator bears the associated ex
post duties of verification and control. In particular, the platform operator is required to
delete the file in question in order to take proper account of the rights of the rightholder.
Where a platform operator is notified on multiple occasions and nevertheless fails to
undertake any deletion or blocking of the file, then such persistent refusal to discharge
duties of verification and control may establish contingent intent. In such case, the
platform operator is hazarding the consequences of continued infringement.255
Thus, if Uploaded persistently failed to react over a longer period of time to a wellfounded request for deletion and thus failed to discharge its duties of verification and
control, this might well permit a court to infer contingent intent with respect to the
copyright infringement by its users.
However, it should be noted that this could only establish contingent intent with
respect to the specific, asserted violation, and not with respect to subsequent violations
based on a failure to discharge ex post duties of verification and control relating to
similar violations. The reason for this is that with respect to those offences, there would
be no hazarding of the consequences of the copyright infringements. In such cases, an
imminent, concrete primary act would be lacking. In contrast with a situation in which a
For further information as to why this does not satisfy the criteria of the mens rea see Section 2, II, 2, b
– Accessory as a liability by positive acts.
252 OLG Hamburg, Urt. v. 13.05.2013 – 5 W 41/13, MMR 2013, 533; LG Frankfurt, Urt. v. 05.02.2014 – 2-06
O 319/13, juris.
253 OLG Hamburg, Urt. v. 13.05.2013 – 5 W 41/13, MMR 2013, 533.
254 OLG Hamburg, Urt. v. 13.05.2013 – 5 W 41/13, MMR 2013, 533; LG Frankfurt, Urt. v. 05.02.2014 – 2-06
O 319/13, juris.
255 See OLG Hamburg, Urt. v. 13.05.2013 – 5 W 41/13, MMR 2013, 533; LG Frankfurt, Urt. v. 05.02.2014 –
2-06 O 319/13, juris.
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copyright infringement has been complained of and regarding which the hosting
provider breaches its duty to delete, there would still be no concrete copyright
infringement to which the platform operator was alerted.
d) Conclusion: Liability as a participant in subjective respects

With respect to the subjective elements of liability, accessory liability by positive act
(Uploaded as an accessory by providing its platform) cannot be made out. The requisite
accessory intent is lacking.
As a general proposition, the situation is the same as regards accessory status by
omission of duties of verification and control. As a rule, one may also here rule out the
possibility of any accessory intent. Only in particular constellations in which a platform
operator persistently refuses – over a longer period of time – to delete illegal files may
accessory intent be found in the form of dolus eventualis.
3. Conclusion: (No) liability as a participant

As a general proposition, Uploaded will not bear liability as a participant in copyright
infringements by its users under sec. 19a UrhG. However, an exception to this principle
may be made if Uploaded should persistently fail – over a longer period of time – to
respond to the well-founded requests of a rightholder for deletion. In such case,
Uploaded would be characterised as an accessory by omission, both in objective and in
subjective respects.

III. Exemption from liability under sec. 10 TMG
Contrary to the outcome of our analysis up to this point, if one assumed liability on the
part of Uploaded as a perpetrator or participant256, increased requirements with respect
to the subjective element of perpetrator/participant liability might arise out of the
exemption from liability granted under sec. 10 TMG.
1. Classification under sec. 10 TMG

The TMG has a multi-tiered system of exemptions from liability for service providers. A
service provider within the meaning of sec. 2 (1) (1) TMG is any natural person or legal
entity which offers its own or third party's telemedia for use by others or furnishes
access for such use. Providers of their own proprietary information (content providers)
will in this context always bear unlimited liability pursuant to the general provisions of
law, sec. 7 (1) TMG, whereas liability will not apply under certain circumstances if a
provider is a mere conduit of third-party information, sec. 8 (1) TMG. This will also hold
The liability of uploaded must not be taken into account at the present case, since the subsequent
obligations regarding s. 10 TMG do not apply in cases of omission due to s. 10 S. 1 Nr. 2 TMG.
256
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true where the activity as an intermediary is limited to automatic temporary storage
which is limited in time and which is merely aimed at more efficiently facilitating the
transmission of third-party information to other users (so-called caching), sec. 8 (1)
TMG. Providers of this kind who act as hosting providers pursuant to sec. 10 TMG, i.e.
whose activities consist merely of storing third-party information for a user, are likewise
exempt. However, the exemption will lapse from such time as the provider gains
knowledge of the illegal act or information (sec. 10 (1) (1) TMG) or where the provider
has not immediately acted upon learning of such act or information (sec. 10 (1) (2)
TMG).
2. Applicability to a file hosting service provider
a) Applicability in principle

As an initial matter, the scope of application of the German Telemedia Act would have to
be established with respect to Uploaded. The prerequisite would be that the file hosting
service is covered by the liability rules of the TMG and simultaneously also covered by
its substantive scope of application.
The parties covered by the norm are "service providers of telemedia". Pursuant to the
legal definition set out in sec. 2 (1) (1) (1) TMG, a service provider is any natural person
or legal entity which offers its own or a third party's telemedia for use by others or
provides access for such use. In the case of downloadable audio-visual media services, a
service provider is any natural person or legal entity which effectively controls the
selection and the format of the content offered, sec. 2 (1) (1) (2) TMG. Telemedia are
defined as all electronic information and communication services, provided they are not
"pure" telecommunications services, telecommunications-supported services or radio,
see sec. 1 (1) TMG.
The service providers known by the umbrella term "Internet service provider“ (ISP) or
"provider" will bear a share of the risks and hazards of illegal conduct on the Internet,
depending on the degree of their technological and content-related participation and
ability to exercise control. In the early days of the Internet, providers limited themselves
to a range of services which was still manageable in its scope and had clearly defined
contours. In the interim, the diversification of services has given rise to companies
which both furnish access to the Internet and also are able to offer a 'one-stop-shop' for
all services for purposes of supplying content.
Hosting providers are also covered by the definition of service provider. In substantive
respects, one should differentiate between the liability of hosting providers for their
own proprietary information and for third-party content which is placed online by third
parties.
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As already set out previously,257 Uploaded is a hosting provider, which accordingly is
covered by the definition of service provider within the meaning of sec. 2 (1) (1), sec. 10
(1) (1) TMG.
This view is, in particular, also supported by the remarks of the German BGH in the
"Alone in the Dark“258 case:
"The stored files are not [the file hosting service’s] own proprietary information (…)
which that service provider offers for use by third parties and for which it is
responsible in line with the general provisions of law pursuant to sec. 7 (1) TMG.
Rather, the information in question is third-party information within the meaning
of sec. 10, 1st sentence, TMG. The files are uploaded by users to the defendant's
server and are made available to third parties solely by the users' disclosure to third
parties of the download link communicated to the user by the defendant. The user
thus has exclusive control of dissemination of the files uploaded by it.“
"This distinguishes the business model of the defendant from brokerage and auction
platforms on the Internet, in which the uploaded items offered by users are made
publicly accessible by the platform operator, albeit frequently on an automatic basis.
Thus, from the outset, the defendant's contribution in terms of causation to the
violations of its users is of a lesser magnitude than in the case of platform operators.
There is no selection or checking of the stored files by the file hosting service by
which the file hosting service might be deemed to have adopted or appropriated the
content as its own."
We may thus say that Uploaded, as a service provider, falls within the scope of
application of the German Telemedia Act. As a general proposition, Uploaded should
indeed be classified as a "service provider" within the meaning of sec. 10 TMG.
b) Teleological reduction of sec. 10 TMG

The exemption from liability takes account of the fact that it is nearly impossible, but
usually unreasonable, to expect a provider of infrastructure to undertake a complete
verification or control of the data volume of a third party and that a risk of this kind
would be untenable for the business model of a provider or would at least make the
development of such business models substantially less attractive.259 Thus, to be
consistent, the law will require the provider's privilege to be disregarded and sec. 10
TMG will be teleologically reduced where the provider steps out its neutral,

257 See

Section 1, I, 1, b – File hosting services and their place within the categories of online providers.
BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
259 Hoffmann, in: Spindler/Schuster, Recht der elektronischen Medien, 2 nd Edition, 2011, s. 10 marginal no.
1.
258
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intermediary role and becomes actively involved.260 This is also in line with Council
Directive 2000/31/EC, which secs. 7 ff. TMG are intended to transpose into national law.
Pursuant to Recital 42 of the E-Commerce Directive, the exemptions from liability are
only intended to apply to cases
"[…]where the activity of the Information Society service provider is limited to the
technical process of operating and giving access to a communication network over
which information made available by third parties is transmitted or temporarily
stored, for the sole purpose of making the transmission more efficient; this activity
is of a mere technical, automatic and passive nature, which implies that the
Information Society service provider has neither knowledge of nor control over the
information which is transmitted or stored.“
Thus, an individual case-by-case analysis must be undertaken in each case to determine
whether the provider's activity is of a "mere technical, automatic and passive nature". In
the view of the ECJ, a provider will already lose this neutral status if it "provides
assistance which entails, in particular, optimising certain presentation of the offers of
sale in question or promoting them"261, but not if it merely "stored offers for sale on its
server, sets the terms of its service, is remunerated for that service and provides general
information to its customers"262. The German BGH has likewise followed this view.263
Uploaded's business model envisages the uploading of data in a manner which is
automatic, merely technical and, in particular, which envisages no advance verifications
or controls. For this reason, Uploaded likewise has no knowledge of the data of its
uploaders. Thus, Uploaded does, as a general matter, assume a passive role within the
meaning of Recital 42 of the E-Commerce Directive.
However, Uploaded not only furnishes the infrastructure, it also bases its business
model on a rewards system through which users receive commission payments
beginning at a certain number of downloads of their uploads (partner programme).
Consequently, the uploading of popular works is made more attractive in this way. This
factor might, at first glance, be an argument that Uploaded plays an active role.
However, in its L‘Oreal/eBay decision, the ECJ focuses on the gaining of knowledge
regarding the data in respect of the question of the active role of the file hosting

Reber, in: BeckOK UrhG, 6th Edition (Status as of 01.10.2014), s. 97 marginal no. 54; see also BT-Drs.
14/6098, p. 24 f.; BGH, Urt. v. 04.07.2013 – I ZR 39/12, NJW 2014, 552, 553 – Terminhinweis mit
Kartenausschnitt.
261 EuGH, Urt. v. 12.07.2011 – C 324/09, MMR 2011, 596 –L‘Oreal/eBay; see also v. Wolff, in:
Wandtke/Bullinger, UrhG, 4th Edition, 2014, s. 97 marginal no. 25.
262 EuGH, Urt. v. 12.07.2011 – C 324/09, MMR 2011, 596 – L‘Oreal/eBay.
263 BGH, Urt. v. 17.08.2011 – I ZR 57/09, GRUR 2011, 1038 – Stiftparfüm; KG Berlin, Urt. v. 16.04.2013 – 5
U 63/12, BeckRS 2013, 08421; BGH, Urt. v. 04.07.2013 – I ZR 39/12, NJW 2014, 552 – Terminhinweis mit
Kartenausschnitt.
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provider...264 However, Uploaded's partner programme definitely does not put it in a
position to obtain knowledge of or control over the data stored on its platform.
This means that a teleological reduction of sec. 10 (1) TMG can be ruled out in light of
the background of Recital 42 of the E-Commerce Directive.
3. Scope of the exemption under sec. 10 TMG

The scope of application of the exemption under sec. 10 TMG is controversial. However,
there are no difficulties in applying it to criminal liability265 and to claims for damages,
although to some extent this entails a modified standard of liability266. However, it is
unclear whether the same applies to claims for injunctive relief. The tendency in more
recent court decisions is to find that claims for injunctive relief are likewise included.267
4. Knowledge within the meaning of sec. 10 TMG

Pursuant to sec. TMG, the service provider may not have knowledge of the illegal act or
information. Art. 14 of the E-Commerce Directive refers in that context explicitly to
"actual knowledge", and thus lends greater precision to sec. 10 TMG. Thus, what is
required is positive knowledge in the sense of dolus directus.268 Such knowledge must
specifically also refer to the illegality of the act or the information. 269 Consequently, it is
not sufficient if the service provider is merely aware of the possibility or likelihood of an
infringement or hazards the consequences thereof.270
5. Conclusions: Exemption under sec. TMG

In principle, the exemption from liability under sec. 10 TMG is applicable to file hosting
services, as well. The same result would indeed apply under the jurisprudence of the ECJ
with respect to Uploaded.

EuGH, Urt. v. 12.07.2011 – C 324/09, MMR 2011, 596 –L‘Oreal/eBay.
BT-Drs. 14/6098 p. 23; Müller-Broich, in: Müller-Broich, TMG, 2012, s. 10 marginal no. 1; LG Berlin,
Beschl. v. 28.04.2014 – 506 Kls 13/13, BeckRS 2014, 19229; KG Berlin, Urt. v. 16.04.2013 – 5 U 63/12,
BeckRS 2013, 08421; KG Berlin, Beschl. v. 25.08.2014 – 4 Ws 71/14 – 141 AR 363/14, K&R 2014, 819
marginal no. 14.
266 Hoffmann, in: Spindler/Schuster, Recht der elektronischen Medien, 2 nd Edition, 2011, s. 10 marginal no.
32 with further references; Müller-Broich, in: Müller-Broich, TMG, 2012, s. 10 marginal no. 1, 5.
267 V. Wolff, in: Wandtke/Bullinger, UrhG, 4th Edition, 2014, s. 97 marginal no. 25; see in detail Section 2, V,
2, c – Conclusions regarding exemptions from liability under TMG with respect to injunctive claims.
268 Hoffmann, in: Spindler/Schuster, Recht der elektronischen Medien, 2 nd Edition, 2011, s. 10 marginal no.
17; Müller-Broich, in: Müller-Broich, TMG, 2012, s. 10 marginal no. 4; LG Berlin, Beschl. v. 28.04.2014 –
506 Kls 13/13, BeckRS 2014, 19229; Fitzner, GRUR Int 2012, 109, 113.
269 Hoffmann, in: Spindler/Schuster, Recht der elektronischen Medien, 2 nd Edition, 2011, s. 10 marginal no.
23.
270 LG Berlin, Beschl. v. 28.04.2014 – 506 Kls 13/13, BeckRS 2014, 19229; KG Berlin, Urt. v. 16.04.2013 – 5
U 63/12, BeckRS 2013, 08421; Fitzner, GRUR Int 2012, 109, 113.
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Thus, Uploaded is entitled to invoke the liability exemption of sec. 10 TMG, meaning that
Uploaded is liable in damages and in terms of criminal liability only if it has positive
knowledge of the specific, relevant content.271

IV. Conclusions regarding liability as a perpetrator and participant
In general respects, Uploaded is not subject to any liability as a perpetrator or a
participant. However, in narrowly circumscribed exceptional cases, Uploaded might
exceptionally be exposed to accessory liability by omission with regard to its ex post
duties of verification and control. However, Uploaded would have to persistently violate
its duty to delete in the context of its ex post duties of verification and control, and this
persistent refusal would have to continue for a substantial period of time.
According to Dreier/Leistner, one also sees a clear trend in German and European court
jurisprudence to classify intermediaries not as users, but rather merely as interferers
[Störer] and to subject them to increasingly intense and, to a certain extent, costly duties
of control and filtering.272

V. Liability of a file hosting service provider as an interferer
Where a party's contribution to the actus reus lacks any independent aspect of rights
violation, then liability will ordinarily be only indirect. Here, it must be possible to
impute the violations by third parties to the intermediary, i.e. the intermediary's
contribution to the act of perpetration stems from the intermediary's sphere of
responsibility.273 In civil law, the court jurisprudence and legal scholars look in such
cases to the theory of 'interferer liability' [Störerhaftung]. Account is taken of the
interferer's (purely indirect) participation in that claims for elimination and for
injunctive relief are premised on the additional requirement that the interferer has
violated duties of verification and control and monitoring which it could reasonably be
expected to discharge.274 The precise scope of the intermediary's range of verification
and control obligations has greatly preoccupied courts and legal scholars in recent
years.275 The expanding and careless use of the concept of the interferer raises the issue
whether further developments of the criteria of imputation which courts have
recognised in the offline environment can still take sufficient account of the significance

271 See

KG Berlin, Beschl. v. 25.08.2014 – 4 Ws 71/14 – 141 AR 363/14, K&R 2014, 819.
Dreier/Leistner, GRUR 2013, 881, 895.
273 Hollenders, Mittelbare Verantwortlichkeit von Intermediären im Netz, Baden-Baden 2012, p. 25.
274 Heckmann, in: Heckmann, jurisPK-Internetrecht, 4. Auf. 2014, c. 3.2 marginal no. 101;
Schwartmann/Polzin, in: Hoeren/Bensinger, Haftung im Internet, 2014, c. 6 marginal no. 39.
275 See recently Nolte/Wimmers, GRUR-Beilage 2014, 58 et seqq. with further references.
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of information transmission on the Internet. 276 The question of liability of the
intermediary is also closely linked to the impacts on commercial utility of the Internet
and to technological advances. It is directly linked to the exercise of constitutionally
protected freedoms of information and opinion and plays a decisive role in online
culture. 277 The Internet represents a challenging test for interferer liability. The
advances in digitalisation technology open up dimensions of potential liability scenarios
which would previously have been unimaginable. The Internet is changing the way
society interacts, with breathtaking speed. This requires us to look at issues from new
perspectives, to delve intensively into digital technologies and their impacts.278 Instead
of abolishing the Internet, society must learn how to handle the new technology without
succumbing to the temptation to simply resign itself to its fate. This, in turn, raises the
need to review the requirements raised in terms of duties of investigation, control and
action.279
1. Principles of interferer liability

'Interferer liability' is not premised on any culpability and merely imposes a duty on the
party who is merely indirectly responsible where that party has in some way
deliberately assisted in a third party's legal violation.280
Pursuant to the consistent jurisprudence of German courts, an interferer is any person
who, in any manner, deliberately participates in a substantially causal fashion in
bringing about or maintaining an illegal impairment (interference), provided that it is
factually and legally possible and reasonable for that person to prevent the specific
violation.281 A party's liability to claims as an interferer exists irrespective of his liability
as a perpetrator or participant,282 although the interferer may not himself be the party
who committed the breach of copyright.283 Rather, interferer liability is based on the fact
that the party against whom an interference claim is directed has deliberately supported

Hollenders, Mittelbare Verantwortlichkeit von Intermediären im Netz, Baden-Baden 2012, p. 26.
Hollenders, Mittelbare Verantwortlichkeit von Intermediären im Netz, Baden-Baden 2012, p. 26.
278 Wild, in: Schricker/Loewenheim, UrhG, 4th Edition, 2010, s. 97 marginal no. 74.
279 See Breyer, MMR 2009, 14 et seqq.
280 Rinscheid, Diensteanbieter und das Urheberrecht - Störerhaftung im Internet und ihre zivilrechtlichen
Grundlagen, Marburg 2011, p. 16 f.
281 Wild, in: Schricker/Loewenheim, UrhG, 4th Edition, 2010, s. 97 marginal no. 69 with further references;
BGH, Urt. v. 15.10.1998 – I-ZR 120/96, GRUR 1999, 418, 419 – Möbelklassiker; BGH, Urt. v. 17.05.2001 – I
ZR 251/99, GRUR 2001, 1038 – www.ambiente.de; BGH, Urt. v. 11.03.2004 – I ZR 304/01, GRUR 2004, 860;
BGH, Urt. v. 19.04.2007 – I ZR 35/04, GRUR 2007, 708; BGH, Urt. v. 30.04.2008 – I ZR 73/05, GRUR 2008,
702; Paal/Wilkat, MarkenR 2012, 1 et seqq.
282 V. Wolff, in: Wandtke/Bullinger, UrhR, 4th Edition, 2014, s. 97 marginal no. 15 with further references.
BGH, Urt. v. 17.05.2001 – I ZR 251/99, GRUR 2001, 1038 – www.ambiente.de; BGH, Urt. v. 22.07.2010 – I
ZR 139/08, GRUR 2011, 152 marginal no. 45 – Kinderhochstühle im Internet; BGH, Urt. v. 16.05.2013 – I
ZR 216/11, GRUR 2013, 1229, 1231 – Kinderhochstühle im Internet II; Reber, in: BeckOK UrhG, 6th Edition
(Status as of 01.10.2014), s. 97 marginal no. 46.
283 Dreier, in: Dreier/Schulze, UrhG, 4th Edition, 2013, s. 97 marginal no. 33.
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the third party's violation and has the ability to prevent the violation.284 The liability
ordinarily relates to a duty to eliminate the interference and a claim for injunctive relief
against future interference, but not for damages.285
a) Historical background – doctrinal bases of interferer liability

The origins of liability as an interferer are to be found in the civil law provisions of sec.
1004 German Civil Code.286 This basis for liability is, as a general proposition, oriented
towards protecting property rights. The law envisages application mutatis mutandis of
sec. 1004 German Civil Code with respect to certain limited property rights.287 For
numerous other rights and positions in the nature of rights, special rules afford
protection corresponding to that envisaged by sec. 1004 (1) German Civil Code. 288 The
doctrine of interferer liability has, to a very large extent, become an autonomous
doctrine in the realm of intellectual property and competition law, which has led, inter
alia, to uncertainty as to where it fits in the statutory scheme. 289 Whereas sec. 97 UrhG
is, initially, expressly referred to as a separate cause of action, courts then will
nevertheless subsequently examine the conditions precedent to interferer liability
instead of the elements of sec. 97 UrhG.290 To that extent, it would seem more consistent
to explicitly regard interferer liability as an independent theory of liability, which
appears alongside claims under sec. 97 UrhG, although the statutory classification in
some cases is quite distinct.291 At the end of the day, one may leave to one side the
question of whether interferer liability in copyright law arises by analogy from sec. 1004
German Civil Code or from sec. 97 UrhG, because it is generally recognised as an
independent legal doctrine, in terms of the way the courts have developed the law of
copyright generally.292

BGH, Urt. v. 15.10.1998 – I-ZR 120/96, GRUR 1999, 418, 419 – Möbelklassiker see also BGH, Urt. v.
27.03.2007 – VI ZR 101/06, GRUR 2007, 724 – Meinungsforum.
285 See BGH, Urt. v. 12.05.2010 – I ZR 121/08, GRUR 2010, 633 – Sommer unseres Lebens; OLG Hamburg,
Urt. v. 30.09.2009 – 5 U 111/08, ZUM 2010, 440 Tz 114 – Rapidshare II with further references; critical
comment: Nordemann, GRUR 2011, 977, 979; Stang/Hühner, GRUR 2010, 636, 637; Wild, in:
Schricker/Loewenheim, UrhG, 4th Edition, 2010, s. 97 marginal no. 74.
286 Heid, Die Haftung bei Urheberrechtsverletzungen im Netz, in: Schriftenreihe des Archivs für Urheberund Medienrecht, 2013, p. 60 f.
287 See ss. 1027, 1065, 1090, 1227 BGB.
288 E.g. ss. 97, 98 UrhG; Mießner, Providerhaftung, Störerhaftung und Internetauktion, Frankfurt a.M. 2008,
p. 79 f.
289 Heid, Die Haftung bei Urheberrechtsverletzungen im Netz, in: Schriftenreihe des Archivs für Urheberund Medienrecht, 2013, p. 61.
290 Heid, Die Haftung bei Urheberrechtsverletzungen im Netz, in: Schriftenreihe des Archivs für Urheberund Medienrecht, 2013, p. 61.
291 Hartmann, Unterlassungsansprüche im Internet, in: Schriftenreihe Information und Recht, 2009, p. 47;
Jergolla, WRP 2004, 655, 656.
292 See BGH, Urt. v. 12.05.2010 – I ZR 121/08, GRUR 2010, 633 – Sommer unseres Lebens; Heid, Die
Haftung bei Urheberrechtsverletzungen im Netz, in: Schriftenreihe des Archivs für Urheber- und
Medienrecht, 2013, p. 61.
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b) Adequate causal contribution towards infringement

Thus, in some way, the file hosting service Uploaded must have participated deliberately
and in an adequately causal fashion in providing media content to its platform in breach
of copyright. The characteristic of deliberate action does not require fault, but rather
merely the deliberate creation of a source of risk.293 In contrast with an indirect
perpetrator in criminal law, in order to assert a claim against the interferer there is no
requirement of a lack of liability on the part of the direct infringer.294 The requirement of
adequate causality does not already fail because the actions of the direct infringer could
not be completely prevented.295 Thus, the file hosting service provider's provision of
online storage space could possibly constitute an adequately causative contribution
towards the infringement by that service's users. Nevertheless, liability as an interferer
further requires a breach of duties of verification and control which may be reasonably
expected of the file hosting service provider and which were, in fact, possible for it.
c) Breach of duties of verification and control – jurisprudence on limitations of liability

However, it is not permitted to expand interferer liability beyond reason to third parties
who did not themselves bring about the impairment.296 As a result, according to the
jurisprudence of the German BGH, which has become quite settled in the interim,
liability as an interferer is premised on a breach of duties of verification.297 The scope of
such liability is determined by whether and to what extent it is reasonable to require the
interferer, as the party against whom a claim is asserted, to conduct a review.298
A determination of the scope of the duty will require a comprehensive weighing of
interests in the typified individual case, taking account of the role and remit of the
affected party;299 according to the BGH, it is not possible to formulate general rules for
this.300 In terms of the prohibition on a general duty to monitor pursuant to Art. 15 (1) of
Dreier, in: Dreier/Schulze, UrhG, 4th Edition 2013, s. 97 marginal no. 33.
Paal/Wilkat, MarkenR, 2012, 1, 2.
295 Dreier, in: Dreier/Schulze, UrhG, 4th Edition 2013, s. 97 marginal no. 33.
296 Schwartmann/Polzin, in: Hoeren/Bensinger, 2014, c. 6 marginal no. 39; Paal/Wilkat, MarkenR, 2012, 1,
2.
297 See Dreier, in: Dreier/Schulze, UrhG, 4th Edition 2013, s. 97 marginal no. 33 with further references;
BGH, Urt. v. 25.10.2011 – VI ZR 93/10, GRUR 2012, 311 – Blog-Eintrag; BGH, Urt. v. 17.08.2011 – I ZR
57/09, GRUR 2011, 1038 – Stiftparfum; BGH, Urt. v. 11.03.2004 – I ZR 304/01, GRUR 2004, 860 –
Internetversteigerung I; BGH, Urt. v. 15.10.1998 – I-ZR 120/96, GRUR 1999, 418, 419 – Möbelklassiker.
298 BGH, Urt. v. 17.05.2001 – I ZR 251/99, GRUR 2001, 1038 – www.ambiente.de; BGH, Urt. v. 11.03.2004 –
I ZR 304/01, GRUR 2004, 860 – Internetversteigerung I; BGH, Urt. v. 19.04.2007 – I ZR 35/04, GRUR 2007,
708 – Internetversteigerung II ; BGH Urt. v. 30.04.2008 – I ZR 73/05, GRUR 2008, 702 –
Internetversteigerung III; BGH, Urt. v. 12.05.2010 – I ZR 121/08, GRUR 2010, 633 – Sommer unseres
Lebens; BGH, Urt. v. 18.11.2010 – I ZR 155/09, MMR 2011, 459 – Sedo; BGH, Urt. v. 22.07.2010 – I ZR
139/08, GRUR 2011, 152 – Kinderhochstühle im Internet; BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR
2013, 185 – Alone in the Dark.
299 BGH, Urt. v. 17.05.2001 – I ZR 251/99, GRUR 2001, 1038 – www.ambiente.de; BGH Urt. v. 15.05.2003 –
I ZR 292/00, GRUR 2003, 969 – Ausschreibung von Vermessungsleistungen; BGH, Urt. v. 01.04.2004 – I ZR
317/01, GRUR 2004, 693; BGH, Urt. v. 17.08.2011 – I ZR 57/09, GRUR 2011, 1038 – Stiftparfum.
300 BGH, Urt. v. 26.06.1963 – Ib ZR 127/62, GRUR 1964, 94, 96 – Tonbandgeräte-Händler.
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Council Directive 2001/31/EC and sec. 7 (2) TMG, the German BGH deems the duties of
verification under the doctrine of interferer liability compatible with the interpretation
of the E-Commerce Directive by the European Court of Justice.301
It is questionable whether (and, if so, from what point in time) a file hosting service
provider such as Uploaded is subject to duties of verification or control and what
specific range of duties of verification it has. On this point, there is a substantial body of
ground-breaking court jurisprudence; however, some of this jurisprudence is still
unclear.302
The point of departure is the precept expressed in court jurisprudence that duties of
verification will be triggered as a rule where the indirect infringer learns of the
violation.303 Courts will only consider pre-emptive claims in exceptional cases, where
there are serious and tangible factual indications of illegal action. 304 As soon as the
provider has knowledge of the illegal content, that provider must take care to ensure
that the violation is stopped.305
aa) No exclusion of liability where direct infringer's own liability established

Interferer liability is not of a subsidiary nature merely because the actual infringer acts
upon his own responsibility. Rather, liability as an interferer is based on the fact that the
interferer deliberately supports the third-party infringement in some manner or other
and has the ability to prevent the violation.306 It is no obstacle where the victim of the
infringement is aware of the identity of the direct infringer and would in theory also be
able to proceed against that party. 307 However, in individual cases it may be
unreasonable to permit a party suffering an infringement to proceed directly against the
interferer if he is able to eliminate the violation by his own act.308
It is questionable whether, in this specific case, it would be unreasonable to permit a
claim to be made against Uploaded as an interferer, because the provider has put in
EuGH, Urt. v. 23.03.2010 – C-236/08 bis C-238/08 – Google Fance und Google; EuGH, Urt. v. 12.07.2011
– C-324/09, GRUR 2011, 1025 – L´Oréal/ebay; see also BGH, Urt. v. 17.08.2011 – I ZR 57/09, GRUR 2011,
1038 – Stiftparfum.
302 See Reber, in: BeckOK UrhG, 6th Edition (Status as of 01.10.2014), s. 97 marginal no. 44 with further
references; EuGH, Urt. v. 12.07.2011 – C-324/09, GRUR 2011, 1025 – L´Oréal/ebay .
303 Dreier, in: Dreier/Schulze, UrhG, 4th Edition, 2013, s. 97 marginal no. 33a; EuGH, Urt. v. 23.03.2010 – C236/08 bis C-238/08 – Google France und Google; BGH, Urt. v. 29.04.2010 – I ZR 69/08, GRUR 2010, 628 –
Vorschaubilder; BGH, Urt. v. 12.07.2007 – I ZR 18/04, GRUR 2007, 890 – Jugendgefährdende Medien bei
eBay.
304BGH, Urt. v. 17.08.2011 – I ZR 57/09, GRUR 2011, 1038 – Stiftparfum; see also BGH, Urt. v. 19.04.2007 I ZR 35/04, GRUR 2007, 708 – Internet-Versteigerung II.
305 Reber, in: BeckOK UrhG, 6th Edition (Status as of 01.10.2014), s. 97 marginal no. 64.
306 BGH, Urt. v. 15.10.1998 - I ZR 120 / 96, GRUR 1999, 418 – Möbelklassiker; BGH, Urt. v. 27.03. 2007 - VI
ZR 101/06, GRUR 2007, 724 – Meinungsforum.
307 BGH, Urt. v. 27.03. 2007 – VI ZR 101/06, GRUR 2007, 724 – Meinungsforum; dissentig option still OLG
Düsseldorf, Urt. v. 26.04.2006 – I-15 U 180/05, MMR 2006, 553.
308 Dreier, in: Dreier/Schulze, UrhG, 4th Edition 2013, s. 97 marginal no. 33b; ebenso BGH, Urt. v. 22. 7.
2010 – I ZR 139/08, GRUR 2011, 152 – Kinderhochstühle im Internet; Spindler, GRUR 2011, 101, 104.
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place a reporting and deletion system for rightholders, which permits entries to be made
on a deletion list. In three cases on this point, the OLG Hamburg has taken a position and
has deemed it reasonable to permit a claim against the file hosting service provider. 309
Rightholders are not obliged to take pre-emptive action of their own to relieve file
hosting service providers from the performance of the necessary duties of verification
and access restrictions.310 Prevention of use of material in breach of copyright on the
services provided by a file hosting service provider falls solely within that file hosting
service provider's sphere of responsibility; it must prevent violations on its own
initiative. In areas where, despite reasonable actions by the operator of services of this
kind, it is not possible to completely prevent violations, file hosting service providers
may, at best, raise the defence against rightholders that complete protection can only be
ensured with their cooperation. 311 In such cases, account should be taken of
reasonableness in terms of the scope of duties of verification when claims are being
made against third parties. 312 This has hitherto only been found with respect to claims
against an Internet access provider (access provider) for websites against which no
effective legal action can be taken from Germany.313 However, in the case of Uploaded, as
noted supra314, we are dealing with a file hosting service provider. The question of
whether litigation against the party who placed the link on the Internet would ultimately
be deemed a more successful and effective course of action may be deemed doubtful,
because the copyright infringing file would continue to remain on Uploaded's servers,
and it cannot be ruled out that the link may have already been incorporated into another
link list. Thus, for example, just after the closure of the "boerse.bz“ link list, a similar
collection of links began its operations.315
Thus, it should be noted that the unreasonableness of asserting a claim against Uploaded
as an interferer would not, from the outset, be deemed an obstacle to finding Uploaded
liable, merely because a file hosting service provider envisages a duty of cooperation on
the part of the rightholders.
bb) Legally disfavoured business model

A major aspect of liability of file hosting service provider services under the theory of
interferer liability is whether they should be regarded as business models of which the

OLG Hamburg, Urt. v. 02.07.2008 – 5 U 73/07, NJOZ 2008, 4927 – Rapidshare I; OLG Hamburg, Urt. v.
30.09.2009 – 5 U 111/08, MMR 2010, 51 – Rapidshare II; OLG Hamburg, Urt. v. 28.01.2009 – 5 U 255/07,
MMR 2009, 405 – Alphaload (Usenet II).
310 OLG Hamburg, Urt. v. 02.07.2008 – 5 U 73/07, NJOZ 2008, 4927 – Rapidshare I.
311 OLG Hamburg, Urt. v. 30.09.2009 – 5 U 111/08, MMR 2010, 51 – Rapidshare II.
312 OLG Köln, Urt. v. 18.07.2014 – 6 U 192/11, MMR 2014, 832 marginal no. 964. – Goldesel.
313 Czychowski/Nordemann, GRUR 2013, 986, 992.
314 See Section 1, I, 1, b – Classyfication by categories or providers.
315 See https://boerse.to (last access: 22 January 2015).
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legal system continues to approve.316 On this point, the jurisprudence of the appellate
courts has expressed divergent views.317 Pursuant to court jurisprudence which has
become settled in the interim, and basing our remarks on the conclusions made in Part 1,
the assumption should be that in the case of the file hosting service provider Uploaded,
as a general proposition this is a business model which is not disfavoured by the legal
system.318 In its most recent jurisprudence in respect of file hosting service providers,
the German Federal Court of Justice assumes that such file hosting providers make a
lesser causative contribution to violations than is the case with platform operators and
declined to find that these services had any particular tendency to pose a risk of
copyright violations.319 There is host of conceivable legal options for use of such services,
for which indeed there is substantial technical and commercial interest in the cloud
computing age.320 A file hosting service provider as a "virtual locker" facilitates safe
storage of large volumes of both business and private data, including for purposes of
exchange of digital images and films amongst friends and acquaintances.321
cc) Ability to monitor and reasonableness of imposing a duty to monitor

Based on the broad scope of liability for interferers, for which as a general proposition
any adequately causal contribution will suffice, liability by omission for infringements of
third parties cannot be expanded unduly. This is why the doctrine of interferer liability
is made concrete through a requirement that duties of verification have been violated.322
The scope of this liability is determined by analysing whether and to what extent it was
possible for the interferer (as the party subject to a claim) to undertake a review and
whether it is in fact reasonable to expect it to do so.323

Dreier, in: Dreier/Schulze, UrhG, 4th Edition, 2013, s. 97 marginal no. 34.
See a detailed overview to the current opinion and the status of dispute at Danckwerts, GRUR-Prax
2011, 260 et seqq.; OLG Düsseldorf, Urt. v. 26.04.2010 – I-20 U 166/09, MMR 2010, 483 – Rapidshare I;
OLG Hamburg, Urt. v. 14.03.2012 – 5 U 87/09, MMR 2012, 393 – Rapidshare II; BGH, Urt. v. 12.07.2012 – I
ZR 18/11, MMR 2013, 185 – Alone in the Dark.
318 See in detail Section 1, III – Entitletment of Uploaded’s specific business model to legal protection.
319 Schwartmann/Polzin, in: Hoeren/Bensinger, Haftung im Internet, 2014, c. 6 marginal no. 42; BGH, Urt. v.
12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
320 Schwartmann/Polzin, in: Hoeren/Bensinger, Haftung im Internet, 2014, c. 6 marginal no. 42; BGH, Urt. v.
12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
321 Schwartmann/Polzin, in: Hoeren/Bensinger, Haftung im Internet, 2014, c. 6 marginal no. 42; BGH, Urt. v.
12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
322 Schwartmann/Polzin, in: Hoeren/Bensinger, Haftung im Internet, 2014, c. 6 marginal no. 39.
323 Settlet case law of the BGH, Urt. v. 17.05.2001 – I ZR 251/99, GRUR 2001, 1038 – www.ambiente.de;
BGH, Urt. v. 11.03.2004 – I ZR 304/01, GRUR 2004, 860 – Internet-Versteigerung I; BGH, Urt. v. 19.04.2007
– I ZR 35/04, GRUR 2008, 702 – Internet-Versteigerung III; BGH, Urt. v. 12.05.2010 – I ZR 121/08, GRUR
2010, 633 – Sommer unseres Lebens; BGH, Urt. v. 18.11.2010 – I ZR 155/09, MMR 2011, 459 – Sedo; BGH,
Urt. v. 22.07.2010 – I ZR 139/08, GRUR 2011, 152 – Kinderhochstühle im Internet; BGH, Urt. v. 25.10.2011
– VI ZR 93/10, GRUR 2012, 311– Blog-Eintrag; BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 –
Alone in the Dark.
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dd) Definition of duty of verification and monitoring

The duty of verification of the indirect interferer is intended as a reasonableness
standard governing the scope of any potential measures of control.324 The duty of
verification should be understood to mean the duty "to review content for its legality, and
it should be noted that for purposes of imputing a violation, what will matter is whether
the party against whom the claim is being asserted should have known of the violation“. 325
Nevertheless, duties of verification and control cannot be construed so broadly that they
call into question the file hosting service provider's entire business model.326
In its first attempts at dealing with this subject matter, the BGH fell back on duties of
notification and instruction in order to place restrictions on the broad liability of an
interferer for indirect violations.327 These are intended as preventative obligations, in
order to prevent potential violations by causing users and providers to be advised that
certain actions are infringing on third-party rights. These differ from duties of
verification by the fact that they do not entail any further duties to act or intervene and
the provider thus is relieved of liability by merely giving notice and/or merely giving
instructions, irrespective of whether further violations then occur.328
In the so-called ID Card decision, the BGH developed a duty to ensure information.329 In
that case, the BGH found that the interferer was only obliged to take appropriate
precautions to the extent reasonable and necessary by which violations could be
prevented, and that it was not possible for it to record all parties to facilitate effective
controls.330 The BGH recognised that there was a potential for limitless expansion of risk
to an infinitely long chain of liability in respect of infringements in the realm of
interferer liability, and the court was endeavouring to establish an Internet-specific
limitation in cases in which service providers had breached their duties of
verification.331 The BGH regards the decisive criterion for limiting the scope of interferer
liability in the failure to adhere to proper business practices.332 The reasonableness of
duties of verification will always be defined in the context of weighing the circumstances
of the individual case, taking account of the role and remit of the party against whom a
V. Wolff, in: Wandtke/Bullinger, UrhR, 4th Edition, 2014, s. 97 marginal no. 16.
Volkmann, CR 2008, 232, 235; Spindler/Volkmann, WRP 2003, 1, 6.
326 See Erwägungsgrund 42 der RL 2000/31/EG über den elektronischen Geschäftsverkehr; BGH, Urt. v.
12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
327 BGH, Urt. v. 22.01.1960 – I ZR 41/58, NJW 1960, 771 – Werbung für Tonbandgeräte; BGH, Urt. v.
09.06.1983 – I ZR 70/81, NJW 1984, 1106 – Kopierläden.
328 Volkmann, CR 2008, 232, 235.
329 BGH, Urt. v. 29.05.1964 – Ib ZR 4/63, GRUR 1965, 104 – Personalausweise.
330 Volkmann, CR 2008, 232, 235.
331 Härting, Internetrecht, 5th Edition, 2014, marginal no. 2138 with further references on the
development of the jurisdiction of the Federal Court of Germany (BGH).
332 Härting, Internetrecht, 5th Edition, 2014, marginal no. 2138; BGH, Urt. v. 12.07.2007 – I ZR 18/04,
GRUR 2007, 890 – Jugendgefährdende Medien bei eBay; Leistner/Stand, WRP 2008, 533; Volkmann, CR
2008, 232, 235.
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claim for interferer liability is raised and taking account of the separate responsibility of
the party who directly initiated the infringement.333 Nevertheless, service providers on
the Internet must in many cases utilise automated processes in order to handle the flood
of data confronting them. Accordingly, there can be no 100% certainty that companies
such as hosting providers will not "participate" in an infringement.334 The concept of the
"duty of verification" is likewise not precisely defined. It may both signify a duty to
verify facts and also a duty to undertake a legal review. Whereas actual duties of
verification are aimed at specifying whether and to what extent the operator of a
platform bears an obligation to search that platform for infringements, legal duties of
review are aimed at verifying the legality of the files.335
i) No proactive (i.e. independent of specific events) duty of verification or monitoring

The possibility and reasonableness of imposing a duty of verification and monitoring is
premised initially on the condition that such a duty is legally permissible at all. Sec. 7 (2)
1st sentence TMG already statutorily precludes any proactive duty of verification and
monitoring. By 'proactive duty of verification and monitoring', we mean that the
interferer is not merely required to immediately block the specific material if it has been
advised of a concrete violation, but rather is required to actively ensure, without any
indications of a necessity to do so, that no copyright infringements are taking place on
its platform.336 To that extent, the German Telemedia Act makes clear that there is no
comprehensive duty on the part of certain providers on the Internet, at any rate, to
eliminate sources of risk. Thus, under sec. 7 (2), sentence 1, TMG (based on Art. 15 (1) ECommerce Directive) access, cache and hosting providers are expressly not obliged to
monitor the content disseminated by them or to which they provide access. 337 A
context-independent, proactive duty of verification would impose control measures on
the provider which would, firstly, put its business model at risk or, secondly, represent a
disproportionate burden on its commercial activities. 338 There is likewise no general
obligation on the part of a provider to monitor the information stored by it or, in certain
circumstances, to investigate it for indications of illegal activities.339

Schwartmann/Polzin, in: Hoeren/Bensinger, Haftung im Internet, 2014, c. 6 marginal no. 40; Härting,
Internetrecht, 5th Edition, 2014, marginal no. 2160 with further references
334 Härting, Internetrecht, 5th Edition, 2014, marginal no. 2160.
335 Härting, Internetrecht, 5th Edition, 2014, marginal no. 2161.
336 Dreier, in: Dreier/Schulze, UrhG, 4th Edition, 2013, s. 97 marginal no. 33a; Hoeren, in:
Hoeren/Sieber/Holznagel, Multimedia-Recht, 39th Supplement 2014, Section 18.2 marginal no. 78; v. Wolff,
in: Wandtke/Bullinger, UrhR, 4th Edition, 2014, s. 97 marginal no. 16; Schuster, GRUR 2013, 1201, 1203.
337 Volkmann, CR 2008, 232, 234; see also Section 1, I, 1, b – Classsifitaion by categories or providers.
338 BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark; BGH, Urt. v. 19.04.2007 – I
ZR 35/04, GRUR 2007, 708 – Internetversteigerung II; BGH, Urt. v. 18.11.2010 – I ZR 155/09, MMR 2011,
459 – Sedo; EuGH, Urt. v. 12.07.2011 – C-324/09, GRUR 2011, 1025 – L´Oréal/ebay.
339 BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
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ii) As a general rule, general duty of verification and monitoring from such time as provider gains
knowledge

As a rule, the duty of verification only arises at the time at which the indirect violator
gains knowledge of the violation. 340 It follows from this that the first warning
establishing a concrete basis for liability is also 'free-of-charge'.341 It is only possible in
particular exceptional cases to pursue preventive action against the interferer. This will,
for example, be the case where there are serious and tangible factual indications that the
interferer will be taking illicit action in the manner in question in the near future.342
However, the scope and the core of the duties of verification to which the hosting
provider is subject are controversial.343 The Hamburg District Court ruled in favour of
holding a file hosting service provider liable, and imposed an enhanced duty of
verification on that provider, where the provider had been advised by the rightholder of
the specific infringement.344 Beginning at that time, the provider was not only required
to immediately block access to the specific file, but also to take preventive action so that,
to the extent possible, no further such violations would occur.345 The OLG Hamburg has
also espoused this view. In its view, the provider has a duty to perform checks on users
who have uploaded copyright-infringing content in the past. In addition, it is reasonable,
the court found, to expect the provider also to undertake a concrete, substantive review
of the content of files already prior to or at least during such an upload. 346 The court
noted that it was not appropriate to require website monitoring or direct monitoring by
the file hosting provider, because such measures would only be initiated upon
completion of the violation. The court stated that the duty required the provider to
prevent the uploading of material from questionable sources by a host of measures,
which it should do, in the first instance, by ascertaining, storing and comparing the IP
address.347 The court thus is not only construing a specific, manual duty of verification
(including in substantive respects) by providers of storage space, but rather is also going
EuGH, Urt. v. 23.03.2010 – C-236/08 – C-238/08, Slg 2010 I-2417 – Google France und Google; BGH,
Urt. v. 29.04.2010 – I ZR 69/08, GRUR 2010, 628 – Vorschaubilder; BGH, Urt. v. 12.07.2007 – I ZR 18/04,
GRUR 2007, 890 – Jugendgefährdende Medien bei eBay; Hoeren, in: Hoeren/Sieber/Holznagel,
Multimedia-Recht, 39 Supplement 2014, Section 18.2 marginal no. 78.
341 BGH, Urt. v. 17.08.2011 – I ZR 57/09, GRUR 2011, 1038 – Stiftparfum.
342 See also BGH, Urt. v. 19.04.2007 – I ZR 35/04, GRUR 2007, 208 – Internetversteigerung II; BGH Urt. v.
30.04.2008 – I ZR 73/05, GRUR 2008, 702 – Internetversteigerung III.
343 Hoeren, in: Hoeren/Sieber/Holznagel, Multimedia-Recht, 39th Supplement 2014, Section 18.2 marginal
no. 78 with further references
344 LG Hamburg, Urt. v. 12.06.2009 – 310 O 93/08, ZUM 2009, 863; Hoeren, in: Hoeren/Sieber/Holznagel,
Multimedia-Recht, 39th Supplement 2014, Section 18.2 marginal no. 78.
345 Hoeren, in: Hoeren/Sieber/Holznagel, Multimedia-Recht, 39th Supplement 2014, Section 18.2 marginal
no. 78.
346 OLG Hamburg, Urt. v. 30.09.2009 – 5 U 111/08, NJOZ 2009, 4957; OLG Hamburg, Urt. v. 02.07.2008 – 5
U 73/07, NJOZ 2008, 4927; OLG Hamburg, Urt. v. 14.01.2009 – 5 U 113/07, MMR 2009, 631; OLG Hamburg,
Urt. v. 28.01.2009 – 5 U 255/07, MMR 2009, 405; Hoeren, in: Hoeren/Sieber/Holznagel, Multimedia-Recht,
39th Supplement 2014, Section 18.2 marginal no. 78.
347 OLG Hamburg, Urt. v. 02.07.2008 – 5 U 73/07, NJOZ 2008, 4927; Heckmann, in: Heckmann, jurisPKInternetrecht, 4th Edition, 2014, c. 3.2 marginal no. 115.
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beyond this to impose comprehensive duties of monitoring of the clients, as well.348 The
result of this would be that a provider which, under its business model, offers user
anonymity, as generally required under data protection law and under secs. 12 ff. TMG,
would bear liability for illegal content by analogy with sec. 10 (2) TMG, irrespective of
the provider's specific knowledge thereof.349
This analysis is not persuasive. Rather, such far-reaching obligations can only
legitimately be imposed by the legislature.350 The model of liability adjudicated by the
appellate court decision carried with it the risk of limitless absolute liability.351
The OLG Düsseldorf has likewise declined to find a file hosting provider liable as an
interferer due to the unreasonableness of imposing duties of verification. 352 That court
found that it is just as inappropriate and unreasonable to require a provider to block
certain file names by word or text filters as to have personnel carry out targeted checks
of certain content. The court saw that there was no increased likelihood of violations or
of a need to block certain IP addresses.353
The German Federal Court of Justice disagreed with the views expressed in the appellate
cases imposing a generally increased and/or unrestricted duties of verification on a
service provider with respect to the business model of (former) market leader
RapidShare, and conclusively delineated the range of its duties of verification and
checking.354 Pursuant to that court jurisprudence, interferer liability on the part of a file
hosting service can only be considered from such time as the provider has received
indication of a clear violation of the same kind.355 In addition to the specific, identified
files regarding which it has received information, the file hosting service provider will, in
addition, be obliged to ensure that no further violations of the same type occur, and in
this context it is immaterial who performed the concrete active infringement.356 If one
Heckmann, in: Heckmann, jurisPK-Internetrecht, 4th Edition, 2014, c. 3.2 marginal no. 115;
Roggenkamp/Stadler, in: jurisPK-Internetrecht, c. 10 marginal no. 651.
349 Heckmann, in: Heckmann, jurisPK-Internetrecht, 4th Edition, 2014, c. 3.2 marginal no. 115;
Roggenkamp/Stadler, in: Heckmann, jurisPK-Internetrecht, 4th Edition, 2014, c. 10 marginal no. 651.
350 Heckmann, in: Heckmann, jurisPK-Internetrecht, 4th Edition, 2014, c. 3.2 marginal no. 115;
Roggenkamp/Stadler, in: Heckmann, jurisPK-Internetrecht, 4th Edition, 2014, c. 10 marginal no. 651.
351 Heckmann, in: Heckmann, jurisPK-Internetrecht, 4th Edition, 2014, c. 3.2 marginal no. 115;
Roggenkamp/Stadler, in: Heckmann, jurisPK-Internetrecht, 4th Edition, 2014, c. 10 marginal no. 651.
352 OLG Düsseldorf, Urt. v. 27.04.2010 – I-20 U 166/09, MMR 2010, 483; likewise Rössel, ITRB 2008, 6, 7;
Rössel, CR 2013, 229; Breyer, MMR 2009, 14; Hoeren, in: Hoeren/Sieber/Holznagel, Multimedia-Recht, 39th
Supplement 2014, Section 18.2 marginal no. 78.
353 OLG Düsseldorf, Urt. v. 27.04.2010 – I-20 U 166/09, MMR 2010, 483; Hoeren, in:
Hoeren/Sieber/Holznagel, Multimedia-Recht, 39th Supplement 2014, Section 18.2 marginal no. 78.
354 BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark; see also Obergfell, NJW 2013,
1995, 1998.
355 BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 marginal no. 29 – Alone in the Dark; BGH, Urt. v.
17.08.2011 – I ZR 57/09, GRUR 2011, 1038 – Stiftparfüm; Härting, Internetrecht, 5th Edition, 2014,
marginal no. 2244.
356 Obergfell, NJW 2013, 1995, 1997; BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 marginal no. 32
– Alone in the Dark.
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takes an interpretive approach focusing on the specific work, then acts of infringement
will be deemed of the same type where copyright in the same work is infringed anew.357
The mere provision of a deletion interface for rightholders does not satisfy the
provider's duties of care and verification, because that tool only affords the ability to
search for violations which have already been committed, but not to track down
potential new ones.358
The use of word filters with subsequent manual controls for detection of copyright
infringements is not already technically and commercially unreasonable because the use
of such filters will not completely suffice to capture all potential violations. 359 A file
hosting service provider can defend against a claim for interferer liability by manually
searching in the usual way through a small number of relevant link lists to determine
whether they contain references to copyright infringing files stored on its service.360
The BGH consciously accepts that the use of a word filter and manual ex post controls
will lead to patchy results.361 What it considers reasonable is to require a review of a
single-digit number of link collections by manually entering the title in order to identify
files which cannot be found using the normal word filters.362 The panel would consider
the accidental inclusion of false hits as mere collateral damage, which does not raise any
concerns.363 It states that these duties of verification do not place an undue burden on
the legal use of the provider's service. In individual cases involving legal backup copies,
the file hosting service provider could ensure its position vis-à-vis users by including
corresponding wording in its contracts.364 The court finds that this would not be enough
to make the duty of verification an unreasonable burden as a general proposition.
Accordingly, it should be noted that Uploaded bears the general duty of verification
requiring it to immediately delete the specific referenced file upon learning of a violation
and, in addition, to delete comparable files without delay. This may be done by using a
word filter (even if such a filter is not one hundred per cent reliable) and by performing
a review of less than ten link collections.
iii) Enhanced duties of verification and monitoring in cases of "aiding and abetting" violations

In a second decision on interferer liability, the BGH has recently once again ruled on the
requirements to which file hosting service providers are subject in terms of duties of
BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 marginal no. 32 – Alone in the Dark.
BGH, Urt. v. 15.08.2013 – I ZR 79/12, NJOZ 2014, 301 marginal no. 49 – Prüfpflichten.
359 BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 marginal no. 35 – Alone in the Dark.
360 BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 marginal no. 38 – Alone in the Dark.
361 Obergfell, NJW 2013, 1995, 1997.
362 BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 marginal no. 39 – Alone in the Dark; see also OLG
Köln, Urt. V. 21.09.2007 – 6 U 86/07, MMR 2007, 786, 788; Obergfell, NJW 2013, 1995, 1997.
363 Obergfell, NJW 2013, 1995, 1997; BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 marginal no. 45
– Alone in the Dark.
364 BGH, Urt. v. 12.07.2012 - I ZR 18/11, MMR 2013, 185 marginal no. 45 – Alone in the Dark.
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verification and monitoring.365 Even if the business model of a file hosting service such
as RapidShare is not structured to facilitate violations from the outset, it is reasonable to
expect a service provider to undertake comprehensive, regular controls of collections of
links if, as a result of its business model, it aids and abets copyright infringements to a
substantial degree.366
The duties of verification of a provider relate to every work as to which a clear violation
has been notified, and they are not reduced merely because the provider has been
notified of a large number of violations (in the specific case before the court, there were
more than 4,800 music tracks).367 In such a case, the file hosting provider has a general
market monitoring duty as soon as it has learned of a concrete infringement.368 To that
extent, the enhanced duty of verification is premised not on a cause-free duty of
monitoring, but rather on a duty of monitoring which is cause-specific.369 As of this point
in time, a file hosting service provider has a duty to use general search engines such as
Google, Facebook and Twitter to investigate by means of appropriately worded search
queries and, in appropriate cases, by using so-called webcrawlers, to determine whether
there are indications of further infringing links on its service with respect to the specific
works to be checked for.370
The court finds that promotion and/or aiding and abetting of copyright infringements
consists in the service's deluxe features associated with its premium model in respect of
the speed of uploads and downloads, the duration of data storage and the size of
uploadable files. Despite the existence of many legal ways of using the service, the court
noted that a frequency of 100,000 downloads could only be achieved with highly
attractive files which were, thus, as a rule illegal.371 For many users, it is precisely the
infringing downloads of copyright-protected works which makes the service attractive.
The more frequently these users download copyright-protected works from the
Defendant, the more likely they are (according to the BGH) to take up the premium level
service for a fee.372 By the increasing number of downloads, the file hosting service
provider thus derives substantial profits from the large-scale download volumes.373

BGH, Urt. v. 15.08.2013 – I ZR 80/12, GRUR 2013, 1030 – File-Hosting-Dienst.
BGH, Urt. v. 15.08.2013 – I ZR 80/12, GRUR 2013, 1030 marginal no. 34, 44, 57 – File-Hosting-Dienst.
367 Roggenkamp/Stadler, in: jurisPK-Internetrecht, 4th Edition, 2014, c. 10 marginal no. 651; BGH, Urt. v.
15.08.2013 – I ZR 80/12, GRUR 2013, 1030 marginal no. 59 – File-Hosting-Dienst.
368 BGH, Urt. v. 15.08.2013 – I ZR 80/12, GRUR 2013, 1030 marginal no. 60 – File-Hosting-Dienst.
369 BGH, Urt. v. 15.08.2013 – I ZR 80/12, GRUR 2013, 1030 marginal no. 43 – File-Hosting-Dienst.
370 Roggenkamp/Stadler, in: jurisPK-Internetrecht, 4th Edition, 2014, c. 10 marginal no. 651; BGH, Urt. v.
15.08.2013 – I ZR 80/12, GRUR 2013, 1030 marginal no. 60 – File-Hosting-Dienst.
371 BGH, Urt. v. 15.08.2013 – I ZR 80/12, GRUR 2013, 1030 marginal no. 38 – File-Hosting-Dienst.
372 BGH, Urt. v. 15.08.2013 – I ZR 80/12, GRUR 2013, 1030 marginal no. 39 – File-Hosting-Dienst.
373 BGH, Urt. v. 15.08.2013 – I ZR 80/12, GRUR 2013, 1030 marginal no. 39 – File-Hosting-Dienst.
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Finally, the 1st Civil Panel assumes that the anonymity of the service significantly
enhances its attractiveness for illegal use.374 The fact that service providers are, as a
general matter, required to facilitate anonymous use of telemedia does nothing to
change this fact.375
This case jurisprudence of the BGH raises numerous issues in respect of the "Alone in
the Dark” decision and has met with overwhelming criticism from legal scholars.
iv) Criticism of court jurisprudence regarding enhanced duties of verification and monitoring

Through the general duty to monitor the market376 the court has established, a duty is
imposed on service providers to investigate facts which might be indicative of illegal
activity. This brings along with it the risk of imposing boundless absolute liability, and is
not permissible under sec. 7 (2), sentence 1, TMG, and is in conflict with Art. 15 (1) of
the E-Commerce Directive. The duty to monitor the market as a general matter which
the court has postulated does not, in its ultimate effect, amount to anything other than a
general duty of monitoring on the part of the file hosting service provider. The duty to
delete not only uploads upon learning of an infringement, but rather to comb through all
of the content for violations, can represent a serious risk to the existence of a file hosting
service provider's business model. 377 In addition, such checks are burdensome and
patchy, because it will remain unclear what collections of links should be examined. This
gives rise to an uncertainty entailing enhanced liability, and does so in an intelligent
way.378
One potential solution for this dilemma would be to exclude one-click hosting providers
from the scope of service providers within the meaning of secs. 8-10 TMG as a general
matter, because they are no longer acting as a neutral and passive intermediary, but
rather have assumed an active role.379 However, the panel in the "File Hosting Service"
decision did not follow this approach, 380 which has been followed by the BGH, for
example in its "Baby High Chair II" decision381.

BGH, Urt. v. 15.08.2013 – I ZR 80/12, GRUR 2013, 1030 marginal no. 40 – File-Hosting-Dienst; see BGH,
Urt. v. 12.07.2007 – I ZR 18/04, GRUR 2007, 890 – Jugendgefährdende Medien bei eBay.
375 BGH, Urt. v. 15.08.2013 – I ZR 80/12, GRUR 2013, 1030 marginal no. 40 – File-Hosting-Dienst.
376 See BGH, Urt. v. 15.08.2013 – I ZR 80/12, GRUR 2013, 1030 marginal no. 60 – File-Hosting-Dienst;
Sesing, MMR 2013, 737, 738; dissenting opinion OLG Düsseldorf, Urt. v. 27.04.2010 – I-20 U 166/09,
MMR 2010, 483, 486; OLG Düsseldorf, Urt. v. 06.07.2010 – I-20 U 8/10, MMR 2010, 702, 703;
OLG Düsseldorf, Urt. v. 21.12.2010, MMR 2011, 250, 251; Rössel, jurisPR-ITR 9/2012, Anm. 4; Schröder,
MMR 2011, 252; Schröder, MMR 2012, 402, 403; Wilmer, NJW 2008, 1845, 1850.
377 Peifer, jurisPR-WettbR 3/2013, Anm. 1.
378 Peifer, jurisPR-WettbR 3/2013, Anm. 1.
379 Roggenkamp/Stadler, in: jurisPK-Internetrecht, 4th Edition, 2014, c. 10 marginal no. 652.
380 Roggenkamp/Stadler, in: jurisPK-Internetrecht, 4th Edition, 2014, c. 10 marginal no. 652.
381 BGH v. 16.05.2013 – I ZR 216/11, GRUR 2013, 1229 –Kinderhochstühle im Internet II.
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This decision also met with substantial criticism from legal scholars.382 The BGH is
ultimately postulating duties of verification that a provider cannot reliably satisfy even
with a substantial degree of effort.383 What the court is demanding from file hosting
operators with about 60 members of staff is nothing less than performing a check of the
entire World Wide Web.384 The BGH does indeed apparently seem to be aware of this,
otherwise it would have not pointed out that in certain circumstances, a lack of
culpability can be raised as a defence by providers in judicial enforcement proceedings if
the provider is unable in the individual case to discharge all of its duties of verification
simultaneously.385 However, the question arises at this point, at the latest, as to whether
this does not over stretch the permissible scope of liability of the doctrine of interferer
liability: Duties of verification as to which it is not clear whether it is possible to satisfy
them at all cannot possibly be reasonable.386 The same applies with respect to the
argument that a file hosting service provider's business model is not structured from the
outset to facilitate violations,387 but the specific design of the service nevertheless
creates a substantial incentive for violations.388 This raises a contradiction, because a
business model that aids and abets violations of the law cannot be one which the legal
system protects.
It is, of course, an argument in favour of the view of the Court Panel that a file hosting
service operator will profit to a not insubstantial degree from the commission of
infringements.389 To that extent, one may regard it as a precept of settled law to say that
commercial proprietary interests may increase the standard of what is deemed
reasonable.390 Nevertheless, it has to be permissible as a general proposition to permit
providers to offer reward models for so-called "heavy users", even if such rewards may
induce such users to place files online which reach large circles of users, and not merely
small groups.391 Rather, a discernible, increased risk of misuse has to be present, as well.
After all, it is indeed unquestionably permissible for competitors on the market whose
operations are legal beyond dispute, such as YouTube, to link lucrative advertising
partnerships to frequency of downloads, the profits of which are ultimately far above
Heidrich, K&R 2013, 661; Hoeren, NJW 2013, 3245, 3250; Völzmann-Stickelbrock, LMK 2013, 352, 737;
Rössel, ITRB 2013, 222, 224; see also Ungern-Sternberg, GRUR 2014, 209; Tinnefeld, CR 2013, 190, 194;
Peifer, juris-PR-WettbR 3/2013, Anm. 1; Hoeren, MMR 2013, 188, 189; Sesing, MMR 2013, 737, 738 f.;
Rauer, GRUR-Prax 2013, 342, 541; Bäcker, ZUM 2013, 292, 294; Dreier/Leistner, GRUR 2013, 881, 895.
383 Heidrich, K&R 2013, 655, 661.
384 Heidrich, K&R 2013, 655.
385 Roggenkamp/Stadler, in: jurisPK-Internetrecht, 4th Edition, 2014, c. 10 marginal no. 652; Sesing, MMR
2013, 737, 738 f.
386 Heidrich, K&R 2013, 655, 661.
387 BGH, Urt. v. 15.08.2013 – I ZR 80/12, GRUR 2013, 1030 marginal no. 34 – File-Hosting-Dienst.
388 BGH, Urt. v. 15.08.2013 – I ZR 80/12, GRUR 2013, 1030 marginal no. 41 – File-Hosting-Dienst.
389 Sesing, MMR 2013, 737, 738 f.
390BGH, Urt. v. 17.08.2011 – I ZR 57/09, GRUR 2011, 1038 – Stiftparfum; Fülbier, CR 2007, 515, 519; Klatt,
ZUM 2009, 265, 271; Ott, GRUR Int. 2008, 563, 568; Wilmer, NJW 2008, 1845, 1847.
391 Peifer, jurisPR-WettbR 3/2013, Anm. 1.
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those of the reward model of a file hosting service provider. A service provider cannot
tell merely from the popularity and the high number of downloads of a file that the file
content is in fact illegal. Files which have been legally uploaded can just as easily achieve
such popularity.392 Thus, for example, even major companies or artists may use the
platform and, due to their celebrity status, achieve download volumes which are just as
high as those of illicitly uploaded files.393 One cannot assume by implication that a file
hosting service intends to promote infringements merely from the fact that it derives
financial profits from downloads of copyright-infringing files.394
However, even if one assumed that imposing such duties of verification on service
providers was reasonable, subsequent manual checks necessarily represent a not
insignificant interference with the rights of users; in order to achieve a reasonable
compromise, the courts would have to seek to balance the competing interests in a way
which avoids harming such interests.395 The risk is that providers would have to filter
and delete large numbers of non-infringing third-party files in order to comply with the
demands of the Court Panel. The court's finding that it would not be inappropriate or
unreasonable to require file hosting service providers "to delete legal backup copies of
the game in individual cases" is likewise not in line with the jurisprudence of the
European Court of Justice.396 In future, this will not only mean that many legal files can
no longer be integrated into the file hosting service system and that legally proper user
of such services will no longer be possible.397 It is now already the case that illegal data
content is regularly uploaded under a file name from which one cannot infer anything
about what the file contains. The result of this is to block legal content which, for
example, a user has uploaded as a permissible personal backup copy, utilising the
original file name.

Ultimately, the focus of the BGH is on the fact that the "violations take place on the
defendant's servers". A more differentiated approach is needed, in which the main focus
of the allegation is placed on the platform operator's contribution to a user’s
unauthorised provision of public access to a copyright-protected work under secs. 15 (2)
(2), 19a UrhG.398 This suggests a dual identity between the infringer and the infringed
work, and imposes on the file hosting service provider the burden of taking action with

Hoeren, NJW 2013, 3245, 3250.
Hoeren, NJW 2013, 3245, 3250.
394 So Hoeren, NJW 2013, 3245, 3250.
395 Rauer, GRUR-Prax 2013, 93; in detail regarding the constitutinal requirements Section 1, II, 2 –
Constitutional law.
396 Tinnefeld, CR 2013, 190, 194; EuGH, Urt. v. 16.02.2012 –. C-360/10 – CR 2012, 265.
397 Hoeren, MMR 2013, 185, 189.
398 Tinnefeld, CR 2013, 190, 194.
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respect to all files containing the work in question, without taking account of the
contribution by the direct infringer.399
There are likewise strong reasons to doubt the generally appropriateness of using word
filters. Copyright infringements cannot be identified, let alone proven, on the basis of a
file name. The name does not disclose the actual underlying content.400 To the contrary,
it is even possible that a supposed illegal file name may contain legal content. The
consequence of using word filters in future will be that files will be published under a
file name which has been anonymised.401 The appellate courts have recognised this fact
and (notwithstanding the fact that it is more than dubious whether checks can be
carried out at all through the use of a word filter) and those courts reject, as a basic
matter, the use of any preventative system to filter content from users in an
undifferentiated fashion.402
Ultimately, even the BGH403 will have little impact on what happens on the market for
illegal online exchange of media content. To that extent, the BGH decision will likely turn
out to be a pyrrhic victory.404 If the major providers registered in Germany or in
adjacent European countries are forced to their knees by legal means, there are already
numerous successors "in the starting blocks", who are touting for business from the
customer markets they will divide and conquer.405 However, the overwhelming majority
of these providers are headquartered in the Caribbean or in Eastern Europe and can
only be reached by the long arm of the justice system with difficulty, if at all.406
v) Does the "File Hosting Service" decision depart from the "Alone in the Dark“ jurisprudence?

It is questionable whether one can say that the BGH’s "File Hosting Service" decision
really represents a further development, in terms of a departure from, the duties of
verification and monitoring in the "Alone in the Dark“ jurisprudence. Rather, the Court
Panel relies on findings of fact made by the appellate courts in their role as the trier of
fact which are in conflict with each other,407 and fails to comment on the question of the
extent to which such findings regarding one and the same service provider might cancel
each other out.408 Namely: As soon as the case decisions add a further piece to the
mosaic of the mushrooming court decisions in the realm of interferer liability, this raises
Tinnefeld, CR 2013, 190, 195.
Volkmann, K&R 2013, 253, 259.
401 Volkmann, K&R 2013, 253, 259; see in detail regarding the measures to prevent breaches of law Section
3, I, 2 – Technical options for implementing general duties of verifications.
402 KG Berlin, Urt. v. 16.04.2013 – 5 U 63/12, MMR 2014, 46; OLG Hamburg, Urt. v. 14.03.2012 – 5 U 87/09,
MMR 2012, 393.
403
BGH, Urt. v. 15.08.2013 – I ZR 80/12, GRUR 2013, 1030 – File-Hosting-Dienst.
404 Heidrich, K&R 2013, 655, 662.
405 Heidrich, K&R 2013, 655, 662.
406 Heidrich, K&R 2013, 655, 662.
407 BGH, Urt. v. 15.08.2013 – I ZR 80/12, GRUR 2013, 1030 marginal no. 36 – File-Hosting-Dienst.
408 Hoeren, NJW 2013, 3245, 3250.
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the urgent question of what weight should be attributed to that piece of the mosaic. 409 In
this respect, one cannot see the "File Hosting Service" decision as a further development
or intensification of the general principles established in the "Alone in the Dark“ case.
Rather, one should assume that the two decisions rely on divergent findings of fact of the
appellate courts. The finding that a file hosting service that, by its own action, actively
promotes the risk of infringing use of the service by aiding and abetting copyright
infringements to a substantial degree relates to another factual constellation. A service
such as that will not merit the protection of the legal system for its business model.
The question of whether the file hoster Uploaded will be deemed a service of the kind
that actively aids and abets copyright infringements to a substantial degree will depend
on how that legal characteristic is ascertained. In its File Hosting Service decision, the
assumption of the BGH is that the granting of reward points to users based on the
frequency of downloads of the files uploaded by them may be an indication of an act of
promotion.410 In the case of a file hosting service, there must, instead, be an enhanced,
increased risk present going beyond the general risk of misuse of the Internet as a mass
medium in a manner which significantly increases these risks. Only in such cases will file
hosting service providers be deemed to have enhanced duties of verification. As already
noted supra, the specific business model of Uploaded, as concretely designed, does not
create any specific risk position. Rather, the business model of a file hosting service
provider is a legitimate business model.411 In addition, the compensation paid to
uploaders for downloads cannot be regarded as an increased risk of misuse which
differs from the general risk of misuse by users acting illegally.412
The question whether Uploaded aids and abets copyright infringements as a result of the
concrete, technical design of its service and what specific measures a file hosting service
provider would have to take to prevent infringements will be the subject of Part 3 of the
present opinion.413
d) Grant of data protection with the imposition of enhanced duties of verification

In addition, there is a conflict between the interests of rightholders in efficiently
combatting copyright infringements and the protection of personal data of users. The
duties of verification and monitoring imposed under the doctrine of interferer liability
are such that service providers can usually only satisfy them by breaching data
protection law, for which reason one might well ask the question of whether a legal

Obergfell, NJW 2013, 1995, 1998.
BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245 marginal no. 41 – File-Hosting-Dienst.
411 See for this in detail Section 1, II, 2, a – The situation of a file hosting provider; Section 1, III, 2 – The
basic rule of the presumption of legality: Webspace as a neutral rescource.
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review of such files constitutes a legal impossibility. 414 The file hosting service provider
is in a catch-22 between the requirements of data protection law and copyright law.
Ensuring the one entails a violation of the other. The question arising here is to what
extent copyright law has to require compromises in the realm of data protection. 415 It
comes as little surprise, then, that a system by which an Internet service provider (ISP)
is capable of preventively identifying the exchange of files in respect of all of the clients
on its network, without limitation as to time, will be in violation of the data protection
requirements of EU law.416 The Data Protection Directive417 already represents an
obstacles to the notion of setting up a system of this kind. 418 After all, the ECJ focuses on
identifiability of users based on their IP addresses, and not based on the data
transmitted by them.419
aa) Difference of information

Initially, the two areas of the law differ in terms of the subject-matter protected.
Whereas the German Federal Data Protection Act [German acronym: BDSG] focuses,
with personal data, only on semantic information,420 copyright law protection is only
triggered when the protected work has taken on perceptible form.421 Thus, the BDSG
does not grant any intellectual property rights, but only a "right to personal data".422
Nevertheless, the semantic information potentially contained in these files does in fact
grant protection with respect to the files as such and to the hard drive.423 One may thus
conclude that in terms of the areas covered by these laws, which are fundamentally
distinct, overlaps may certainly arise nevertheless.
bb) Applicability of the provisions of data protection law

For the field of application of the data protection rules of the TMG and the BDSG to be
triggered in the realm of file hosting service providers, the user data to be reviewed
must have a nexus with persons within the meaning of secs. 1 (3), 3 (1) BDSG.424
Because content on online hard drives will frequently (albeit not always) have a nexus to
persons, the risk will, in part, be deemed sufficient that a user in the individual case in

Becker, DuD 2013, 207, 213; Breyer, MMR 2009, 14, 16.
Becker, DuD 2013, 207.
416 EuGH, Urt. v. 24.11.2011 – C-70/10, GRUR 2012, 265 marginal no. 48 et seqq. – Scarlet/SABAM.
417 See Directive 95/46/EC on the protection of individuals with regard to the processing of personal data
and on the freemovement of such data.
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419 EuGH, Urt. v. 24.11.2011 – C-70/10, GRUR 2012, 265 – Scarlet/SABAM; Becker, DuD 2013, 207, 213;
Breyer, MMR 2009, 14, 16.
420 Simitis/Dammann, in: Simitis, BDSG, 8th Edition, 2014, s. 3 marginal no. 5.
421 Schulze, in: Dreier/Schulze, UrhG, 4th Edition, 2013, s. 2 marginal no. 13.
422 See Becker, DuD 2013, 207, 209; Zech, Information als Schutzgegenstand, Schriftenreihe Jus Privatum,
2012, p. 218 f.
423 Becker, DuD 2013, 207, 209.
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question has stored data of this kind.425 Where, by contrast, if it appeared completely
far-fetched that users would store personal data in such online storage systems, the data
protection rules would be inapplicable from the outset. 426
As already set out supra, a file hosting service provider represents a service provider of
telemedia.427 There is likewise no exclusion applicable under sec. 11 (1) (1-2) TMG.
What is determinative is how the files on the file hosting provider's platform are
classified – as content files, inventory data (sec. 14 TMG) or usage data (sec. 15 TMG).428
Namely: If one assigned the data to the content category, then applicability of the TMG
would be ruled out, and the BDSG would be applicable.429 Some take the view that usage
data within the meaning of sec. 15 (1) TMG should be deemed also to cover content data
in telemedia, in light of the wording and the purpose of the legal norm430, or should, at
least, be treated as analogous to such data in line with that provision.431 Arguments
made against this view are that – particularly in light of the stored content on a file
hosting platform – one cannot speak of 'usage data', because, in contrast to "classic
usage data" such data contain no information on use of the service by a person and the
rules of sec. 15 TMG would likewise make little sense in this respect.432 The special rules
of the Telemedia Act, secs. 14, 15 TMG, likewise are inapplicable here. The concept of
usage data within the meaning of sec. 15 (1) TMG would have to be stretched very far
indeed in order to be construed to include the online content stored with a file hosting
service provider.433 Thus, if the TMG does not govern protection of data stored with file
hosting service providers, the only protection remaining is the subsidiary protection of
the BDSG. However, the requirements of the BDSG leave little room for effective
verification measures, and there can scarcely be any assumption of any relevant legal
permission, let alone any consent by users.434
cc) Copyright vs. data protection law

It is difficult to see how one might resolve the conflict existing between the provisions of
copyright law and those of data protection law. It is obvious that the outcome cannot be
to waive duties of verification. In terms of these, the service providers will only modify
their services in response to court jurisprudence to satisfy such criteria as are
Becker, DuD 2013, 207, 210.
Becker, DuD 2013, 207, 210.
427 See above Section 2, III, 2a.
428 Heckmann, in: Heckmann, jurisPK-Internetrecht, 4th Edition, 2014, c. 9 marginal no. 44.
429 Heckmann, in: Heckmann, jurisPK-Internetrecht, 4th Edition, 2014, c. 9 marginal no. 44; Spindler/Nink,
in: Spindler/Schuster, Recht der elektronischen Medien, 2th Edition, 2011, s. 12 TMG marginal no. 4;
Becker, DuD 2013, 207, 211.
430 Schmitz, in: Hoeren/Sieber/Holznagel, Handbuch Multimedia-Recht, Section 16.2, marginal no. 123.
431 Tinnefeld/Buchner, in: BeckOK DSR, 10th Edition, 2014 (Status as of 01.11.2014), s. 15 TMG marginal no.
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reasonable and, secondly, to create as little harm by their business models as possible,
so that the legal system will deem the business model acceptable.435 If this conflict
cannot be resolved, then under the law in its present state, there are many service
providers who could not de facto continue to survive, because of constant data
protection violations.436 Under data protection law, it would be impermissible to search
through the content files of a user. The duties of verification under copyright law might
result in a kind of "private dragnet" by service providers. Users of the platform would
have an injunctive claim by way of analogy with sec. 7 BDSG, and a claim analogous to
secs. 823 (1), 1004 German Criminal Code for violation of their rights of personality.437
The statutory manifestation of this conflict between the two areas of law is embodied in
the provision of sec. 13 (6) TMG. That statutory norm obliges service providers to
facilitate anonymous/pseudo-anonymous use of its services, to the extent it is
technically possible and reasonable for it to do so. Although, in line with prevailing
opinion, this provision represents only an aspirational precept438, and does not impose
any absolute obligation on the service provider439, a file hosting service provider is, de
facto, caught at the intersection of two conflicting legal schemes. The interests of the
service provider are protected under sec. 13 (6) TMG by a reasonableness limitation,
which is determined by means of a provider-specific test of proportionality440, but the
burden of proof and pleading with respect to unreasonableness lies with the service
provider. 441 Thus, what is ultimately determinative of whether a requirement of
anonymous use is applicable is the criterion of reasonableness and to whom that
criterion applies.442
The OLG Hamburg has already found it unreasonable, based on the risk-prone nature of
a file hosting service provider's business model,443 in that that court focuses its weighing
of factors on what is reasonable towards the rightholder.444 And, indeed, the BGH has not
taken issue with this view.445 However, what the court is missing here is that the
criterion of reasonableness requires only a weighing of the interests of the provider, in
ensuring identification of its customers with the right of the user to self-determination
Becker, DuD 2013, 207, 213.
Becker, DuD 2013, 207, 213.
437 Becker, DuD 2013, 207, 213 with further references; BAG, Urt. v. 20.01.2009 – 1 AZR 515/08, NJW 2009,
1990.
438 Schmitz, in: Hoeren/Sieber/Holznagel, Handbuch Multimedia-Recht, 39th Supplement 2014, Section
16.2, marginal no. 163.
439 Heckmann, in: Heckmann, jurisPK-Internetrecht, 4th Edition, 2014, c. 9 marginal no. 282.
440 Roßnagel, in: BeckRTD-Komm, 2013, s. 13 TMG marginal no. 130; Heckmann, in: Heckmann, jurisPKInternetrecht, 4th Edition, 2014, c. 9 marginal no. 291.
441 Roßnagel, in: BeckRTD-Komm, 2013, s. 13 TMG marginal no. 132.
442 Schröder, MMR 2012, 393, 403.
443 See OLG Hamburg, Urt. v. 14.03.2012 – 5 U 87/09, MMR 2012, 393 marginal no. 175.
444 See OLG Hamburg, Urt. v. 14.03.2012 – 5 U 87/09, MMR 2012, 393 marginal no. 175 .
445 BGH, Urt. v. 15.08.2013 – I ZR 80/12, MMR 2013, 733 marginal no. 40 – File-Hosting-Dienst.
435
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in respect of its information.446 The decisive question in this context is on what party is
the criterion of reasonableness focused.447 The view gaining traction currently focuses
on the fact that this should correctly be analysed from the perspective of the service
provider, because sec. 13 (6) TMG is an embodiment of the general goal of data
avoidance, a goal which is addressed to service providers.448
It seems questionable to present the risk potential of a telemedia service within the
framework of a proportionality test under data protection law in order to enable a file
hosting service provider to satisfy duties of verification. Thus, a file hosting service is
confronted with the following problem: If it complies with the data protection law
requirements of the legislature and facilitates completely anonymous use of its service
within the meaning of data protection law, it will run the risk of encountering difficulties
in discharging, or indeed being unable to discharge, the duties of verification to which it
is subject. As a result, compliance with legal rules of data protection law creates
disadvantages to the service provider in terms of the requirements imposed under its
copyright duties of verification.449
In the Internet age, anonymity and protection of personality rights present two
dilemmas which must essentially be brought into harmony in order to respond
adequately to the demands of an IT infrastructure which is in constant flux. 450 Similarly,
anonymous and pseudonymous communications are protected by constitutional law.
These modes of communications are, specifically, recognised by the law as means of
protecting personality rights of affected parties.451 Rather, modern data protection law
should

develop

differentiated

legal

tools,

which

promote

anonymous

and

pseudonymous communications over the longer term.452
One conceivable way out of this dilemma might be to furnish users of these platforms
with encrypted storage space in order to make it impossible for the file hosting service
provider to access their storage space.453 There could, in addition, be differentiations
Roßnagel, in: BeckRTD-Komm, 2013, s. 13 TMG marginal no. 130; Heckmann, in: Heckmann, jurisPKInternetrecht, 4th Edition, 2014, c. 9 marginal no. 291.
447 Schröder, MMR 2012, 393, 403 with further references; Schneider, Telemedicus v. 29.03.2012,
accessible under www.telemedicus.info/article/2229-OLG-Hamburg-Die-Rapidshare-Entscheidung,-einMeilenstein.html (last access: 14 January 2015).
448 Schröder, MMR 2012, 393, 403 with further references; likewise Stadler, internet-law, accessible under
www.internet-law.de/2012/03/rapidshare-urteil-des-olg-hamburg-jetzt-im-volltext.html (last access: 14
January 2015); quite similar Albrecht, AnwZert ITR 1/2011 Anm. 2, for whom the reasonability is only
dependent on the business modell chosen by the service provider and its rentability.
449 Stadler, internet-law, accessible under www.internet-law.de/2012/03/rapidshare-urteil-des-olghamburg-jetzt-im-volltext.html (last access: 14 January 2015).
450 See Heckmann, NJW 2012, 2631 et seqq.; Härting, NJW 2013, 2065 et seqq.
451 Härting, NJW 2013, 2065 et seqq.
452 Härting, NJW 2013, 2065 et seqq.
453 Becker, DuD 2013, 207, 214; see also the concept of the service "Mega”, https://mega.co.nz/ (last
access: 16 December 2014). The Art. 29-Datenschutzgruppe welcomes the application of encryption
technologies, Article 29 Data Protection Party p. 15 f. fn. 69; see Schröder/Haag, ZD 2012, 495, 498 f.;
446
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made between public user accounts and private ones.454 This would offer the option of
satisfying stricter duties of verification in respect of use of certain service representing
an increased risk of infringement, and thus conceding a lessening of the degree of
privacy, but, on the other hand, in respect of users using the service as a "private hard
drive", achieving a high degree of data protection by foreclosing verification or search
measures.455
e) Impacts in terms of future legislation

At the European level, an evaluation is currently ongoing regarding measures that
hosting providers are required to take when violations are reported to them. The
codification of a “notice-and-action” procedure is intended to facilitate greater legal
certainty in this area, and engender trust and promote growth of cross-border online
services on the European digital market.456 The assumption is that a reasonable range of
duties of verification for hosting providers will in future be codified at the level of EU
law.457
2. Exemption under the Telemedia Act
In addition, a legal exemption under the provisions of the Telemedia Act (TMG) might
also be considered, including in respect of interferer liability. There is a tension between
general duties of verification and monitoring and the claims for elimination (removal)
and injunctive relief (blocks on use) codified by the TMG.458 In questions of legal liability
on the Internet, third-party claims for damages only very rarely play a role. Most of the
time, the claims in question are for removal of illegal information and claims directed at
injunctive relief to prevent future infringements.459 This is also inseparably bound up
with the question of a service provider's other duties of control, blocking or
requirements to act.460 In the realm of the TMG, court jurisprudence and legal scholars
are in some disagreement inter alia as to the question of applicability of secs. 8 to 10
TMG to no-fault claims for elimination and injunctive relief.461

Schröder/Haag, ZD 2012, 362, 364; Schröder/Haag, ZD 2011, 147, 148; see in detail for action
recommendations for a sharehoster like Uploaded Section 3, V – Recommendations für actions.
454 Becker, DuD 2013, 207, 214; Becker/Becker, WRP 2013, 41.
455 Becker, DuD 2013, 207, 214.
456 European Commission, SWD (2013) 153 final, Commission staff working document v. 23.04.2013, p. 17;
see also 13. Interim report of the Enquete-Commission “Internet und digitale Gesellschaft”, BT-Drs.
17/12542, p. 84.
457 Schwartmann/Polzin, in: Hoeren/Bensinger, Haftung im Internet, 2014, c. 6 marginal no. 61.
458 Hoeren/Sieber/Holznagel, Multimedia-Recht, 39th Supplement 2014, Section 18.1 marginal no. 56.
459 Härting, Internetrecht, 5th Edition, 2014, marginal no. 2070.
460 Härting, Internetrecht, 5th Edition, 2014, marginal no. 2070.
461 Negating the applicability BGH, Urt. v. 11.03.2004 – I ZR 304/01, GRUR 2004, 860 –
Internetversteigerung I; confirming for trademark law BGH, Urt. v. 19.04.2007 – I ZR 35/04, GRUR 2007,
708 – Internetversteigerung II; confirming for competition law BGH, Urt. v. 12.07.2007 – I ZR 18/04, GRUR
2007, 890 – Jugendgefährdende Medien bei eBay; confirming for the freedom of speech BGH, Urt. v.
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a) Trigger for the application of the rules of the TMG
As an initial matter, the scope of application of the Telemedia Act would have to be
triggered with respect to Uploaded. The prerequisite to this is that the file hosting
service is a proper target of the liability rules of the TMG and simultaneously covered by
its substantive scope of application.
The legal norm is directed at "service providers of telemedia". Pursuant to the legal
definition in sec. 2, 1st sentence, item 1 TMG, a 'service provider' is any natural person
or legal entity which offers telemedia of its own or of third parties for use or facilitates
access to such use. In the case of audio-visual media services on-demand, a service
provider will be any natural person or legal entity which effectively controls the
selection and form of the content offered.462 Telemedia are defined as 'all electronic
information

and

communication

services'

unless

they

represent

"pure"

telecommunications services, telecommunications-supported services or radio.463
The service providers referred to under the umbrella term "Internet service provider"
(ISP) or merely "providers"464 bear a share of the risks and dangers of illegal conduct on
the Internet, depending on the level of their technical and content contribution and
ability to influence the actions of users.465 In the early days of the Internet, the spectrum
of services offered by providers was still limited and clearly delineated. In the meantime,
diversification of services has given rise to companies that both furnish access to the
Internet and also deliver content and are thus able to offer the whole range of services
as a 'one-stop shop'.466
Hosting providers are also covered by the definition of service providers. 467 In
substantive respects, a differentiation must be made between liability of service
providers for proprietary information and for third-party content uploaded to the
Internet by third parties.468

27.03.2007 – VI ZR 101/06, GRUR 2007, 724 – Meinungsäußerung im Internetforum;
Hoeren/Sieber/Holznagel, Multimedia-Recht, 39th Supplement 2014, Section 18.1 marginal no. 50.
462 Roggenkamp/Stadler, in: jurisPK-Internetrecht, 4th Edition, 2014, c. 10 marginal no. 53;
Hoeren/Sieber/Holznagel, Multimedia-Recht, 39th Supplement 2014, Section 18.1 marginal no. 30.
463 Holznagel/Ricke, in: Spindler/Schuster, Recht der elektronischen Medien, 2th Edition, 2011, s. 1 TMG
marginal no. 3.
464 See also BVerfG, Beschl. v. 16.06.2009 – 2 BvR 902/06, JuS 2009, 1131.
465 Roggenkamp/Stadler, in: jurisPK-Internetrecht, 4th Edition, 2014, c. 10 marginal no. 56.
466 Roggenkamp/Stadler, in: jurisPK-Internetrecht, 4th Edition, 2014, c. 10 marginal no. 56.
467 Roggenkamp/Stadler, in: jurisPK-Internetrecht, 4th Edition, 2014, c. 10 marginal no. 61; Härting,
Internetrecht, 5th Edition 2014, marginal no. 2121.
468 Härting, Internetrecht, 5th Edition 2014, marginal no. 2068; Hoeren/Sieber/Holznagel, MultimediaRecht, 39th Supplement 2014, Section 18.1 marginal no. 36.
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As already noted469, Uploaded is a hosting provider. Accordingly, a hosting provider is
likewise deemed a 'service provider' within the meaning of secs. 2 (1), sec. 10, 1st
sentence, No. 1 TMG.470
We may thus conclude that Uploaded, as a service provider, is covered by the scope of
application of the Telemedia Act.
b) Applicability of exemptions from liability (secs. 7-10 TMG)
Secs. 7 ff. TMG contain exemptions from liability for access and hosting providers.
Whereas sec. 8 TMG exempts access providers from liability for information transmitted
through them as conduits, hosting providers are exempt from liability for third-party
information under sec. 10 TMG if they have no knowledge of infringements by third
parties and provided the infringements are not "obvious".471 The policy basis underlying
this rule is that it is impossible, as a factual matter, to subject the immense volumes of
data stored by service providers to effective controls.472
However, the applicability of these rules is premised on the condition that the elements
of the exemptions are also applicable to claims for injunctive relief within the
framework of interferer liability.
aa) No applicability of exemptions from liability to claims for injunctive relief

Against the background of a landmark decision of the BGH on a service provider’s
interferer liability, there have been heated debates both in court jurisprudence and
amongst legal scholars on the question of whether the above-referenced provisions are
applicable to no-fault claims for elimination and injunctive relief. 473 The starting
premise of the BGH was that the exemptions provided under secs. 7 - 10 TMG are not
applicable.474 Rather, in respect of claims for elimination and injunctive relief, the court
found that the general principles of interferer liability, as developed and shaped by court

See in detail for the classification of Uploaded as a host provider Section 1, I, 1, b – Classification by
categories of providers.
470 This results from BGH, Urt. v. 12.07.2012 – I ZR 18/11, MMR 2013, 185 marginal no. 21 – Alone in the
Dark mit Anm. Hoeren, MMR 2013, 185, 188 et seqq.
471 Härting, Internetrecht, 5th Edition 2014, marginal no. 2074.
472 Kropp, Die Haftung von Host- und Access-Providern bei Urheberrechtsverletzungen, Frankfurt 2012,
p. 98; Heß, Verantwortlichkeit von Diensteanbietern für Informationen im Internet nach der Novellierung
des Teledienstegesetzes, Bd. 1, Berlin 2005, p. 11.
473 Sieber/Höfinger, in: Hoeren/Sieber/Holznagel, Multimedia-Recht, 39th Supplement 2014, Section 18.1
marginal no. 49; negating the apllicability BGH, Urt. v. 11.03.2004 – I ZR 304/01, GRUR 2004, 860 –
Internetversteigerung I.
474 BGH, Urt. v. 11.03.2004 – I ZR 304/01, GRUR 2004/860 – Internetversteigerung I; confirmed for the
TMG BGH, Urt. v. 19.04.2007 – I ZR 35/04, GRUR 2007/708 – Internetversteigerung II; like OLG Hamburg,
Urt. v. 22.08.2006 – 7 U 50/06, MMR 2006, 744; OLG Düsseldorf, Urt. v. 07.06.2006 – 15 U 21/06, MMR
2006, 618 marginal no. 21.
469
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jurisprudence, remain applicable.475 The justification given by the BGH for this was that
the requirements governing claims for damages would otherwise be set to a lower
standard than for other forms of liability.476
An argument in favour of this position is that the German legislature implemented Arts.
12 – 14 of the E-Commerce Directive by secs. 8 – 10 of the TMG, and the E-Commerce
Directive has no impact on the ability of Member States to provide rules on elimination
and injunctive relief under domestic law.477 Similarly, the E-Commerce Directive does
not itself contain any rules on the substantive form in which claims for elimination and
injunctive relief must be cast.478 The authors of the E-Commerce Directive have been
criticised for this omission.479
In addition, the systematic position of sec. 7 (2) TMG represents a further argument
against applicability. It would be hard to understand why the legislature codified an
exception in the rule under sec. 7 (2) TMG, and the basic rule, which should be given
priority, is found only in the secs. 8 – 10 TMG which follow.480 This view is also followed
(albeit with restrictions) by the OLG Hamburg in its most recent case decisions.481 In
respect of injunctive claims, as well, the court found that there is no discernible reason
that would justify subjecting all providers to the same liability scheme and the same
duties of verification, irrespective of the type of their service and of the intensity of
infringement activity. Rather, consideration must be taken of the role and remit of the
party against whom an interference claim is being asserted, and an analysis undertaken
– in light of the personal responsibility of the third party acting directly – as to how far
duties of verification go in an individual case. The clarifications of the Federal Court of
Justice are not unlimited in their application, and they do admit of exceptions.482

Stadler, Haftung für Informationen im Internet, 2005, marginal no. 26.; Bornkamm/Seicher, CR 2005,
747, 749 f.; Lehment, WRP 2003, 1058, 1063; Spindler, MMR 2004, 333, 334; Spindler/Volkmann, WRP
2003, 1, 3 et seqq.; Volkmann, CR 2003, 440, 441.
476 BGH, Urt. v. 11.03.2004 – I ZR 304/01, GRUR 2004, 860 marginal no. 38 – Internetversteigerung I;
Roggenkamp/Stadler, in: jurisPK-Internetrecht, 4th Edition 2014, c. 10 marginal no 72.
477 Sieber/Höfinger, in: Hoeren/Sieber/Holznagel, Multimedia-Recht, 39th Supplement2014, Section 18.1
marginal no. 50.
478 Sieber/Höfinger, in: Hoeren/Sieber/Holznagel, Multimedia-Recht, 39th Supplement 2014, Section 18.1
marginal no. 47; Recital 45 only speaks of „injunctions of different kinds“ and especially of “including the
removal of illegal information or the disabling of access to it”.
479 Spindler, MMR 1999, 199, 204; Stadler, Haftung für Informationen im Internet, 2005, marginal no. 68.
480 Sieber/Höfinger, in: Hoeren/Sieber/Holznagel, Multimedia-Recht, 39th Supplement 2014, Section 18.1
marginal no. 50.
481 OLG Hamburg, Urt. v. 21.11.2013 – 5 U 68/10, MMR 2014, 625.
482 OLG Hamburg, Urt. v. 21.11.2013 – 5 U 68/10, MMR 2014, 625; see BGH, Urt. v. 11.03.2004 – I ZR
304/01, MMR 2004, 668 et seqq. – ROLEX, with comment Hoeren, K&R 2004, 486, 489; critical for
example Berger/Janal, CR 2004, 917 et seqq.; BGH, Urt. v. 19.04.2007 – I ZR 35/04, GRUR 2007, 708 –
Internetversteigerung II also regarding preventive injunctive claims; BGH Urt. v. 30.04.2008 – I ZR 73/05,
GRUR 2008, 702 – Internetversteigerung III; BGH, Urt. v. 22.07.2010 – I ZR 139/08, GRUR 2011, 152
marginal no. 45 – Kinderhochstühle im Internet.
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However, sec. 7 (2) 2nd sentence TMG only covers one area of interferer liability.483
Where the relief sought in a claim is something other than removal and blocking of data,
secs. 8 – 10 TMG must be considered.484 Accordingly, the jurisprudence of the BGH is
coming under more and more criticism485, also in light of the more recent jurisprudence
of the ECJ486.
In addition, it is problematic that, as regards claims for damages, sec. 10 (1) (2) TMG
would deem knowledge of facts or circumstances making the illegal act apparent to be
sufficient to deny the exemption. If one would read this knowledge requirement into sec.
7 (2), 2nd sentence TMG, then a hosting provider would not be obliged to block data in
the absence of positive knowledge, but would nevertheless be liable for damages. It is
thus still difficult to comprehend why greater requirements are imposed with respect to
injunctive claims than with respect to claims for damages which are more extensive.487
bb) Liability exemptions applicable to injunctive claims, as well

Increasingly, criticisms are being expressed that the exemptions from liability do also
apply to injunctive claims. In part, it is even assumed that the BGH will no longer adhere
to its previous jurisprudence, after now having delved into the exemptions from liability
under sec. 14 (1), Art. 15 (1) of Council Directive 2000/31/EC in connection with
injunctive claims488 489. In a new decision from the year 2013, the Berlin appellate court
also followed this view, but without giving any more precise reasoning.490 The Berlin
court stated that it was referring to the jurisprudence of the ECJ, which does not
differentiate liability for damages and injunctive liability in interpreting Art. 14 (1), Art.
15 (1) of Council Directive 2000/31/EC, which sec. 10, 1st sentence, 7 (2) TMG are
intended to transpose into domestic law.491 However, the decision by the Berlin
Sieber/Höfinger, in: Hoeren/Sieber/Holznagel, Multimedia-Recht, 39th Supplement 2014, Section 18.1
marginal no. 50; see also Ott, WRP 2007, 605, 606 et seqq.
484 Sieber/Höfinger, in: Hoeren/Sieber/Holznagel, Multimedia-Recht, 39th Supplement 2014, Section 18.1
marginal no 50.; Sieber, Verantwortlichkeit im Internet, München 1999, marginal no. 381 et seqq.
485 See Lehmann/Rein, CR 2008, 97, 101; Leible/Sosnitza, NJW 2007, 3324 f.; Leible/Sosnitza, WRP 2004,
592, 598; Volkmann, CR 2004, 767, 768.
486 EuGH, Urt. v. 23.03.2010 – C-236/08 bis C-238/08, GRUR 2010, 445 – Google France und Google; EuGH,
Urt. v. 12.07.2011 – C-324/09, GRUR 2011, 1025 – L´Oréal/ebay.
487 Sieber/Höfinger, in: Hoeren/Sieber/Holznagel, Multimedia-Recht, 39th Supplement 2014, Section 18.1
marginal no. 51; see also BGH, Urt. v. 11.03.2004 – I ZR 304/01, GRUR 2004/860 – Internetversteigerung I.
488 See BGH, Urt. v. 17.08.2011 – I ZR 57/09, GRUR 2011, 1038 marginal no. 22 – Stiftparfum; BGH, Urt. v.
12.07.2012 – I ZR 18/11, MMR 2013, 185 – Alone in the Dark.
489 So Köhler, in: Köhler/Bornkamm, UWG, 32nd Edition, 2014, s. 8 Rn 2.28; Lorenz, jurisPR-ITR 6/2012,
Anm. 4; v. Ungern-Sternberg, GRUR 2012, 312, 327; v. Wolf, in: Wandtke/Bullinger, UrhR, 4th Edition, 2014,
s. 97 marginal no. 25; Nolte/Wimmers, GRUR 2014, 16, 20.
490 KG Berlin, Urt. v. 16.04.2013 – 5 U 63/12, MMR 2014, 46 marginal no. 108: "Dies erscheint
einleuchtend".
491 EuGH Urt. v. 23.03.2010 – C-236/08 bis C-238/08, GRUR 2010, 445 marginal no. 114 et seqq. – Google
France und Google; EuGH, Urt. v. 12.07.2011 – C-324/09, GRUR 2011, 1025 – L´Oréal/ebay; Kremer,
Haftungsprivilegierungen im TMG doch auf Unterlassungsansprüche anwendbar, accessible under
http://www.cr-online.de/blog/2013/10/14/kg-haftungsprivilegierungen-im-tmg-doch-aufunterlassungsansprueche-anwendbar/ (last access: 11 December 2014); ders., Der BGH, das TMG und die
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appellate court is not yet res judicata. Rather, an appeal from the decision is pending
before the BGH (case I ZR 94/13), such that the court's 1st Panel will now once again be
given the opportunity to clearly adjudicate on the issue or possibly to refer it as a
question to the ECJ.492
If an injunctive claim is not covered by the exemptions provided under secs. 8-10 TMG,
then all providers would remain subject to demands for removal and blocking by
(putative) affected parties, although it is a recognised principle, at least in copyright law
and the general law of personality, that a service provider is unable to distinguish
between permissible and impermissible content.493 Due to the high cost risk of litigation,
this creates an incentive to block content upon receipt of the first objection.494
Ultimately, service providers are subject to much broader liability in respect of no-fault
claims for injunctive relief than in respect of claims for damages which are faultbased.495 This result is in manifest conflict with the intention of the legislature, because
this would otherwise mean that the exemptions from liability under the TMG would be
denied to an injunctive defendant (whose liability is already more extensive anyway).
The stated goal of the TMG is, after all, to limit the liability of service providers.496
c) Conclusions regarding exemptions from liability under TMG with respect to injunctive
claims

In conclusion, we should note that this disputed issue cannot be clearly resolved in light
of the present state of court jurisprudence. This is due, not least of all, to the divergent
views of the panels of the BGH. Whereas Civil Panel I of the BGH is attempting in its
current decisions to avoid taking a clear position on the issue,497 Civil Panel VI of the
BGH continues to assume that the exemptions from liability do not apply to injunctive
claims.498 In light of the more recent jurisprudence of the ECJ499, it seems at least an
open question whether the BGH will be able to and will in fact continue to adhere to its
line of decisions in future.500 Thus, the more recent case decisions of the OLG Hamburg
deserve favourable mention. That court stated that the exclusion of the exemption from

Unterlassungsansprüche – Section 2, accessible under www.cr-online.de/blog/2013/12/16/der-bgh-dastmg-und-die-unterlassungsansprueche-teil-2/ (last access: 11 December 2014).
492 Roggenkamp/Stadler, in: jurisPK-Internetrecht, 4th Edition, 2014, c. 10 marginal no. 459.
493 Nolte/Wimmers, GRUR 2014, 16, 20.
494 Nolte/Wimmers, GRUR 2014, 16, 20.
495 Ehret, CR 2003, 754, 760; Hoeren, MMR 2004, 643, 648.
496 Ehret, CR 2003, 754, 760; Hoeren, MMR 2004, 643, 648.
497 See z.B. BGH, Urt. v. 16.05.2013 – I ZR 216/11, GRUR 2013, 1229, 1231 – Kinderhochstühle im Internet
II.
498 See BGH, Urt. v. 27.03.2012 – VI ZR 144/11, ZUM 2012, 566 – RSS-Feeds.
499 EuGH, Urt. v. 12.07.2011 – C-324/09, GRUR 2011, 1025 – L´Oréal/ebay; EuGH, Urt. v. 23.03.2010 – C236/08 bis C-238/08, MMR 2010, 315 – Google France/Louis Vuitton.
500 Roggenkamp/Stadler, in: jurisPK-Internetrecht, 4th Edition, 2014, c. 10 marginal no. 457.
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liability cannot apply without restrictions, and that courts must acknowledge exceptions
that are oriented to the type of service and to the intensity of the acts of infringement.501

501

OLG Hamburg, Urt. v. 21.11.2013 – 5 U 68/10, MMR 2014, 625.
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Section 3: Examination as to whether duties of verification exist and
how they may be discharged in technical respects
The duties of verification to be discharged by a file hosting service provider may be
broken down into general and enhanced duties of verification. Whereas general duties
of verification must always be complied with (to the extent reasonable) where there is
any indication of a violation in order to prevent a similar infringement of that specific
work as to the future,502 enhanced duties of verification will only be potentially present
if one may assume that the specific interferer is aiding and abetting violations and thus
promoting infringing use.503
The duties of verification incumbent on platform operators should always be assessed in
terms of their reasonableness, which means that the discharge of such duties must not
unduly burden the platform operator’s business model, or even place it commercially at
risk.504 In addition, it must likewise always be taken into account that pursuant to sec. 7
(2) 1st sentence TMG, no duty can be imposed on any service provider to undertake a
proactive review of its server content without any specific cause to do so.505
We must first determine whether Uploaded always discharges the general duties of
verification to be complied with from such time as it learns of any copyright violation (I.).
The question which then poses difficulty is whether Uploaded might also be required to
discharge enhanced duties of verification, which will ordinarily be the case if it is
possible to deem Uploaded to have "aided and abetted to a substantial degree", i.e. if the
risk situation posed is a special one, going beyond the general risks of the Internet (II.).
Where, with respect to the preceding point, it is determined that a particular risk
situation of this kind exists because the provider is promoting infringing use,506 then one
must examine by way of a final step whether the service provider is in fact effectively
discharging the enhanced duties of verification that then arise (III.).

I. Technical performance of general duties of verification
The first question is whether Uploaded discharges its general duties to monitor, which
are duties ordinarily incumbent on the platform operator where a user of a file hosting
service has committed a copyright violation.507 It will likewise always be necessary to
consider that the general legitimacy of the provider's business model has already been
See BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 785, 785 – Alone in the Dark.
See BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3247 marginal no. 31 – File-Hosting-Dienst.
504 BGH, Urt. v. 15.08. 2013 – I ZR 80/12, NJW 2013, 785, 786 – File-Hosting-Dienst. Regarding the
fundamental legality of the business model see Section 1, II – Business model of a file hosting service such
as entitled to protection, specifically analized under jurisdiction to-date.
505 See also BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 784, 785 – Alone in the Dark.
506 See BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3247 marginal no. 31 – File-Hosting-Dienst.
507 See BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 784, 785 – Alone in the Dark.
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the subject of judicial rulings and any duties of verification which might exist thus will
not be permitted to give rise to any commercial risk or disproportionate burden on that
specific business model in terms of their reasonableness. 508 Proactive duties of
verification, i.e. duties of verification without any causal trigger, are impermissible, as
already provided under sec. 7 (2) 1st sentence TMG, such that the general duties of
verification to be examined here will ordinarily only become relevant from such time as
Uploaded gains knowledge of illegal content on its servers.509
1. Substance of relevant, general duties of verification

The general duties of verification a platform operator must discharge to prevent the
same type of infringements of a concrete, reported work are firstly aimed at eliminating
the specific, reported illegal work. Thus, the specific, reported illegal content must be
blocked 510 or, in the ideal case, directly deleted without delay. 511 A "takedown"
obligation of this kind arises in this respect already from sec. 7 (2) 2nd sentence TMG,
and is not affected by the limitations on liability for damages set out in secs. 8 ff. TMG.
However, the platform operator must, in addition, take care to actually prevent future
infringements so that, wherever possible, no further violations of the same type will
occur (= refraining from facilitating future infringements). 512 In this respect, according
to the BGH the provider must "do everything that is reasonable […] in technical and
commercial respects" in order to minimise a risk of such violations for the future. 513 In
doing so, the provider must furthermore ensure that neither the user responsible for the
reported violation nor other users can again carry out the same type of acts of copyright
infringement on the platform operator's servers.514 Thus, a platform operator will, for
example, not be deemed to satisfy its duties of verification if it merely deletes the
specific user and blocks that user as to the future.515 Rather, the platform operator must
start with the specific infringed work and implement an effective means of preventing
repeat violations in respect of that work.
2. Technical options for implementing general duties of verification

The technical options for discharging the duties of verification relevant to the operator
should always be analysed in light of the operator's specific technical design of its
technical infrastructure. In addition, these duties of verification may not exceed what is
See also BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 785, 786 – Alone in the Dark.
See also BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 785, 786 – Alone in the Dark.
510 BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 785, 786 – Alone in the Dark.
511 More specificly on technical options, see below Section 3, I, 2 – Technical options for implementing
general duties of verification; see also Becker/Becker, WRP 2013, 41, 44 et seqq.
512 See BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 785, 786 marginal no. 29 – Alone in the Dark.
513 BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 785, 786 marginal no. 31– Alone in the Dark.
514 BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 785, 786 marginal no. 32 – Alone in the Dark.
515 For the notification and deletion system used by uploaded see Section 3, I, 3, a und b. At this a
graduated sanction system is to be welcomed, see Section 3, I, 2, et seq.
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reasonable and may not be allowed to lead to a commercial risk to the provider or a
disproportionate burden on its business model.516
The duties of verification specifically at issue here should once again be broken down
into measures of reactive elimination of violations and measures of future prevention of
violations.517
a) Enabling parties to submit deletion requests

With respect to the duty of elimination (see e.g. sec. 7 (2) 2nd sentence TMG) it will
usually be necessary to provide a suitable option for submitting a "takedown" request.
Whilst an incoming "takedown" request is manually analysed, the blocking of the
content determined to be illegal which then follows must be carried out without
delay.518 In overall respects, one should accordingly note that whilst it still remains
possible to first carry out a manual review of deletion requests, the overall process from
receipt of the deletion request to the specific removal of the illegal content must not be
subject to any culpable delays on the part of the provider. The question of how the
option of submitting such a "takedown" request might be implemented in technical
respects is a matter in the general discretion of the platform operator.519
b) Filtering via hash value

For purposes of preventing future violations, there is a host of technical measures which
can be put in place, but the applicability of these will, in turn, depend on the technical
infrastructure of the specific platform.520
Thus, the first potential tool for filtering infringing content is the so-called "hash filter".
521

So-called hash functions actually constitute essential components of encryption

processes. Because every change to a file will likewise change its hash value, as a general
matter one can test the integrity of a file by generating a hash value, which, in terms of
IT security, usually constitutes the main purpose of the hash functions. However, even
outside the realm of IT security, such hash functions may, in addition, be used precisely
in order to locate the same type of files on a server. Thus, for example, an uploader may
change the name of a file so that it cannot be located by a keyword filter. 522 However,
See also BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 785, 786 – Alone in the Dark.
Regarding the obligation to prevent future legal infringements see also BGH, Urt. v. 19.04. 2007 – I ZR
35/04, NJW 2007, 2636, 2639 marginal no. 45 – Internetversteigerung II.
518 See BGH, Urt. v. 17.08.2011 – I ZR 57/09, MMR 2012, 178, 179 marginal no. 21 – Stiftparfum.
519 Yet regarding the obligation to apply a deletion interface for the prevention of future legal
infringements see BGH, Urt. v. 19.04.2007 – I ZR 35/04, NJW 2013, 3245, 3249 marginal no. 54 – FileHosting-Dienst, on the compliance with enhanced duties of verification Concerning the fulfillment of the
duty to remove illegal content these special requirements can yet be disregarded.
520 For an overview of technical measures to prevent future infingements of the law see Nordemann, CR
2010, 653 et seqq.
521 See Nordemann, CR 2010, 653, 656.
522 See below Section 3, I, 2, c – Filtering by keyword.
516
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the hash value of the file content will not change even if the file name is changed, such
that it continues to be possible to identify the file by means of its hash value. In specific
terms, the platform operator ascertains the hash value identity of a file which has been
found to be infringing by generating its hash value. That very hash value is held in a
database and compared with new files uploaded by users. Where it is determined in the
course of such checks that a user intends to upload a file although its hash value is the
same as a value entered in the database, the uploading user may be penalised and the
upload may be aborted.
The disadvantage of these very hash filters consists of the ability to manipulate the
outcome of the filtering process, which is similar to the situation with keyword filters.
Because the hash values of files will change even where minimal changes to their
contents are made, a file which is the same as a work which is registered as infringing in
the hash database will slip through the hash filtering net if even only small file fragments
are changed (although it does still constitute the same work).523 To take a video film as
an example, the hash value of a file will already be significantly changed if the same film
is offered in a different file format or is truncated by even only one second. On the other
hand, it is also possible (although this case will occur only very infrequently in
mathematical terms) two different works can have the same hash value, i.e. create a socalled mathematical conflict.524 In addition to these conflicts in technical respects, there
can also be conflicts of a pure factual nature. Where public access is illegally given by a
user to a work and as a consequence of this its hash value is entered into the filter, one
must ensure that it will continue to be possible for honest users to continue to use the
files they have been legally using such as their backup copies. Accordingly, we must note
that although the use of hash filters may, in individual cases, be a promising avenue
when searching for further works of the same kind, the use of such filters will in any
event not suffice on its own in order to discharge duties of verification and control.525
Nevertheless, we do note that a technical measure will not be deemed unsuitable for
performing duties of verification merely because it does not capture all acts of
infringement.526 Despite the disadvantages arising from this, the use of hash filters may
thus at least help in discharging duties of verification.
c) Filtering by keyword

Another way in which future infringements may be prevented is through the use of socalled "keyword filters" for text-based filtering. However, media content such as
images and video films will cause difficulty in this context in that text-based filtering can
See also Nordemann, CR 2010, 653, 659.
Eckert, IT-Sicherheit, 7th Edition, 2012, p. 376.
525 Regarding the fulfilment of the extented duties of verification and monitoring see already BGH, Urt. v.
19.04.2007 – I ZR 35/04, NJW 2013, 3245, 3249 marginal no. 53 – File-Hosting-Dienst.
526 BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 784, 786 marginal no. 35 – Alone in the Dark.
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only be done for file names, not for their contents. However, a file name is not always
unambiguous, and users can freely change them, for which reason one can only draw
limited inferences as to the contents of a file from its name.527
There is, moreover, always the risk here of so-called "overblocking", meaning that
filtering which is too rigid might pose an obstacle to legal instances of use. For example,
the file description "My honey, our family and me" might refer to a family's holiday film
or similarly titled movie from the year 2008. In particular, generic terms such as "Love"
are used in a great variety of constellations. Filtering which is too rigid would
accordingly have impacts primarily on legal content and thus impair the ability of users
to use the service for legal uploads. The question of whether a file hosting service should
accept the filtering of content which is legal as "collateral damage" is one on which
different courts have taken disparate views. The German BGH finds that they should,
referring to contract structures on the part of hosting providers, which are drafted
accordingly. 528 However, this is in conflict with the view of the ECJ, which finds that
blocking of permissible content should be avoided.529
The OLG Hamburg likewise recognises the risk inherent in the use of keyword filters, in
that works being legally used by other users may regularly be affected.530 That court
stated that, ordinarily, checking a file name will not yield the desired outcome.531 Instead,
the court finds that the content of the file must be scrutinised, as well. However, in the
absence of any appropriate legal basis for doing so, content scrutiny of this kind may
likewise be impermissible ab initio. 532 The criticisms raised by the OLG Hamburg are
well taken in that one cannot demand that a business owner whose business model is
deemed legal should interfere with that precise legal use as a result of court-imposed
control measures. To the contrary: This kind of overblocking would, instead, have the
anticipated effect of making legal users sense that they are being restricted in their data
sovereignty and potentially cause them to abandon the service.
The OLG Cologne has likewise found in this respect533 that the use of a keyword filter
that substantially restricts access to legitimate content will constitute an unreasonable
measure.534 Thus, measures for the prevention of infringements as to the future must be
See also Becker/Becker, WRP 2013, 41, 44.
BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 784, 786 marginal no. 45 – Alone in the Dark.
529 EuGH, Urt. v. 16.2.2012 – C-360/10, ZUM 2012, 307 marginal no. 50.
530 OLG Hamburg, Urt. v. 14.03.2012 - 5 U 87/09, ZUM 2013, 303, 326. See also OLG Köln, Urt. v.
18.07.2014 – 6 U 192/11, GRUR 2014, 1081, 1086, as far as it is determined that internet users using the
service of the service provider to gain lawful access to information must not be impaired.
531 OLG Hamburg, Urt. v. 14.03.2012 - 5 U 87/09, ZUM 2013, 303, 326; see also Volkmann, K&R 2013, 253,
259.
532
See also OLG Hamburg, Urt. v. 14.03.2012 – 5 U 87/09, NJOZ 2012, 1442, 1457; see also below, Section
3, I, 2, c.
533
OLG Köln, Urt. v. 18.07.2014 – 6 U 192/11, GRUR 2014, 1081.
534
OLG Köln, Urt. v. 18.07.2014 – 6 U 192/11, GRUR 2014, 1093.
527
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crafted in a way which is strictly targeted, in other words capable of preventing further
copyright violations without adversely affecting Internet users who make use of content
from the provider which is exclusively legal.535
However, we must note in conclusion that the courts have not arrived at a final
resolution of the question of how precisely a filter system should be designed, and in
particular, it may be necessary for courts to precisely analyse the design of such systems
in individual cases.536
In addition, it will be somewhat rare for users to store illegal files under the specific
name of the work, but rather they will frequently save them with random abbreviations
or even by using cryptic sequences of characters.537 The use of cryptic file names in a file
hosting context also comes about because file hosting service pages usually do not
permit users to perform searches for particular file names anyhow, in other words, file
hosting services are not concerned with affording users the ability to locate files
internally within their service.538
Beyond all of these points, the specific point of entry of keyword filtering systems, in
other words the point in the process of the IT system at which filtering of this precise
type is to take place, poses problems, as well. Because the duties of verification
incumbent on the operator include both a duty of elimination (i.e. removal of all works
of the same kind ex tunc that were previously stored on its server) and prevention of
uploads of works of the same kind as to the future (ex nunc), where an operator uses a
keyword filter, it must ensure that the search terms added to the keyword database are
checked not only against future uploads, but rather also that the current content of its
servers is scanned for works of the same kind.539
Where keyword filters are used for searches of files of the same kind, there are certain
requirements to be met in terms of technical implementation. For example, in
developing such filter systems, programmers need to ensure that the filter will also
capture similar spellings of the search terms. This relates, firstly, to any spelling
mistakes which might occur ("curse of the carribbean") and, secondly, permits searches
to disregard capitalisation and lower case spellings of the term. A further point for
consideration when keyword searches are being performed is that certain search terms
will be more apt than others to yield results when searching for works of the same kind
(a search for "curse" or "caribbean" will accordingly be more likely to yield results than

535

OLG Köln, Urt. v. 18.07.2014 – 6 U 192/11, GRUR 2014, 1093.
Härting, Internetrecht, 5th Edition, 2014, marginal no. 2161. In this respect the justified critic oft je OLG
Hamburg has not been taken into consideration by the BGH.
537 See also Nordemann, CR 2010, 653, 659.
538 See also Nordemann, CR 2010, 653, 659.
539 See also BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 784, 786 marginal no. 34 – Alone in the Dark.
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a search for "the").540 Nevertheless, it is questionable how any such keyword analysis
may be implemented at all in technical respects. In terms of automatic analyses, there
are at present no known computer programmes which are capable of semantic/logical
thought in this way.
A further difficulty in this regard relates to whether all file names of illegal works
reported have to be entered into the database even if that file name was in no way
indicative of the work itself. Thus, for example, a user might upload illegal content but
assign the title of another work to it.541 If that title is then entered into the keyword filter
database, in this way the user could block completely different works on different
servers and thus files containing completely different content. This would thus give
users a tool with which to block content of other users (a "user-generated overblocking
tool," so to speak), 542which would likewise impact on legal content and, in addition,
represent a significant vulnerable point of access as a security defect.
Because file searches using keyword filters in some cases lead to a certain degree of
blurring of search results, one might, ultimately, demand manual final controls of the
search results.543 Thus, in individual cases it will be uncertain whether a file that has
turned up actually contains the copyright-protected work, such that it will be necessary
to manually open and view the file. However, the difficulty posed is that, in order to
ascertain the contents of the file, the person undertaking the manual post-checks of the
search results will ordinarily also have to carry out an act of duplication which is
relevant for purposes of copyright law. Accordingly, it is doubtful whether the file
hosting service can in fact be required to discharge duties of verification that go as far as
demanding that it commit a copyright violation of its own. There might likewise be a
lack of the legal basis needed to carry out such content searches of user files.544 In
addition, files on the servers of a file hosting service are often stored by means of
encryption, such that manual post-search checks may de facto be impossible already for
this reason.
However, as a general proposition, a general duty to review uploaded and stored files is
also generally problematical in the light of the rights of parties to data sovereignty. In
particular, filter software is unable to distinguish between files uploaded for wrongful
provision of public access and files which are uploaded for legal private use (e.g.
backups).545 In particular, the filter system used must also be appropriate to performing
precise intervention with the user's data. The quality standard applied to filtering by
So also Nordemann, CR 2010, 653, 659.
See also Becker/Becker, WRP 2013, 41, 44.
542 See Becker/Becker, WRP 2013, 41, 44.
543 See BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 784, 786 marginal no. 35 – Alone in the Dark.
544 See also OLG Hamburg, Urt. v. 14.03.2012 – 5 U 87/09, NJOZ 2012, 1442, 1457.
545 See also OLG Hamburg, Urt. v. 14.03.2012 – 5 U 87/09, ZUM 2013, 303, 326; see also Becker/Becker,
WRP 2013, 41, 44.
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keyword filters must not be allowed to give rise to any expansion of the controls that
would result in a general duty to monitor user data. Any such monitoring would,
furthermore, be impermissible in the light of Art. 15 (1) of Council Directive
2000/31/EC.546 The "SCARLET" judgment of the ECJ accordingly refused alrady to find
that access providers had any such general duties of monitoring.547 The ECJ has likewise
found in the interim that such duties of monitoring should not be found in respect of a
hosting provider, either.548 A copyright holder's basic right to intellectual property is
balanced in this context against the basic right of the operator of the network to carry on
a business under Art. 16 of the EU Charter of Fundamental Rights and the fundamental
rights of users of the service to protection of their personal data, under Arts. 8 and 11 of
the Charter. The court strikes the balance here in favour of the latter rights and against
copyright.549
However, these court decisions should not be understood to suggest that this means that
any and all filtering is impermissible. Rather, what is prohibited is merely the "active
monitoring" of users without good cause.550 As a result of the broad formulation of the
referred question, the court's judgment states in opposition to a general duty to monitor,
but not an opposition to any and all forms of filtering per se. This is arises from Art. 14 (1
a) and Art. 14 (3) of Council Directive 2000/31/EC. According to that scheme, general
measures to prevent and stop violations are permitted as a basic matter, particular
where the hosting provider learns of illegal activity. However, the German BGH likewise
does not require hosting providers to discharge any proactive duty to monitor here, 551
since this would also contravene sec. 7 (2) 1st sentence TMG. Rather, the BGH finds
there to be a legal basis for targeted checks of suspicious content, particularly by means
of manual post-search checks,552once the hosting provider has learned of illegal
content.553
d) Extending a keyword search to external link lists

One response to the inadequacies of keyword and hash filter searches in terms of their
suitability for identifying illegal content on a provider's servers may be to extend the
search to external servers and, in particular, to so-called link lists. Because users usually
EuGH, Urt. v. 16.02.2012 – C-360/10, ZUM 2012, 307.
EuGH, Urt. v. 24. 11. 2011 – C-70/10, ZUM 2012, 29. See also Becker, DuD, 207, 209.
548 EuGH, Urt. v. 16.02.2012 – C-360/10, ZUM 2012, 307 marginal no. 27. That a sharehoster like uploaded
may be classified as such see already Section 1, I, 1, b – Classification by categories or providers.
549 EuGH, Urt. v. 16.02.2012 – C-360/10, ZUM 2012, 307 marginal no. 47.
550 EuGH, Urt. v. 16.02.2012 – C-360/10, ZUM 2012, 307 marginal no. 35 et seqq. See auch Becker, DuD,
207, 209.
551 See BGH, Urt. v. 17.08.2011 – ZR 57/09, K&R 2011, 567 et seqq. – Stiftparfum in detail on the
accruement of the proactive duties Schwarz/Nelles in: Schwarz/Peschel-Mehner, Recht im Internet, 40th
Supplement 2014, c. 20 marginal no. 138.
552 BGH, Urt. v. 12.07. 2012 – I ZR 18/11, NJW 2013, 784, 786 marginal no. 35 et seqq. – Alone in the Dark.
553 Yet see OLG Hamburg, Urt. v. 14.03.2012 – 5 U 87/09, ZUM 2013, 303, 326 regarding the general
ineptness of a keyword filter for the identification of illegal content.
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store their files on the servers of a file hosting service in compressed files, which may be
encrypted so that the contents of the file cannot be viewed and which usually do not
have any descriptive names, file hosting services often themselves have no ability to
search their own servers, let alone to view the files of their users. Thus, the best starting
point for identifying files which have illegally been made publicly available is the
location at which they are published in clear text, and in cases involving illegal files, this
is usually on so-called "user-to-user exchanges" and "link lists".
Searches on external link lists are also a preferable technical tool because in this way,
the file hosting service provider is not required to itself inspect the files stored on its
servers. The requisite legal basis for carrying out any such content-specific "raid" on
files may be lacking.554
User-to-user exchanges and link lists are websites operated by external parties, often in
the form of a forum offering users the opportunity to publish download links to
particular files. A user searching for a particular work uses a search field into which he
can type the specific work description. If the work the user is searching for is contained
in the link lists, the available download links are then displayed and this facilitates a
download of the work he was looking for.
Because it is only the link lists which establish a connection between the file and the
content, such link lists represent an apt point of departure for file searches. Thus, the
court decisions likewise call for an expansion of the duties of verification to include
external link lists.555 Where a work which has been specifically reported as illegal is
found on such a link list and if such a link then points to a file on the server of the file
hosting service, then the file hosting service should delete precisely that file from its
server.556
However, the BGH assumes here that regularly checking a number of link lists
numbering in the hundreds will exceed the bounds of reasonableness. By contrast, it is
considered reasonable to require checking fewer than ten link lists.557
However, one could make the argument against automated checks of link lists that not
all link lists are searchable by search engines such as Google. For example, if one places a
robots.txt file, this may prevent its indexing by search engines. In addition to this, the
ability of a provider to identify a file on a link list may also be restricted by a registration
requirement preventing public access. This is precisely a means of hindering automatic
searches of the content of link lists. If file hosting service providers create accounts on
See OLG Hamburg, Urt. v. 14.03.2012 – 5 U 87/09, NJOZ 2012, 1442, 1457; EuGH, Urt. v. 16.02.2012 –
C-360/10, ZUM 2012, 307. See also Section 3, I, 2, c – Filtering by keywordfilter.
555 See BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 784, 786 marginal no. 37 – Alone in the Dark.
556 See BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 784, 786 marginal no. 37 – Alone in the Dark.
557 BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 784, 786 marginal no. 38 – Alone in the Dark.
554
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the websites of link lists in order to obtain access to the content on those lists, this may
often be deemed to violate the general terms of service of the websites in question. In
purely practical terms, the problem also arises here that accounts used by file hosting
services to search link lists are frequently blocked or deleted by operators of the link
lists. In some cases, a forum moderator will have to initially unlock a newly registered
account, so that accounts that are set up to enable automatic searches may be refused.
The difficulties of the website owner’s reservation of the right to decline access is similar
to the problems associated with the so-called "Darknet".
In addition, swaps of links to files on the servers of the file hosting service may also take
place within closed groups and thus be beyond the ability of any provider to conduct any
public searches for them at all. If for example links are exchanged via closed user groups
(i.e. by mailing lists or other instant messaging groups), it is impossible to perform any
automated (or indeed any manual) analysis.
However, even if automated search processes permit successful searches of link lists and
files are identified and removed from the servers of the file hosting service, the question
arising here is whether longer term prevention of misuse can be assured as to the future.
Thus, a file which has already been deleted from a server can at any time be re-uploaded
to it. It was already noted that keyword and hash filters are incapable of successfully
preventing such subsequent uploads.558 If the user then again makes the file publicly
available on the sites of the link list, the question here is with what frequency do hosting
providers need to scrutinise link lists for files uploaded again. Whereas users may make
a file again available to the public within minutes, the file hosting service will have an
increased need for computing and Internet volume capacity (in any event in light of a
duty to conduct checks of many files), which means that this "cat and mouse game" may
in certain cases be unwinnable by the provider already in pure technical respects.
It is also uncertain how providers can ensure – in an Internet environment in constant
flux – that all of the relevant link lists are included within the search algorithms. The
domains of link lists are changed at regular intervals, and distinctions are often made
between disparate spellings but also between disparate top-level domains (= "to"/".bz",
etc.). To a very large extent, attempts at identifying link lists by means of their IP
addresses will not prove successful, either, because the IP addresses of link lists are also
frequently changed.
Automated analysis of link lists furthermore is often frustrated by the fact that there are
special technical security features on link lists which entirely frustrate any automated
analysis. Thus, for example, the link list may use a so-called "CAPTCHA" filter to prevent
automated searches by so-called "BOTs". In a "CAPTCHA", a particular sequence of
558
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numbers or a puzzle such as a simple math problem is depicted as an image. However,
automated systems cannot detect the text content of images and are thus unable to solve
the relevant "CAPTCHA". It is thus not possible to perform an automated analysis of
pages secured by means of these filters.
The way in which the BGH responds to the difficulty that it will often not be possible to
conduct any automated analysis of link lists is to deem subsequent manual checks of link
lists to be a reasonable part of a provider's general duties of verification.559 However,
because even manual checks will often be unable to get past existing access restrictions
to the content of link lists, here, too, one cannot expect to achieve a one hundred per
cent rate of hits.
By way of analogy to the arguments put forward by the BGH regarding the suitability of
keyword filters for identifying files560, one must also once again consider, in terms of
checking link lists, that the fact that this method may fail in part is not an argument
against the suitability of checking link lists. Thus, even if link lists cannot ensure that a
provider will be comprehensively capable of identifying infringing files, checks of link
lists nevertheless are a suitable means of discharging duties of verification when used in
tandem with other measures.
e) Creation of a search form for proactively detecting violations

Court jurisprudence also imposes the more extensive demand that the deletion interface
to be set up by the file hosting service should also permit voluntary proactive searches
by rightholders for illegal files.561 To this extent, the deletion interface is intended not
only to facilitate the reporting of illegal content, but even independent searches for such
content. In addition, it is intended to enable rightholders to proceed directly against
infringing users.562
However in this concrete case, we must note that the file hosting service does not offer
any search function of its own, and that – due to the way in which files are assigned
pseudonyms and due to encryption of files by users – any such search function would
indeed fail to yield the desired results.
Despite the fact that quicker detectability might be facilitated by setting up a search
function of this kind, one must not lose sight of the fact that file hosting services are not
structured for illegal use. Users storing their own personal files on the servers of the file
hosting service should not have the integrity and confidentiality of their data adversely
impacted by the creation of a search function. Any search function by which external

BGH, Urt. v. 12.07. 2012 – I ZR 18/11, NJW 2013, 784, 787 marginal no. 39 – Alone in the Dark.
BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 784, 786 marginal no. 35 – Alone in the Dark.
561 BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3249 marginal no. 54 – File-Hosting-Dienst.
562 BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3249 marginal no. 54 – File-Hosting-Dienst.
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parties were able to search for illegal content on these servers would precisely result in
external third parties being able to find personal files which have not been (and are not
supposed to be) made publicly accessible by link lists or in another fashion. This would
thus impose an obligation on the file hosting service to commit a breach of trust vis-à-vis
its users.
f) Further technical options for satisfying the general duty of verification

In addition to using hash filters and keyword filters and in addition to automated and
manual checks on link lists, there are further conceivable measures which might be
taken to discharge the general duty of verification. Thus, the general terms and
conditions of business of a file hosting service might provide for prohibitions in this
fashion. In addition, users who have already uploaded illegal content to the servers in
the past should be alerted and asked to refrain from future violations, whilst
simultaneously threatening such users with the consequences of any failure to do so.563
In terms of consequences, one might think of temporary limitations on their accounts,
e.g. in the form of volume or traffic restrictions or other service restrictions, as well as
temporary blocks on accounts, ranging up to permanent deletion of the user including
all data uploaded by that user. What is of decisive importance here is, in particular, the
proportionality of the action taken. Such action must be reasonable in proportion to the
violation by the user. The signalling effects of such consequences will, in particular, be of
decisive impact. They directly confront the user with the illegality of his action. Tiered
penalties thus enable the file hosting service to effectively influence the behaviour of
users.
g) Interim conclusions with respect to technical measures in connection with general duty
of verification

In conclusion, we would note that there is not any comprehensively suitable technical
measure per se for discharging the general duty of verification; however, when
considered individually, any measure will still be deemed suitable even if it does not
ensure one hundred per cent coverage.564
Thus, a holistic approach deploying individual technical measures is the means for
discharging general duties of verification.
If one follows here the opinion of the BGH that use of keyword filters nevertheless
remains a suitable means of preventing violations as to the future, despite the
disadvantages arising from this,565 it would seem that an interplay between keyword
and hash filter searches and automated and manual checks of external link lists are
Nordemann, CR 2010, 653, 659.
See BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 784, 787 marginal no. 35 – Alone in the Dark.
565 BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 784, 786 marginal no. 45 – Alone in the Dark; hierzu
bereits Section 3, I, 2, c – Filtering by keyword.
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appropriate measures.566 In addition, the file hosting service should furnish rightholders
reporting violations with a suitable takedown option, for example by furnishing a
deletion interface or an address for reporting abuse, so that such rightholders are able to
report illegal content to the file hosting service.
However, in this context we must once again emphasise that even an interplay of the
broadest [range of tools for discharging] duties of verification will be unable to ensure
that illegal content can be comprehensively detected. The measures of verification to be
carried out by the file hosting service accordingly represent merely what is possible and
reasonable to expect a file hosting service to do in order to prevent violations as to the
future. However, there can be no suggestion that a file hosting service owes a duty to
ensure a 100% rate of hits. This would otherwise represent a violation of sec. 7 (2), 1st
sentence TMG, which contains a prohibition on exactly this sort of requirement to
proactively monitor all content. In technical respects, as well, such comprehensive
detectability is an impossibility, as we have already shown.567 Accordingly, if illegal
content is again detected on the servers of the file hosting service despite
comprehensive verification measures, this will be merely due to the unavoidable
loopholes and gaps within those measures of verification that are technically feasible.
One cannot derive any inferences, let alone any presumptions, regarding a service
provider’s discharge or failure to discharge the required duties of verification from such
circumstances.568
3. Uploaded's performance of such general duties of verification as are technically
reasonable

In the following, we will examine the question of whether Uploaded has properly
implemented the measures which are technically feasible and legally reasonable to
discharge its general duties of verification. In the preceding section, we have already
noted in respect of this that a file hosting service can discharge these general duties of
verification by means of an interplay of takedown reporting forms, keyword and hash
filter searches and automated and manual checks of external link lists.
a) Creation of a reporting system

It follows already from sec. 7 (2) 2nd sentence TMG that a file hosting service provider
bears a duty to delete/block illegal content. Precisely by providing reporting forms,
service providers can ensure that rightholders are able to quickly report illegal content
to the file hosting service and that the service provider is then able to deal with deleting
Dissenting concerining the usage of a keyword-filter OLG Hamburg, Urt. v. 14.03.2012 - 5 U 87/09, ZUM
2013, 303, 326; OLG Köln, Urt. v. 18.07.2014 – 6 U 192/11, GRUR 2014, 1081, 1083 et seqq.; see also
above Section 3, I, 2, c – Filtering by keyword.
567 See Section 3, I, 2 – Technical options for implementing general duties of verification.
568 See also BGH, Urt. v. 18.04.2013 – I ZR 107/12, ZUM 2014, 144, 145.
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the content. File hosting service providers can discharge their general duties of
verification by an interplay of suitable options for reporting violations and other
measures for preventing violations of the same kind as to the future.
For purposes of reporting infringing content, Uploaded initially offers users the option of
using a "Takedown Notice" form. 569 That form may be accessed at its website
http://www.uploaded.net/takedown/notice. On that page of its website, users have the
option both of immediately submitting a deletion request of this kind and also of
registering a "Takedown Account", enabling them to submit future requests more
quickly without having to re-enter personal data. We have noted with respect to the
form that it is also accessible from mobile devices and that Uploaded has thus created a
reporting facility untethered to any physical location.
In addition to offering users the option of using this form, users also have the option of
using an e-mail address that has been set up for this service. Thus, infringing content
may likewise be reported by e-mail to "abuse@uploaded.net".570
We would thus note that Uploaded has suitable abuse reporting systems. Those systems
are accessible at an Internet address which is easy to find, just as the e-mail address set
up for this purpose. In addition, Uploaded's main website contains numerous and
prominent links to its takedown forms and are thus easy for anyone to find, as well.
b) Creation of a deletion system

Where illegal content is reported to Uploaded by means of one of the schemes described
above, pursuant to sec. 7 (2) 2nd sentence TMG, Uploaded must delete it from its servers.
Because the intervention of Uploaded's staff is often required to carry out such deletions,
Uploaded also offers, in addition to this deletion system, a so-called "Advanced
Takedown Tool" (ATT), which grants registered rightholders and their representatives
the option to directly delete illegal content.571
We would note in this context that it is probably not technically possible to create any
option for removing illegal files that is quicker than the ATT tool.
Thus, considering Uploaded's overall scheme of its simple takedown form, abuse e-mail
address and ATT tool, Uploaded has put in place suitable options for reporting abuse,
and, indeed, they go far beyond the scope of what might be deemed sufficient.

See Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 3 f.
570 Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 4.
571 Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 4 et seqq.
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c) Creation of keyword filter to prevent future violations

Prior to each download of a file by a user, the keyword filter used by Uploaded checks
whether the file name of the file in question matches a file name registered on a
keyword register. If the file name has already been included on the keyword register, the
keyword filter used by Uploaded will prevent the user from executing the download, i.e.
the filter will prevent any duplication of the file for purposes of copyright law.572 If it is
determined in a subsequent check that the file in question is in fact one containing illegal
content, the file in question will be deleted from Uploaded's servers in its entirety, and
the hash value of the file will be registered on Uploaded's hash filter,573 thus preventing
any further duplication of the file.574
Uploaded deals with the fact that file names of identical works may diverge from each
other575 by using so-called "Regular Expressions" (RegExp), which are registered in a
database.576 By using so-called wildcards ".*", one can find a work by searching on the
file hosting service's servers not only by specific file name, but also by including
numerous [potential] deviations of the search term.
However, use of these so-called "regular expressions" may cause an increase in the
number of false positives, such that non-identical files will often be incorrectly affected
in respect of a registered work. This leads to the danger of incorrectly blocking or
deleting unrelated third-party files ("overblocking").577
However, in this respect one should note that a keyword search will never succeed in
yielding a comprehensive list of hits, despite the use of regular expressions. Thus, files
are often stored using cryptic file names, which, by their nature, are then not detectable
by means of a keyword search. Precisely in the case of users utilising file hosting
services for infringing purposes, in practice the habit has often become established of
storing the actual files in compressed sub-folders578, which then usually only have a
heavily abbreviated or random file name. We should note here that Uploaded, in our
concrete case, does not offer any internal search functions with respect to the service's
files. Users are thus not able to directly search the pages of Uploaded for content. Rather,
this is usually done by finding files stored on the servers of the file hosting service
through link lists. Thus, it may not at all matter to the user whether files have been
Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 5.
573 See below, Section 3, I, 3, d –Creation of hash value filter to prevent future infringements.
574 Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 4 f.
575 See above Section 3, I, 2, c - Filtering by keyword.
576 Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 5.
577
See also OLG Hamburg, Urt. v. 14.03.2012 – 5 U 87/09, ZUM 2013, 303, 326 regarding the general
ineptness of a keyword filter due to the immanent danger of deleting lawful data.
578 E.g. by means of "rar-compression".
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stored under concrete and precise file names, because identifying a file with a particular
title of a work will only be done later, on an external site.
Despite the disadvantages of the use of keyword filters, one should nevertheless again
note that the failure of keyword filters in specific cases do not establish the general
unsuitability of this measure as a general proposition, at least according to the German
BGH.579
However, Uploaded does indeed go to technically and legally reasonable efforts to
implement a keyword filter of this kind, especially in light of the interplay of keyword
filters, hash value filters and options for reporting abuse, such that here, too, one cannot
discern any breach of general duties of verification in respect of keyword filters.
We would also note here already at this point that Uploaded is discharging its duties of
verification with respect to the use of keyword filters. This holds true all the more if one
espouses the view of the OLG Hamburg and generally rejects keyword filters as
unsuitable due to the inherent risks of overblocking legal third-party content posed by
the use of keyword filters.580
d) Creation of hash value filter to prevent future infringements

In addition to identifying duplicated works infringing copyright by means of its keyword
filter, Uploaded uses a so-called hash value filter to detect identical works on the file
hosting service's servers.581
The method of calculating hash values Uploaded uses here is based on the SHA1
algorithm,582 a cryptographic function which creates a precise identification sum for
each of the files contained on the server.583 Where a particular file is notified to the
rightholder as illegal by means of the abuse form, its hash sum is then registered on a
database and labelled illegal. If a user then again attempts to upload the same file to the
operator's server, the system is able to detect this and take appropriate action.584
Possible measures are the blocking and abortion of the upload and blocking of the user.

Yet critical in face of the eligibility of filter systems OLG Düsseldorf, Urt. v. 21.12.2010 – I-20 U 59/10,
MMR 2011, 250; OLG Hamburg, Urt. v. 14.03.2012 – 5 U 87/09, ZUM 2013, 303, 326; OLG Köln, Urt. v.
18.07.2014 – 6 U 192/11, GRUR 2014, 1081, 1083. In contrast BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW
2013, 784, 786 marginal no. 35 – Alone in the Dark, declares the eligibility of such systems.
580
OLG Hamburg, Urt. v. 14.03.2012 - 5 U 87/09, ZUM 2013, 303, 326; see also Section 3, I, 2, c – Filtering
by keyword.
581 Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 4 f.
582 Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 4.
583 Regarding the functionality see above under Section 3, I, 2, b – Filterung per Hashwert.
584 Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 4 f.
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However, we have already set out supra,585 even a hash value filter of this kind cannot
guarantee a perfect rate of hits. The options for circumventing the filter are manifold.
However, it should here likewise be noted that, by analogy to the use of keyword filters,
one should nevertheless assume that the use of such filters will generally be deemed
appropriate, despite the fact that the filter may fail in individual cases.586
In the present case, we cannot discern any reasons that might limit the suitability of the
hash value filter used by Uploaded because of its concrete, technical design. It is
precisely the interplay of keyword filters and hash value filters which will yield an
expanded rate of hits and thus improved detectability of illegal content, such that one
should assume that cumulative application of protective measures (as is the practice at
Uploaded) will be deemed to satisfy the file hosting service's general duties of
verification.
e) Checking of external link lists and deletion measures tailored to results

The file hosting service platform operated by Uploaded does not have any accessible
search function of its own. In addition, platform-internal searches will often meet with
little success due to the often cryptic file names users choose for their uploaded files.
Accordingly, links to illegal content have to be searched on external websites, in
particular through so-called link containers. Uploaded performs this step automatically
by means of a so-called Abuse Task Force Tool (so-called "ATF Tool").
Here, Uploaded categorises the entries processed through its takedown notice form 587
and its ATT tool588 on the so-called fuzzy logic principle589, and automatically feeds them
into a file selection database. Based on the entries contained in that database, individual
tasks (consisting of a work and the link collection to be searched) are then automatically
generated. These tasks are then executed by tier level, in line with their respective
priority. The tool searches the link collections specifically for the work and for similar
entries. In addition, it performs a general global search for the work via generally
accessible search engines. Where the search yields a link to a file on Uploaded's servers,
that file is then blocked and any necessary action (e.g. refusal of service or blocking) is
taken against the user.590
It is uncertain whether this scheme satisfies the general duties of verification and
creates impediments to abuse. There seem to be problems initially with detecting all
See Section 3, I, 2, b – Filtering via hash value.
BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 784, 786 marginal no. 35 – Alone in the Dark.
587 See above Section 3, I, 2, a – Enabling parties to submit deletion requests.
588 See above Section 3, I, 3, b – Creation of a deletion system.
589 For further information on the principle see: Ma, Fuzzy knowledge management for the semantic web,
2014, p. 19 et seqq.
590 See Uploaded AGB, Ziff. 3.5.4 et seqq., accessible under: www.uploaded.net/legal (last access: 16
January 2015).
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potential infringements, in light of the number of different works and relevant illegal
link collections. The scheme is based on actual knowledge or logical assumptions, and
accordingly unknown link lists and unsystematic concealments (e.g. where the
infringing work is titled "Holiday photos") will not be captured. Consequently, an allencompassing content check cannot be achieved in this way. However, as a means of
censoring, such an all-encompassing check would in fact be deemed to go too far; the
providers of storage space are generally entitled to assume that users are honest.591 For
this reason, court jurisprudence limits the duty of verification to what is "reasonable" in
each case.592 The service provider is accordingly required only to check violations and
potential violations which are known to it, but the courts decline to find any general,
proactive duty of verification. With respect to relevant link collections, as well, the
German BGH would find a duty of verification to exist only in respect of "a small number
of relevant link collections".593 To discharge its duties of verification, Uploaded checks
800 relevant link collections and, in addition, uses global search engines to detect
corresponding entries and similar results. Uploaded is thus checking far more than the
"single-digit number[s]" of link collections. Uploaded also manually reviews the list of
link collections it regularly checks on an ongoing basis and where, for example, a name
or an IP address with respect to any such link list is changed, it modifies or expands its
own list. Thus, Uploaded is satisfying its duty of verification.
If one considers the time involved in performing these tasks, this raises the related
question of the effectiveness of control measures. In order to ensure that its procedures
are carried out in an effective and timely way, Uploaded prioritises the individual tasks
in light of the resources available for this purpose such as time, staff and computing
power. In light of the host of potential cases and the randomised selections made by
Uploaded, this prioritisation would appear to raise difficulties. However, the fact that all
of the tasks cannot have the same number of resources allotted to them does not
represent an obstacle to the effectiveness of the measures. Rather, it is precisely in the
interests of effective checks to assign different weights to the various tasks. For example,
current or frequent violations will be allocated greater computing power and time for
searches. This is specifically ensured by timely checks. The duties of verification must
always be structured by reference to considerations of effectiveness in relation to the
adverse impacts caused and the level of protection required. 594 In particular,
commercial reasonableness must be taken into account here. Thus, Uploaded satisfies its

See Art 15 Abs. 1 E-Commerce-Richtlinie (2000/31 EG); EuGH, Urt. v. 24.11.2011, MMR 2012, 174
marginal no. 52 – Scarlet/SABAM; Obergfell, NJW 2013, 1995, 1998.
592 OLG Köln, Urt. v. 21.09.2007 – 6 U 86/07, MMR 2007, 786; see Härting, Internetrecht, 5th Edition, 2014,
marginal no. 2152.
593 BGH, Urt. v. 12.07. 2012 – I ZR 18/11, NJW 2013, 784, 786 marginal no. 38 – Alone in the Dark.
594 Holznagel, Notice and Take-Down-Verfahren als Section der Providerhaftung, 2013, p. 107 f.
591

94

Section 3: Examination as to whether duties of verification exist and how they may be discharged
in technical respects

duties of verification, including with respect to (and in particular in light of)
prioritisation.
f) Blocking of user accounts where violations of UrhG have occurred

A further measure to prevent repeated infringements by a user as to the future is to
block the user in question. However, it should be noted here, as well, that this will only
have a very limited preventative impact on future infringements, because users will
usually be able to re-register with the file hosting service.
Nevertheless, Uploaded blocks users as an additional security measure. What happens
here is that in the event of serious violations, users will be blocked already at the time of
the first infraction, and otherwise their accounts will be blocked upon a repeat violation
at the latest.595
4. Interim conclusions regarding compliance with Uploaded's general duties of
verification

Uploaded sufficiently complies with its general duties of verification.

II. Special increase of the risk in respect of enhanced duties of verification
As a general matter, a service provider will be subject to the general duties of
verification we have illustrated supra.596 Enhanced duties of verification will only be an
issue where the risk appears particularly likely, in particular where there is a basis to
assume that the interferer in question is "abetting" infringements and that infringing use
is thus being promoted.597 It is possible for a file hosting service provider to abet
infringements both as a result of its business model and as a result of the concrete
technical scheme operated by it.
1. Aiding and abetting as a result of Uploaded's business model

We have already undertaken an analysis of Uploaded's business model.598 As such,
Uploaded's business model should not be categorised as illegal per se. Rather, it even
merits support because it envisages a separation between the data of users and the

Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 3.
596 See Section 3 I, 1 – Substance of relevant, general duties of verification; Härting, Internetrecht, 5th
Edition, 2014, marginal no. 2138, 2244.
597 See BGH, Urt. v. 15.08. 2013 – I ZR 80/12, NJW 2013, 3245, 3247 marginal no. 31, 58 – File-HostingDienst.
598 See Section 1, III, 3 – Potential aspects in Uploaded’s business model posing a significantly increased
risk: „Abetting to a substantial degree“ within meaning of the jurisprudence of the German BGH?
595
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provider of storage space. Contrary to other providers, such as Dropbox, Uploaded does
not reserve the right to disclose data to governments and public authorities.599
2. Aiding and abetting as a result of the technical design of Uploaded's operations

However, the concrete technical design of the file hosting service's operations may entail
an increase of the risk.600 For a finding of increased risk to be made, the technical design
of the service must significantly increase the willingness/ability of users to make illegal
use of the service.
a) Technical assessment of Uploaded's infrastructure

As a provider of storage space, Uploaded furnishes its users with storage space (at
various rate tiers) as well as optional additional services.601 The central location to
which users come is Uploaded's web interface. Via that interface and via an Android app,
users have access to their data. Via these interfaces, users can manage their storage
space and do such things as upload data, manage and delete existing data, set disclosure
parameters with respect to links and manage their accounts.
As a general rule, registration is required in order for users to use Uploaded's services.
Irrespective of the rate tier selected, users must indicate a valid e-mail address as well as
their given names and surnames. Immediately after users enter this information,
Uploaded forwards access data such as user name and passwords to the user. User
names and passwords are randomly generated and pre-formulated by Uploaded, but
users are able to change them subsequently.
Account and data management are carried out exclusively via a web interface or via an
app which is available for Android devices. No other programmes are offered. The
Uploaded files are managed in the file manager. Users can create folders and sub-folders,
upload files, re-name, move and also delete files in the file manager. The user can
structure his files as he wishes. For this purpose, Uploaded displays various information
on each folder/file such as its title, a download link, size, creation date and number of
downloads. In addition, users may specifically search their own folders and files.
There are five possible different ways of carrying out uploads:


First of all, files may be uploaded manually via the file manager. By activating the
appropriate button, a file is selected from the hard drive of the user and uploaded
via Explorer to Uploaded's server.

See Dropbox Privacy, accessible under www.dropbox.com/privacy#privacy (last access: 16 January
2015).
600 Wilmer, NJW 2008, 1845, 1848.
601 See above Section 1, III – Entitlement of Uploaded’s specific business model to legal protection;
especially Section 1, III, 3, b – Provision of premium accounts; Section 1, III, 3, d – Compensation to
updloaders for downloads.
599
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In addition to this, it is also possible for users to launch automatic uploads from a
Windows or Mac operating system by means of the "udrive" client. In order to
upload files automatically, the user installs a desktop client and drags files into a
special file folder, the contents of which are then automatically synchronised with
Uploaded's servers. This process does not simultaneously generate any automatic
download link for the file. Rather, the user must first drag the files in question to
another folder on Uploaded's web interface.



In addition, Uploaded supports transmission of files by File Transfer Protocol
(FTP). In order to do this, users merely need to deploy whatever FTP software
they choose such as the freely-available FileZilla. Users must merely be logged in
under their account data to establish a connection.



Similarly, the option of remote uploading is provided. In remote uploading, files
are loaded directly from any server the user wishes to Uploaded's server. The
files are transmitted without any interim storage on other systems (such as the
user's PC). In this way, large volumes of data can be transmitted within a very
brief time. In addition to the URL of the source, other information may be
furnished such as cookies, POST-Data, etc. Via this option, profiles for appropriate,
specific domains can likewise be created.



It is also possible to import files that are already stored on Uploaded's platform.
In order to do this, users enter the Uploaded link in question into the search field
which they can reach via the profile page. The process of copying the files is
launched when the user clicks on "Import". Following the import, the imported
files are immediately available in the user's own account. Where a user detects
infringing content when importing files, he can report violations via a button in
the file manager.

As a basic principle, the uploaded files are accessible only to the user. Uploaded is
unable to view the files in any account. The only thing Uploaded permanently stores is
the registration information of the user, whereas the following data are only temporarily
logged:


IP address of computer from which the query was sent



Date and time



Site accessed/name of accessed file



Volume of data transferred



Report as to whether access/download was successful

97

II. Special increase of the risk in respect of enhanced duties of verification

Apart from the ability to delete content, Uploaded has no further information or access
rights to the files stored on its server. In particular, Uploaded is unable to view the data
stored on its server.602
For purposes of downloading files, precise localisation is required. Uploaded has no
global search functions on its servers. Accordingly, a file can only be downloaded if the
user downloads it via his file manager or uses the download link (disclosed to him). At
the time of uploading the file, download links to every uploaded file/every folder are
automatically generated. 603 The user can then share these with anyone else by
communicating the download link to the person with whom the user wishes to share the
file. An account is not required to download a file. However, the download speed of a
guest user is rather low, at approx. "50 KB/s" and the download speed of a "free-user" is
only approx. 70 KB/s. In addition, a "guest user" or "free-user" has to wait 30 seconds
before the download starts and must verify that he is a human being by correctly
entering a "CAPTCHA".604 605 At the end of the download, the user's IP address is blocked
from downloading any further files as a free-user for a period of 180 minutes. In
contrast to this, registered users have higher download speeds and the ability to
download multiple files provided that the download contingent for their accounts has
not yet been used up.606 Registered users are likewise able to import files into their own
accounts.
b) Special heightened risk of abuse as a result of Uploaded's technical infrastructure

The question which now arises is whether this technical architecture on the part of
Uploaded promotes an increased risk of abuse. A general risk of abuse and/or potential
ability of users to pursue inappropriate aims is not sufficient in this regard, because this
possibility is inherent to practically anything and represents a general risk, precisely
due to the technical structure of the Internet. By contrast, a finding of specific risk of
abuse would require a significant increase of the risk in comparison to the general risk
of abuse.
A risk of this kind might be seen in the ability of users to use Uploaded's service
anonymously. Registration of users requires merely that they indicate a valid e-mail
address and any name they wish. No further information is required, nor is there any
further validation performed later. This means that, as a general proposition,
anonymous use is possible but in comparison with competitor products such as

See http://uploaded.net/privacy Nr. 2. (last access: 16 January 2015).
See above Section 1, III, 3, c – Automatic generation of links accessible by the public.
604 This refers to a security function. One receives an image with an arbitrary combination of letters and
numbers, which then have to be reproduced correctly in a description field.
605 BGH, Urt. v. 15.08.2013 – I ZR 80/12, MMR 2013, 733, 140 – File-Hosting-Dienst with comment Sesing.
606 See http://uploaded.net/register (last access: 16 January 2015).
602
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"Dropbox" one sees that Uploaded's registration process is not associated with any
significantly lower levels of obstacles.607
The ability to use a service anonymously is certain to increase its attractiveness for
illegal forms of use,608 but this is not a valid basis for a finding of increased risk. 609 It is
not possible to generally infer the illegality of action from the fact of anonymous use.
Anonymity and the use of pseudonyms represent expressions of individual freedom,
enabling users to have personal control over their data.610 Individuals are supposed to
be able to independently decide what to do with their data, and in particular whether
and how users wish to disclose them. The principle of data economy under the BDSG and
TMG take account of these factors.611 The ability of users to anonymously use file hosting
services or under a pseudonym is thus essential and this policy is embodied within the
first sentence of sec. 13 (6) of the TMG.612 It would thus be contradictory to regard users'
ability to use the service anonymously as 'aiding and abetting'.
Furthermore, one might consider the mass-media orientation of the file hosting service
to pose an increased risk of abuse. In principle, Uploaded facilitates unlimited uploading
and downloading of individual files. However, the files are always retained within the
user's scope of responsibility. A download is only possible if one has the specific
download link. In contrast, for example, with YouTube, Uploaded is not generally
designed for public use but rather it is set up for private use. There is neither any
processing as to the presentation of data nor is any facility offered to enable users to
gain access to data such as via search functions. Thus, Uploaded is not directly
responsible for the content of its users, but there is most definitely a risk of abuse. In
order to reduce that risk and prevent abuse of Uploaded's own services, Uploaded limits
uploads and downloads. A non-registered free-user can only download files after
successfully inputting a "CAPTCHA".613 When the user does so, his IP address is logged
and he is blocked from performing any further downloads for a period of 180
minutes.614 A registered premium user is able to download files in parallel, but only up
to the amount of his specific permitted download volume, which is 30 GB per day and a
maximum total of 500 GB. Where that volume has been used up his IP address, too, will

In comparison with the service “dropbox” a signup also only requires the provision of the first and
family name as well as an e-mail adress, see www.dropbox.com (last access: 16 January 2015).
608 BGH, Urt. v. 15.08. 2013 – I ZR 80/12, NJW 2013, 3245, 3248 marginal no. 40 – File-Hosting-Dienst.
609 See also BGH, Urt. v. 15.08. 2013 – I ZR 80/12, NJW 2013, NJW 2013, 3245, 3248 marginal no. 40 – FileHosting-Dienst, which speaks of „increased”.
610 Correspondingly the BVerfG emphasized the advantage o fand need for anonymous data processing in
its „Volkszählungsurteil“, BVerfG, Urt. v. 15.12.1983 – 1 BvR 209/83 u.a., BVerfGE 65, 1, 31.
611 BT-Drs. 13/7385, p. 23.
612 Spindler/Nink, in: Spindler/Schuster, Recht der elektronischen Medien, 2 nd Edition, 2011, s. 13 TMG
marginal no. 10; Müller-Broich, TMG, 2012, s. 13 TMG marginal no. 10 f. see also Section 2, V, 1, d.
613 http://uploaded.net/products (last access: 16 January 2015).
614 http://uploaded.net/products (last access: 16 January 2015).
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be blocked.615 We have already examined the question of whether this design of
Uploaded's business model constitutes aiding and abetting.616 In technical respects, it
represents a sufficient limitation, which would justify a finding that the service is not
oriented towards mass-media. Whilst it is possible to circumvent the IP blocks (for
example by means of proxy servers), for the average Internet user they will nevertheless
represent a sufficiently formidable obstacle.
We have already discussed the question of whether one should regard the automatic
generation of a download link at the time of uploading files as posing an increased
risk.617 In any event, one should note that automatic generation of a download link in
this way does not give rise to any increased duty of verification because users can also
generate a link of this kind at any time manually in only a few clicks. At most, the
automatic generation of a download link is a user-friendly feature of the software
interface and saves the user the trouble of inputting additional details, although the user
himself could enter those details at any time. Thus, one should regard it as within the file
hosting service's reasonable business discretion to design its procedures in a sufficiently
user-friendly way and not to require any further explicit query prior to each download.
In addition, the links created in this process are merely cryptic references to the files
and cannot be found either internally on Uploaded's servers or externally via search
engines as long as there has been no publication of the link. Any publication of this kind
lies solely in the hands of the user. The technical procedures of a storage space provider
are required to be oriented to the individual user's data sovereignty. In line with this,
Uploaded cannot and indeed may not impose any restrictions on its users regarding the
disclosure of their data. The question of whether Uploaded's system automatically
generates a download link which the user can then share with others, or the user first
manually generates a download link, cannot make any difference to this analysis. A
user's intention to share data, or reluctance to do so, is not changed as a result of the
automatic link.
Moreover, one should not regard the other technical features of Uploaded's service as
posing any significant increased risk. It is true that users are allowed to exceed the
backup storage space purchased by them up to a certain limit and users are then merely
given a file-specific recommendation to delete files.618 However, one cannot regard this
"fair use" policy as posing any increased risk. Rather, this constitutes an economic
distribution of resources. Users' data will only be deleted where they are in excess of the
storage space credits the user has purchased. The question of whether the storage space
http://uploaded.net/products (last access: 16 January 2015).
See above Section 1, III, 3 – Potential aspects in Uploaded’s business model posing a significantly
increased risk: „Abetting to a substantial degree“ within meaning of the jurisprudence of the German BGH?
617 See 1, III, 3, c – Automatic generation of links accessible by the public.
618 Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 2.
615
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is restricted from the outset or the user is able to exceed the allocation he has purchased
by way of an accommodation is a commercial decision to be taken by the storage space
provider and does not increase the risk of abusive use of the system from a technical
perspective.
c) Comparability of Uploaded with other services of the same kind

If one looks at Dropbox as a reference service which is considered legal, there are very
distinct parallels to be seen with Uploaded's technical design. Dropbox likewise permits
users to use its service in relative anonymity. Registration does not require any further
authentication than Uploaded's does. In contrast to Uploaded, Dropbox's general terms
and conditions state that it reserve the right to disclose data to governments and public
authorities.619 This means that whilst the user himself remains anonymous, his data may
not. In technical respects, data can be shared via Dropbox in the same way as it is shared
via Uploaded, in that users share a link to a specific file and the recipient of that link is
then immediately able to download the file in question. Dropbox likewise does not
impose any restriction or checks on the download. The two providers differ only with
respect to the generation of the referenced download links. Whereas Uploaded
automatically generates the links at the time of the upload (as previously described), in
the case of Dropbox users must first manually create them by releasing the file. However,
in terms of our analysis, this cannot make any difference.620 At the end of the day, in both
cases the disclosure of a file will depend on the intentions of the user. The technical
design of these services neither promotes nor restricts those intentions. The maximum
storage capacity of both services is similarly comparable. Depending on the specific rate
model selected, infinite storage space at both the services is theoretically possible. The
question of whether a user is able to exceed his allocated storage space and then
receives recommendations to delete621 or whether the storage space amount constitutes
a strict limit cannot lead us to any different view. Such decisions represent commercial
decisions by the storage space provider. The fact that the storage space provider allows
frequently used data to remain on its servers, even where the data exceeds a storage
limit, is not an automatic indication that the data in question is illegal content, nor does
it increase the attractiveness of uploading any such illegal content.
As we have already shown, there are substantial parallels with providers who are
generally recognised as legal. In line with this, we would not classify the risk of abuse in
the case of Uploaded as being any higher than average.

619

See Dropbox Privacy, accessible under www.dropbox.com/privacy#privacy (last access: 16 January
2015).
620 See above Section 1, III, 3, c – Automatic generation of links accessible by the public.
621 Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 2.
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d) Conclusion with respect to special increased risk in the case of Uploaded

Uploaded's technical design of its service does not give rise to any increased risk of
abuse. We would thus decline to find any technical aiding and abetting. In sum,
Uploaded does not aid and abet illegal acts either through its business model nor as a
result of its technical design. Accordingly, Uploaded is not subject to any duties of
verification which go further than the general duties of verification.

III. Applicable standard and hypothetical performance of enhanced duties
of verification by Uploaded
As already set out, the operator of a file hosting service bears general duties of
verification which will ordinarily consist of removing622 specific illegally uploaded
works and avoiding future similar violations to the greatest possible extent.623 With
respect to the limits of proportionality on the duties of verification which apply here,
one should consider that the business model of a file hosting service is, as a basic
proposition, considered to merit legal protection.624 Thus, the law cannot demand
creeping expansion of duties of verification. Furthermore, the strict and final limit on
such duties of verification is always the fact that a so-called proactive duty of verification,
i.e. a duty to monitor as to the future without a specific underlying cause and without
any relevant report having been filed by the rightholder will always be impermissible.
The statutory foundation of the fundamental prohibition on any such baseless duty of
verification is found already in sec. 7 (2) 1st sentence TMG.
We have already found supra that Uploaded, as a specific file hosting service, satisfies
the general duties of verification of a file hosting service.625
Notwithstanding the general duties of verification, enhanced duties of verification may
arise with respect to a file hosting service provider where a "substantial degree" of
"aiding and abetting" of users’ commission of copyright violations is present.626 We have
likewise already made the finding that, in respect of Uploaded, aiding and abetting of

See s. 7 (2)(ii) TMG.
See Section 2, V, 1, c – Breach of duties of verification and control – jurisprudence on limitations of
liability.
624 Section 1, II – Business model of a file hosting service as such entitled to protection, specifically
analized under jurisdiction to-date.
625 See above Section 3, I, 3 – Uploaded’s performance of such general duties of verification as are
technically reasonable.
626 BGH, Urt. v. 15.08.2013 – I ZR 80/12, MMR 2013, 733, 734 marginal no. 31 et seqq. – File-HostingDienst.
622
623
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this kind (i.e. a special increased risk beyond the general risks of the Internet) is not
present.627
Thus, as a general proposition, the satisfaction of any such enhanced duty of verification
is not determinative in this case. Nevertheless, we will now examine the question of
whether hypothetical, enhanced duties of verification are in fact being met.
1. Substance of the relevant, enhanced duties of verification

With respect to the scope of any relevant, enhanced duties of verification, we would
once again emphasise that the law cannot require a file hosting service to carry out socalled proactive monitoring without any specific cause to do so; this is due to statutory
rules in conflict with this notion, specifically sec. 7 (2) 1st sentence TMG.628 Thus, case
decisions likewise impose "not a groundless duty of verification, but in fact a duty of
monitoring based on concrete cause".629 In addition, the law cannot ask a file hosting
service to put its business model at risk in order to satisfy its enhanced duties of
verification,630 since its business model is likewise deemed to merit the protection of the
law.631 Accordingly, this would, for example, already foreclose any possible duty to
investigate every single file uploaded to the file hosting service provider's servers.632
In this context, the question arises: What special requirements should be demanded in
terms of satisfaction of the enhanced duties of verification, since deletion and
prevention of violations as to the future are already relevant points with respect to
general duties of verification.
Pursuant to court jurisprudence, file hosting service providers are required to ensure
that "so far as possible, no further violations of the same kind" occur,633 the operator is
thus required to do "everything which may be reasonably expected from it in technical
and commercial respects in order to prevent further violations […]";. 634 This
requirement thus also pertains to the scope of the duty. In order to discharge enhanced
duties of verification, it will accordingly be more a question of increasing the rate of hits
of the measures already implemented under the file hosting service's general duties of
verification. A work which has been reported by a rightholder should in future be
capable of more comprehensive protection. The intention here is that the file hosting
See above Section 1, III, 3 – Potential aspects in Uploaded’s business model posing a significantly
increased risk: “Abetting to a substantial degree“ within meaning of the jurisprudence of the German BGH?
and Section 3, II – Special increase of the risk in respect of enhanced duties of verification.
628 Hierzu bereits Section 3, I – Technical performance of general duties of verification. Especially Section
3, I, 1, c – Filtering by keyword.
629 BGH, Urt. v. 15.08.2013 – I ZR 80/12, MMR 2013, 733, 735 marginal no. 43 – File-Hosting-Dienst.
630 BGH, Urt. v. 15.08.2013 – I ZR 80/12, MMR 2013, 733, 735 marginal no. 44 – File-Hosting-Dienst.
631 Section 1, II – Business model of a file hosting service as such entitled to protection, specifically
analized under jurisdiction to-date.
632 See also BGH, Urt. v. 15.08. 2013 – I ZR 80/12, MMR 2013, 733, 735 marginal no. 44.
633 BGH, Urt. v. 15.08.2013 – I ZR 80/12, MMR 2013, 733, 735 marginal no. 46 – File-Hosting-Dienst.
634 BGH, Urt. v. 15.08.2013 – I ZR 80/12, MMR 2013, 733, 736 marginal no. 47 – File-Hosting-Dienst.
627
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service is, precisely, required to ensure that other users cannot again upload the specific
work as to which abuse has been reported.635 However, here, again, the law may not
require all-encompassing detectability under a file hosting service's enhanced duties of
verification, since a residual risk will always remain even if the file hosting service uses a
comprehensive interplay of measures to discharge its duties of verification.
2. Technical facilities for discharging enhanced duties of verification

As we have already noted, as a result of existing technical limits and the infrastructure
limits inherent to the Internet, it will never be possible to guarantee comprehensive, one
hundred per cent and error-free detectability of files. Each of the conceivable technical
measures we have already described supra may contribute towards satisfying duties of
verification up to a certain point, but only the interplay of multiple technical protective
measures represents a suitable means of preventing violations as to the future to the
best possible extent.
One might here initially think of the use of various filter algorithms to detect illegal,
reported content on a file hosting service provider's servers and prevent future
violations.636 A suitable reporting form should be linked to the filter algorithms, so that
rightholders can report content and in this way forward reports to filter databases.
Because files on a file hosting service's servers are frequently encrypted, but at least are
usually stored under a cryptic file name and a compressed format,637 searches on
external link lists will constitute a further important measure for identifying files which
are illegally stored on the file hosting service provider's servers.
Whereas the above-referenced feasible technical measures will already be of relevance
in terms of discharging a file hosting service's general duties of verification, the
increased reasonableness of the measures to be taken will be of particular relevance
when discharging enhanced duties of ferifications. Accordingly the required efforts will
have to be more extensive compared with general duties of verification. One can thus
say that, in particular with respect to the conceivable technical measures, there will be a
qualitative difference between the file hosting service's general duties of verification and
its enhanced duties of verification.
In particular with respect to checks on external link lists, case decisions formulate the
rule regarding enhanced duties of verification that (in contrast to the situation with
general duties of verification) comprehensive checks, and in particular regular checks,
are deemed to fall within the scope of what will be considered reasonable.638 The case
BGH, Urt. v. 15.08.2013 – I ZR 80/12, MMR 2013, 733, 736 marginal no. 49 – File-Hosting-Dienst.
See above Section 3, I, 2 – Technical options for implementing general duties of verification; especially
Section 3, I, 2, b – Filtering via hash valuesowie c –Filtering by keyword.
637 Siehe bereits oben Section 3, I, 2, c – Filtering by keyword.
638 BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3249 marginal no. 58 – File-Hosting-Dienst.
635
636
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decisions furthermore assume that a specific numerical limit on the link lists to be
manually checked can only be arrived at in the individual case.639 Thus, it is not possible
to state any general limits on the number of link collections a file hosting service must
check, since Uploaded bears no obligation to discharge any enhanced duties of
verification anyway. In general respects, the assumption is that, in terms of enhanced
duties of verification, manual analysis of a higher number of link lists will still be
deemed to fall within the scope of what is reasonable, and the exact number of such lists
can then only be determined when one weighs the circumstances of the individual case.
However, one should once again note the provision in sec. 7 (2) 1st sentence TMG, which
provides that a proactive duty of verification is always impermissible.
In terms of a duty to comprehensively check external link lists in respect of which an
analysis by hand will in fact usually also be necessary, the ultimate limits on this duty
will, finally, be determined by a test of proportionality. Once again, it should be noted
that the business model of a file hosting service is entitled to the protection of the law as
a general proposition, and thus its business interests must not be frustrated by a
creeping expansion of duties of verification.
In addition to this, since it is not possible for a file hosting service to simultaneously
carry out manual checks on external link lists as well as perform its associated duty to
review, compare and delete files simultaneously for a whole host of files, it will usually
be impossible to avoid a violation or failure to attend to individual duties of verification.
In this respect, however, one must consider here the principles of conflicts of legal duties,
as well.640
Court decisions further hold that, in terms of expanded duties of verification, it is
reasonable and appropriate to require file hosting services to discharge a so-called
"general duty to monitor the market".641 Pursuant to this rule, a file hosting service
provider is likewise obliged "to use general search engines such as Google, Facebook or
Twitter to determine by means of appropriate search queries and, where necessary,
even through the use of so-called web crawlers, whether there are indications of further
infringing links on their storage service with respect to the specific works to be
checked".642
As a result of the fact that the titles of works on external link lists and in the results of
search engines are likewise often only abbreviated or depicted in a modified way,
according to the BGH the search on such websites must likewise extend also to mere

See BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3249 marginal no. 58 – File-Hosting-Dienst.
Hoeren, NJW 2013, 3245, 3251.
641 BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3250 marginal no. 60 – File-Hosting-Dienst.
642 BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3250 marginal no. 60 – File-Hosting-Dienst.
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portions of the title of the work and the description in the accompanying text should be
included in the file storage service's review.643
According to the case decisions, such an extended search for variations of spellings
should also be used in respect of the keyword filters applied.644
3. Uploaded's discharge of the technically reasonable, enhanced duties of verification

Uploaded's use of keyword filters and hash filters, its search in principle for illegal
content on external link lists and its creation of a deletion request form were already
discussed supra. We noted there that these measures are already suited to performing
general duties of verification.645
Our task now is to finally resolve the question of whether Uploaded may likewise
discharge any enhanced duties of verification (assuming, hypothetically, that any such
duties exist) in qualitative respects and in respect of the time and resources spent by
those same measures.
The primary question arising here is whether Uploaded's searches on external link lists
satisfy the requirements established in court jurisprudence and whether the additional
searches demanded by court jurisprudence on other external search engine pages, as
implemented by Uploaded, will be deemed sufficient. Pursuant to the requirements
established in court decisions, the measures implemented in these respects are precisely
required to be suitable in order to detect works of the same kind, i.e. they must
sufficiently identify files which differ in terms of the title of the work and, where
applicable, in terms of the user uploading the work, but which have the same content.
a) Sufficient searches performed on external link lists

For searching illegal content on external link lists, Uploaded has developed the so-called
"Abuse Task Force tool" (ATF tool).646
The takedown notice forms (registration forms for illegal content) which Uploaded has
likewise provided to users are fed into the ATF tool used by Uploaded, and the reported
works are then analysed by way of this initial step for any possible linguistic variations,
so that different spellings and typographical errors can also be detected.647

BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3250 marginal no. 60 – File-Hosting-Dienst.
BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3250 marginal no. 61 – File-Hosting-Dienst.
645 See Section 3, I, 4 – Interim conclusion regarding compliance with Uploaded’s general duties of
verification.
646 Uploaded instructs herfore the Inxolit Media Developement GmBH, which was chosen by Uploaded
dude to their competence and was assigned on the basis of a service and emplyement contract v.
22.01.2015, p. 2 et seq.
647 Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 6.
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After the titles to be searched are forwarded from the takedown notice forms to the ATF
database, the ATF tool generates search queries independently from these. Because, due
to limited resources, it is not feasible for the system to conduct continuous, parallel
searches for the entire pool of keywords (where there is a large number of search terms
to be monitored), the ATF tool then applies a prioritisation of individual search
queries.648 Based on a so-called rotation principle, which gives priority to the title of a
work for which the longest interval has elapsed since the last search, relative to other
titles, reasonable and effective searches can be carried out in this way. In addition to
prioritising its search queries based on the last date of such searches, the ATF tool also
assigns weight to them based on how often they are reported.649 The frequency of
reports for a work represents a direct inference regarding its popularity, as Uploaded
itself states. Because increased popularity will also mean that the risk of a copyright
violation by a repeat-upload or by downloads will be increased, assigning weight to
searches in this way based on the need of the particular work for protection is sensible,
and thus represents a suitable means of countering further copyright violations.
Whereas the ATF database and prioritisation of ATF search queries are capable of
automated administration to a very large extent, searches on relevant link lists
nevertheless will overwhelmingly have to be done manually. Link list operators will
often protect themselves against automated access by so-called "bots" through various
protective mechanisms such as "CAPTCHA" tools or registration or approval
requirements prior to use. Thus, complete automation of searches on link lists is largely
foreclosed as a result.650
Manual analysis of a link list consists of several steps. Thus, the staff member in question
must first register on the respective link list and then log in. In some cases, new users
must first be approved by the link list operator. If the user then succeeds in logging into
the link list, he gains access to a search field in which he has to enter the search terms.
The staff member performing the search then receives a list of the files found, and
scrutinises this list to see whether they are offered via the file hosting service's servers,
as well. However, in some cases the search results do not directly show the server links,
but rather they are additionally protected by so-called "linkcrypters". Where this is the
case, the staff member performing the search must follow the link of the "linkcrypter" in
order to ultimately identify the target server.651 On the linkcrypter pages, the staff
Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 7 f.
649 Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 7.
650 See also Sesing, MMR 2013, 733, 739; Cyando AG, Zusammenfassung des Geschäftsmodells und der pround reaktiven Maßnahmen v. 22.01.2015, p. 9 f.
651 Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 9.
648
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member will usually find an additional so-called "CAPTCHA" which must be solved, so
that automated scanning will likewise fail at this point, as well. Where the title being
searched is found on the file hosting service provider's servers, it is removed from the
servers in order to prevent further copyright violations based on that specific file.
As we have already shown, one cannot arrive at any blanket numerical limit on the
number of link lists to be searched, but rather this can only be decided on a case by case
basis. Whereas case decisions previously assumed in terms of general duties of
verification that a number of link resources to be searched ranging in three digits would
exceed what is reasonable in terms of duties of verification and thus only deemed it
reasonable to require a "small number of relevant link collections" in this respect,652 the
assumption must be that under enhanced duties of verification it will still be deemed
reasonable to require a higher number of link lists to be reviewed.653 In the present case,
there were 800 such link lists registered with Uploaded in October 2014.654 However,
for purposes of analysing the link lists in a manner which economises resources, the
specific search for a work will only be executed on link lists which are deemed relevant,
i.e. link lists as to which there is indeed a concern of a copyright violation.655 As a result
of the fact that automated analysis of the link lists is usually not possible based on socalled "CAPTCHA" mechanisms (see supra), in other words the ultimate search must
usually be done several times by hand,656 prioritisation and limiting searches in this way
to relevant link lists is shown to be a necessary measure.
The point to be noted here is that, as a result of the numerically large repertoire of link
lists it has at its disposal for searches and as a result of its actual manual analysis of all of
the relevant link lists, Uploaded does satisfy even the heightened standard of
reasonableness of enhanced duties of verification in any event. The ATF tool developed
by IXOLIT, with whom Uploaded has contracted, represents a suitable tool which is
furthermore sufficient for purposes of performing searches on external link lists.
b) Sufficient performance of searches on other external search sites

With respect to the so-called general "duty to monitor the market" demanded in case
decisions,657 which requires searches to be expanded to general search engines, we
would once again discuss the ATF tool developed by IXOLIT, with whom Uploaded has
BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 784, 786 marginal no. 38 – Alone in the Dark.
See BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3249 marginal no. 58 et seqq. – FileHosting-Dienst.
654 Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 6.
655 Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 7.
656 See also Sesing, MMR 2013, 733, 739; likewise Cyando AG, Zusammenfassung des Geschäftsmodells und
der pro- und reaktiven Maßnahmen v. 22.01.2015, p. 8.
657 BGH, Urt. v. 15.08. 2013 – I ZR 80/12, NJW 2013, 3245, 3250 marginal no. 60 et seqq.
652
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contracted. In addition to enabling Uploaded to carry out searches on external link lists,
this tool also facilitates searches via general search engines such as "Google". 658 In this
way, titles of works can even be identified in general search engines as so-called "Global
Targets". Accordingly, the ATF tool used by Uploaded is also deemed sufficient for
purposes of expanding searches to general search engines.
c) Sufficient assurance of detectability of similar infringements by independent users

In terms of enhanced duties of verification, the case decisions demand (in addition to
increased efforts in searching on external link lists and via general search engines) that
the results shown should also include results which are similar in title, and in this
respect that the search must be performed not only for the precise title of the work, but
even also for parts of the title of the work.659 If one follows the view of the BGH and the
opinion expressed by it that keyword filters will be deemed suitable despite the
disadvantages arising as a result such as so-called overblocking of legal content, in
addition to performing searches on external link lists and global search engines, a
sensitive search such as this must also be applied in respect of the word filters. 660 This is
intended to counteract the fact that users uploading files will often use variations and
abbreviations of the names of their works or may accidentally make a typing mistake.
The fact that not all works can be found even by use of these dynamic search parameters,
because – for example – the title of a work is too truncated or shown in a cryptic way,
does nothing to change the general suitability of this method of performing searches.661
In addition to using special, dynamic search terms for identifying variations in the titles
of works, the court decisions demand that the systems used be able to likewise identify
similar works where other users have uploaded them.662 Thus, searches should not be
limited to the specific infringing user, but rather must be executed in a global fashion on
the file hosting service provider's servers.
In terms of Uploaded's technical implementation of the protective measures, we would
initially note that Uploaded first performs a so-called "RegExp" search in respect of the
keyword filters it enters, in other words it performs a search based on so-called "regular
expressions"/"wildcards".663 Searches using regular expressions can enable Uploaded to
achieve greater search results where the titles of works differ from each other despite
Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 10.
659 BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3249 marginal no. 60 – File-Hosting-Dienst.
660 BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3250 marginal no. 61 – File-Hosting-Dienst;
dissenting opinion concerning the eligibility of keyword filters: OLG Hamburg, Urt. v. 14.03.2012 – 5 U
87/09, ZUM 2013, 303, 326; OLG Köln, Urt. v. 18.07.2014 – 6 U 192/11, GRUR 2014, 1081, 1083; see
above Section 3, I, 2, c – Filtering by keyword.
661 See also BGH, Urt. v. 12.07.2012 – I ZR 18/11, NJW 2013, 784, 786 marginal no. 35 – Alone in the Dark.
662 BGH, Urt. v. 15.08.2013 – I ZR 80/12, NJW 2013, 3245, 3249 marginal no. 49 – File-Hosting-Dienst.
663 Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 5.
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the fact that their content is the same. Using these RegExp facilities, the search term is
accordingly modified (through a RegExp conversion) and so-called wildcards are
inserted (".*") to replace certain letters like a joker in a card game, thus allowing any
random character to appear at this point. Thus, for example one can sidestep issues of
capitalisation and lower case spellings. By this process, it is also possible to avoid the
issue of separation of the individual words in the title of a work, because individual
words in the title of a work can be detected using wildcards even where they have been
written as a single word without blanks or hyphens. In addition, one can use wildcards
to avoid the problem that (depending on country settings for the system used by the
uploading user) diacritical marks are not shown. Thus, if one does a search for
"B.*hse.*Onkelz.*", the system will also find titles of works with the name "Böhse
Onkelz" and "Boehse Onkelz" or even "boehseabcdefgonkelzabcdefg".664 Thus, by using
these regular expressions, Uploaded is able to achieve particularly high rates of search
results and in this way satisfy the demands of the courts for particularly high levels of
detectability of works of the same kind.
With respect to the user-independent detectability of identical works665 as demanded in
court jurisprudence, it can be noted that the search procedure described above on
external link lists, general search engines and the use of keyword and hash filters are
already designed in terms of their default values to yield user-independent results. Thus,
searches on external link collections are always for specific titles of works, not for
uploading users.666 It should furthermore be assumed that, thanks to the "Global
Targets" function of the ATF tool, even searches performed via general search engines
will be searches for the reported work rather than the infringing user and thus that
user-independent searches are ensured here, as well. The keyword and hash filters used
by Uploaded, finally, are also intended to support user-independent, global searches for
identical works, which are deleted when found, irrespective of which user uploaded the
file.
Accordingly, we would note also in terms of the increased detectability of identical
works as well as user-independent detectability as demanded by the courts that
Uploaded is exploiting all technically conceivable measures and thus is in compliance
with court jurisprudence in respect of the criteria established for enhanced duties of
verification in this respect, as well.667

Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 5.
665 BGH, Urt. v. 15.08. 2013 – I ZR 80/12, NJW 2013, 3245, 3249 marginal no. 49 – File-Hosting-Dienst.
666 See Cyando AG, Zusammenfassung des Geschäftsmodells und der pro- und reaktiven Maßnahmen v.
22.01.2015, p. 6.
667 See BGH, Urt. v. 15.08. 2013 – I ZR 80/12, NJW 2013, 3245 – File-Hosting-Dienst.
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IV. Conclusions with respect to Uploaded's discharge of general and
enhanced duties of verification
As we have discussed, Uploaded does, initially, discharge the measures of protection for
performance of the general duties of verification, as demanded by court decisions and
legal scholars.668 In such cases, a duty to satisfy enhanced duties of verification can only
be found where a service provider is deemed to aid and abet illegal use, in other words
where an actual, special increase of the risk is present going beyond the general risk of
operating a file hosting server on the Internet. However, in this specific case, we are
already able to say that no such aiding and abetting is present.669 However, by way of
alternative analysis and for the sake of completeness we have then performed the final
step of exploring that, even if any such aiding and abetting were, hypothetically, found to
exist and a duty to discharge enhanced duties of verification were thus deemed present,
such duties are already being satisfied at the present time by the technical measures
Uploaded has already put in place.
Accordingly, no violation of general and/or enhanced duties of verification can be
discerned, and thus there is no interferer liability on the part of Uploaded here.
Particularly in light of the fundamental entitlement of Uploaded's business model670 to
legal protection and the comparability of the service with other hosting services 671
which are already deemed legal, the technical measures taken by Uploaded to prevent
future infringements should thus be seen as not only suitable but also (and specifically)
sufficient.

V. Recommendations for action
Despite the technical protective measures Uploaded has already sufficiently put in place,
we should now provide the following recommendations for action, as additional
measures of preventing future violations and achieving additional legal certainty:
Our initial proposal is that the file hosting service provider should offer an expanded
range of options to users uploading a new file as to what should happen with the file.
Thus, one conceivable notion is that this precise file will only be released to specified
other users of the service, and that a user will thus initially have to identify himself by
user name and be unambiguously approved by the uploading user in order to access the
See above Section 3, I, 4 – Interim conclusion regarding compliance with Uploaded’s general duties of
verification.
669 See concering the business model: Section 1, III, 3, e – Priliminary nterim conclusion; concerning the
technical options: Section 3, I, 4 – Interim conclusion regarding compliance with Uploaded’s general duties
of verification.
670 See above Section 1, II – Business model of a file hosting service as such entitled to protection,
specifically analized under jurisdiction to-date.
671 See above Section 3, II, 2, c – Comparability of Uploaded with other services of the same kind.
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file in question. Automatic generation of public links is an option which entails little
additional administrative effort for users in terms of forwarding links to their friends
without any further need to change settings, but a public link of this kind could more
easily fall into the hands of third parties and then potentially even be disclosed to the
general public in this way (link list). However, because the file hosting service provider's
basic business model is deemed entitled to the protection of the law, this proposal
should not be misunderstood as a suggestion to entirely abolish public links. Because
users will accordingly continue to have the option of approving public links, this
proposal cannot thus be considered to be directed towards stemming the ability of users
to intentionally make files publicly available by link lists, but rather is merely intended
to ensure better access protection for files which are intended for solely private use.
Furthermore, it should be noted that encrypted storage of content files is becoming
ever-more important, particularly on the Internet. File hosting providers are placing a
higher value on secure storage of content files, not least of all due to the fact that the
public frequently hears information about so-called "security breaches". Encryption
products of this kind are also a constant demand by data protection activists.672 Whilst
users can ordinarily store their own uploaded files, for instance, in an encrypted folder,
this will often represent too great a technical challenge for the average user. Platformwide encryption would accordingly be welcome. However, importance in this respect
should be placed on the fact that users should be able to determine their access codes, in
other words that any and all de facto options for accessing a user's files are withheld
from the platform operations. With respect to the duties of verification to be discharged
by the file hosting service provider, however, it must be noted that substantive analysis
of files would then no longer be possible due to encryption.673 However, in light of
considerations of data protection and IT security, only subsidiary weight should be
attributed to this factor.674

See nur Becker, DuD 2013, 207, 214.
See Becker, DuD 2013, 207, 214.
674 Regadring the general conflict between the liability of intermediate and data protection law see Becker,
DuD 2013, 207 et seqq.; Becker/Becker, WRP 2013, 41, 45 and Section 2, V, 1, d – Grand of data protection
with the imposition of enhanced duties of verification.
672
673

112

Section 3: Examination as to whether duties of verification exist and how they may be discharged
in technical respects

VI. Summary conclusions and legislative outlook
In closing, we would note that the question of the liability of file hosting services is also –
and in particular – of a public policy nature. Pursuant to current law, the question of a
file hosting service provider's liability for copyright violations on its online platform will
be a question of the individual case. The point of departure for any basis for legal
liability has to be the fundamental presumption of legality, in other words that the
provision of webspace is, as a general proposition, a value-neutral and multi-functional
resource.
Precisely because interferer liability (which has partially divergent and conflicting
demands in terms of duties of verification) is one of the most disputed issues in
copyright law in the information age, the legislature must take action here. By no means
should even greater legal uncertainties be permitted to arise in this sector as a result of
the existing judicial rulings. We should consider that statutory codification should not be
allowed to morph into unilateral maximisation of profits, whether on the part of the file
hosting service or the part of the rightholder. The evaluations at European level which
are currently being undertaken regarding the measures which file hosting service
providers must take when violations are reported to them may thus be seen as a step in
the right direction. The codification of a reporting and remediation scheme should help
create greater legal certainty in this area, and engender confidence and growth of crossborder online services in the European digital markets.675
A further task for the legislature is to resolve the existing dilemma between data
protection and copyright law. File hosting service providers find themselves between a
rock and a hard place, caught in the conflict between data protection and interferer
liability. Comprehensive duties of verification and monitoring may result in a kind of
"private

dragnet"

for

service

providers.

Anonymous

communications

and

communications using pseudonyms are constitutionally protected and must be
guaranteed, even in times of constantly changing IT infrastructures.
Furthermore, we should not lose sight of the fact that the starting point for any judicial
or legislative evaluation must be the principle of legal use by means of a legal service. In
today's cloud computing era, there is a social need for the use of file hosting services.
Decentralised management of media files and the ability to share such files with others
in a quick and simple fashion is a fundamental expression of 21st century society's
digital values, in addition to services such as YouTube, Facebook and Wikipedia.
The statutory legitimation of absolute liability for operators of file hosting services
would unavoidably mean that providers such as Uploaded would be forced to abandon
European Commission, SWD (2013) 153 final, Commission staff working document v. 23.04.2013, p. 17;
see also the interim report of the Enquete-Commission "Internet und digitale Gesellschaft", BT-Drucks.
17/12542, p. 84.
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their service, and would pose the risk of making providers who are registered in foreign
countries beyond the reach of the law ever more popular. However, this would be in
diametrical conflict with the need to protect the rights industry. For these reasons, and
in order to create legal certainty, it would be of particular importance to all parties to
enact statutory codifications dealing with the issue of file hosting service providers'
liability in the very near future.
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